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Introduction

ØBitcoin requires …
Øthe payee to be online for sending a transaction to the Blockchain.
ØIt takes a certain amount of time until the transaction is confirmed.

ØIn the real life scenario...
Ø Offline and Immediate payment is greatly demanded.

(e.g., Vending Machine, Digital Content Market)

ØFast payment :  [Karame:2012]
Vulnerable to Double-spending attacks.

�



Double-Spending Attacks on Fast Payments
[Karame:2012]

The malicious payer makes two payment transactions at the 
same time, one to the shop, and the other to the payer himself.

�

I’ve got an 
apple for free!



Results
ØCompletely decentralized offline and immediate payment 

scheme without any modification to the existing Bitcoin 
network.

ØOnly requires a tamper-proof wallet.

ØSimplifies existing proposed method.
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Previous Research [DmitrienkoNY17]
System Model  (assume tamper-proof wallet)
1. Online pre-loading phase
2. Offline payment phase
3. Offline coin redemption and double-spender revocation

�

…
Online pre-loading

Offline payment
Offline coin redemption

1.·l
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

·l, n ≠ T
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

·l
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

n
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

3.·o
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

2.proof Ω sign(skT ; ·o)
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

·o
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>



Previous Research [DmitrienkoNY17] - Security mechanisms
In order to ensure the wallet will not accept illegal pre-loading, 
Dmitrienko17 proves it by showing sufficiently large work is elaborated 
on the fragment of blockchain (Subchain)
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Online pre-loading

·l, n ≠ T
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

n
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

#0
<latexit sha1_base64="kohu9qWA0anlzUFk+qHV8sZlow4="></latexit>

…B0
<latexit sha1_base64="YKnqr9tOAXOC31CKcJ1N2++Bby8="></latexit>

·l
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

Subchain

Mainchain



Previous Research [DmitrienkoNY17]

�

The wallet accepts the pre-loading transaction iff:

HashRate
<latexit sha1_base64="Zr62p0IsOOEU8h7AwzW+xZ3ruUo="></latexit><latexit sha1_base64="Zr62p0IsOOEU8h7AwzW+xZ3ruUo="></latexit><latexit sha1_base64="Zr62p0IsOOEU8h7AwzW+xZ3ruUo="></latexit><latexit sha1_base64="Zr62p0IsOOEU8h7AwzW+xZ3ruUo="></latexit>

Time
<latexit sha1_base64="eoAYX5Xg6DR9AmnDLFvTl+/kzDs="></latexit><latexit sha1_base64="eoAYX5Xg6DR9AmnDLFvTl+/kzDs="></latexit><latexit sha1_base64="eoAYX5Xg6DR9AmnDLFvTl+/kzDs="></latexit><latexit sha1_base64="eoAYX5Xg6DR9AmnDLFvTl+/kzDs="></latexit>

B1
<latexit sha1_base64="3EL9dq2kW+dCAxMyQfteVBWc8Pc="></latexit><latexit sha1_base64="3EL9dq2kW+dCAxMyQfteVBWc8Pc="></latexit><latexit sha1_base64="3EL9dq2kW+dCAxMyQfteVBWc8Pc="></latexit><latexit sha1_base64="3EL9dq2kW+dCAxMyQfteVBWc8Pc="></latexit>

B2
<latexit sha1_base64="XVxxWWDWiqXCeqZK/68LWYrDNm0="></latexit><latexit sha1_base64="XVxxWWDWiqXCeqZK/68LWYrDNm0="></latexit><latexit sha1_base64="XVxxWWDWiqXCeqZK/68LWYrDNm0="></latexit><latexit sha1_base64="XVxxWWDWiqXCeqZK/68LWYrDNm0="></latexit>

B3
<latexit sha1_base64="lsx1vC8/OMjNKoj6Q3+aXebhDQ4="></latexit><latexit sha1_base64="lsx1vC8/OMjNKoj6Q3+aXebhDQ4="></latexit><latexit sha1_base64="lsx1vC8/OMjNKoj6Q3+aXebhDQ4="></latexit><latexit sha1_base64="lsx1vC8/OMjNKoj6Q3+aXebhDQ4="></latexit>

B3
<latexit sha1_base64="KSO9iDr7pTrIb9xvL5GShSCFa0c="></latexit><latexit sha1_base64="KSO9iDr7pTrIb9xvL5GShSCFa0c="></latexit><latexit sha1_base64="KSO9iDr7pTrIb9xvL5GShSCFa0c="></latexit><latexit sha1_base64="KSO9iDr7pTrIb9xvL5GShSCFa0c="></latexit>

B2
<latexit sha1_base64="UwBWHKSlZZPsAuK84M1346DTXJM="></latexit><latexit sha1_base64="UwBWHKSlZZPsAuK84M1346DTXJM="></latexit><latexit sha1_base64="UwBWHKSlZZPsAuK84M1346DTXJM="></latexit><latexit sha1_base64="UwBWHKSlZZPsAuK84M1346DTXJM="></latexit>

B1
<latexit sha1_base64="V+NunTynpZ8jZCV+0zLg5sFOfBY="></latexit><latexit sha1_base64="V+NunTynpZ8jZCV+0zLg5sFOfBY="></latexit><latexit sha1_base64="V+NunTynpZ8jZCV+0zLg5sFOfBY="></latexit><latexit sha1_base64="V+NunTynpZ8jZCV+0zLg5sFOfBY="></latexit>

Subchain C̃
<latexit sha1_base64="x5qZNmTgvO/M70sPp7Qd1rOwLbg="></latexit><latexit sha1_base64="x5qZNmTgvO/M70sPp7Qd1rOwLbg="></latexit><latexit sha1_base64="x5qZNmTgvO/M70sPp7Qd1rOwLbg="></latexit><latexit sha1_base64="x5qZNmTgvO/M70sPp7Qd1rOwLbg="></latexit>

MaximumTime
<latexit sha1_base64="glObBI0Tnq6LuPs2P+3fxmwbIGI="></latexit><latexit sha1_base64="glObBI0Tnq6LuPs2P+3fxmwbIGI="></latexit><latexit sha1_base64="glObBI0Tnq6LuPs2P+3fxmwbIGI="></latexit><latexit sha1_base64="glObBI0Tnq6LuPs2P+3fxmwbIGI="></latexit>

Acceptance
Region

MinimumDi�culty
<latexit sha1_base64="eeazpaOa3toLmb8w0QLjNPJnX4k="></latexit><latexit sha1_base64="eeazpaOa3toLmb8w0QLjNPJnX4k="></latexit><latexit sha1_base64="eeazpaOa3toLmb8w0QLjNPJnX4k="></latexit><latexit sha1_base64="eeazpaOa3toLmb8w0QLjNPJnX4k="></latexit>

Hash Rate ◊ Time = PoW Ø Minimum Di�culty
<latexit sha1_base64="IxFkrdl6PS0IhwaIy5fx9O7dItc="></latexit>



Previous Research [DmitrienkoNY17]
It is necessary to prove the time taken to generate the 
fragments against the wallet objectively...

��

�CHOICE
A)Assume a trusted time-stamp server.

-> Additional assumption

B)Set the expiration time of the pre-loaded coins.

-> Sacrifices the usability

How can I trust

·l, n ≠ T ?
<latexit sha1_base64="uYtd7G0zronMVfVyrXbDRstM+Po="></latexit>



Our Construction

��

We do not require the external trusted time-stamp server and 
expiration time of the pre-loaded coins...

[DmitrienkoNY17] Our new solution

Pre-loading 
phase

Payer proves Wallet that
Money is Preloaded

Payer only give a hint to Wallet
(No Proof)

Offline 
payment 
phase 

Payee accept the 
transaction
if Proof is verified

Payee accept the transaction
if Proof is verified AND
Money is Preloaded to Wallet



Pre-loading Phase

��

Payer’s Chain
�
�
�

�
�
�

1.·l Ω sign(skX ; x æ w, bl)
<latexit sha1_base64="Mhv3UAyhw78RjH6Yx0PvoOe00aA="></latexit>

·l, ·̃l
<latexit sha1_base64="u56QnuxsQ98iaEBSkvKC/Avse5k="></latexit>

2.·l, ·̃l
<latexit sha1_base64="qCV/LbFU5rEz5pZUmCQeN41T9ic="></latexit>

balance Ω bl
<latexit sha1_base64="WOpKxn/nm2lz4YwrfGTT/8jwHtg="></latexit>

Store {·l, ·̃l}
<latexit sha1_base64="iEdt4yrLJN+BC3H6+68d+AhkgeE="></latexit>

1. Payer makes pre-load transaction.
2. After the pre-load transaction is  into the 

block, the transaction is sent to the wallet.
3. The wallet accepts the transaction and 

increase balance and store the transaction.

Bi
<latexit sha1_base64="GqrsSi00sYtvoHcNesVQLJfOh+c="></latexit>



Membership Proof on Merkle Tree

Membership Witness

Bi
<latexit sha1_base64="GqrsSi00sYtvoHcNesVQLJfOh+c="></latexit>

·l
<latexit sha1_base64="Q8wrAeD/DCPkT2qyvoE94wIptLQ="></latexit>

·̃l
<latexit sha1_base64="AE8eexdKfPaMGGcYI9NZ1FLoLxc="></latexit>

( ·̃l : witness )
<latexit sha1_base64="QngAQtho9Sknir1s6KoE2v+9Gb8="></latexit>

Bi œ CÁk
Yi

· member(·l, ·̃l, Bi) = 1
<latexit sha1_base64="AbOhnS3wYz+nUwhaUTbXIeDVkhM="></latexit>

·̃l
<latexit sha1_base64="AE8eexdKfPaMGGcYI9NZ1FLoLxc="></latexit>

·̃l
<latexit sha1_base64="AE8eexdKfPaMGGcYI9NZ1FLoLxc="></latexit>

Payee Yi does not have to record
all past transactions.

<latexit sha1_base64="ralskNiY8JQMg+GsDMQm2E6TmT4="></latexit>



Pre-loading Phase

��

Payer’s Chain
�
�
�

�
�
�

1.·l Ω sign(skX ; x æ w, bl)
<latexit sha1_base64="Mhv3UAyhw78RjH6Yx0PvoOe00aA="></latexit>

·l, ·̃l
<latexit sha1_base64="u56QnuxsQ98iaEBSkvKC/Avse5k="></latexit>

2.·l, ·̃l
<latexit sha1_base64="qCV/LbFU5rEz5pZUmCQeN41T9ic="></latexit>

balance Ω bl
<latexit sha1_base64="WOpKxn/nm2lz4YwrfGTT/8jwHtg="></latexit>

Store {·l, ·̃l}
<latexit sha1_base64="iEdt4yrLJN+BC3H6+68d+AhkgeE="></latexit>

1. Payer makes pre-load transaction.
2. After the pre-load transaction is  into the 

block, the transaction is sent to the wallet.
3. The wallet accepts the transaction and 

increase balance and store the transaction.

Bi
<latexit sha1_base64="GqrsSi00sYtvoHcNesVQLJfOh+c="></latexit>



Offline Payment

1.PKY , bo
<latexit sha1_base64="8tX+chlKUxgtUjf4G5vQqwws2so="></latexit>

if (balance Ø bo)
balance Ω balance ≠ bo

·o Ω Sign(skW ; w æ y, bo)
proof Ω Sign(skT ; ·o, ·l, ·̃l)

else reject
<latexit sha1_base64="c+mKSNXn0Rovq3T8KOO0/yeFt+s="></latexit>

2.·o, proof, certT
<latexit sha1_base64="2/4P3JfYsT/bVBQ9BD32OyWXN1o="></latexit>

accept ·o and proof i�
<latexit sha1_base64="3aEWrHhCKMEhlFfKcHLeae3tC+g="></latexit>Y
__]

__[

certT is trustworthy
Verify(PKT ; proof) = 1
·o œ (VCY fl Sign(skW ; w æ ·, bo))
·l œ (CÁk

Y fl Sign(·; · æ w, bl))
<latexit sha1_base64="vzSUFcvULBs4S8ITCCcOe4OKBvA="></latexit>

3.Sign (skY ; status)
<latexit sha1_base64="jXn6g1xWR0TrWrEQe8NIqxI+T0w="></latexit>

#0
<latexit sha1_base64="kohu9qWA0anlzUFk+qHV8sZlow4="></latexit>

Bi
<latexit sha1_base64="GqrsSi00sYtvoHcNesVQLJfOh+c="></latexit>

…B0
<latexit sha1_base64="YKnqr9tOAXOC31CKcJ1N2++Bby8="></latexit>

·l, ·̃l
<latexit sha1_base64="u56QnuxsQ98iaEBSkvKC/Avse5k="></latexit>

Payee’s Chain
Ø k

<latexit sha1_base64="eVXY/pnGTjI/+8GfQ4RsGiUMokE="></latexit>

1. Payee charge bo to Payer.

2. When ·o is sent from the wallet, Payee checks...

(a) ·l is in the payee’s chain.
(b) ·o is Valid w.r.t. Payee’s chain.

<latexit sha1_base64="y7U7lHfYvqnbPG2ExNBMY8KG6VY="></latexit>



Common-Prefix Property [GarayKL15]

��

ℂ"
ℂ#

ℂ′′#

ℂ′#

%"%# %&

Common-Prefix LemmaLast
Common

Block

∆ CÁk
1 ∞ C2 · CÁk

2 ∞ C1, for k Ø 2÷Ÿf
<latexit sha1_base64="nN4W1BAFphWg8EF8bKG3LlWdrQ8="></latexit>

• CÁk : Blockchain C with k blocks at the right end removed.

• C1 ∞ C2 : C2 is a prefix of C1
<latexit sha1_base64="UO38olHCJAIJOefVI1eyRT6xmUg="></latexit>

(‘, ÷)-typical execution and consider two chains len(C2) Ø len(C1)

1. C1 is adopted by an honest party at round r.

2. C2 is either adopted by an honest party or di�used at round r.
<latexit sha1_base64="Cm2/6D27y+ddp1US3yHSPxz3aRA="></latexit>



Offline Payment

1.PKY , bo
<latexit sha1_base64="8tX+chlKUxgtUjf4G5vQqwws2so="></latexit>

if (balance Ø bo)
balance Ω balance ≠ bo

·o Ω Sign(skW ; w æ y, bo)
proof Ω Sign(skT ; ·o, ·l, ·̃l)

else reject
<latexit sha1_base64="c+mKSNXn0Rovq3T8KOO0/yeFt+s="></latexit>

2.·o, proof, certT
<latexit sha1_base64="2/4P3JfYsT/bVBQ9BD32OyWXN1o="></latexit>

accept ·o and proof i�
<latexit sha1_base64="3aEWrHhCKMEhlFfKcHLeae3tC+g="></latexit>Y
__]

__[

certT is trustworthy
Verify(PKT ; proof) = 1
·o œ (VCY fl Sign(skW ; w æ ·, bo))
·l œ (CÁk

Y fl Sign(·; · æ w, bl))
<latexit sha1_base64="vzSUFcvULBs4S8ITCCcOe4OKBvA="></latexit>

3.Sign (skY ; status)
<latexit sha1_base64="jXn6g1xWR0TrWrEQe8NIqxI+T0w="></latexit>

#0
<latexit sha1_base64="kohu9qWA0anlzUFk+qHV8sZlow4="></latexit>

Bi
<latexit sha1_base64="GqrsSi00sYtvoHcNesVQLJfOh+c="></latexit>

…B0
<latexit sha1_base64="YKnqr9tOAXOC31CKcJ1N2++Bby8="></latexit>

·l, ·̃l
<latexit sha1_base64="u56QnuxsQ98iaEBSkvKC/Avse5k="></latexit>

Payee’s Chain
Ø k

<latexit sha1_base64="eVXY/pnGTjI/+8GfQ4RsGiUMokE="></latexit>

1. Payee charge bo to Payer.

2. When ·o is sent from the wallet, Payee checks...

(a) ·l is in the payee’s chain.
(b) ·o is Valid w.r.t. Payee’s chain.

<latexit sha1_base64="y7U7lHfYvqnbPG2ExNBMY8KG6VY="></latexit>



Coin redemption and Double-spending wallet revocation 
protocol

��

Miner #0

Miner #1

Miner #2
�
�
�

�
�
�

1.·o
<latexit sha1_base64="/3R0r2gBU5C9tFkZMr5VAD3U4Hs="></latexit>

k
<latexit sha1_base64="JTcWXSlScMJPIrRAoZSeriEf5hE="></latexit>

·o
<latexit sha1_base64="3wpn9ub1r6eRpBYfPnZzIr85Nog="></latexit>

#0
<latexit sha1_base64="kohu9qWA0anlzUFk+qHV8sZlow4="></latexit>

Bi
<latexit sha1_base64="GqrsSi00sYtvoHcNesVQLJfOh+c="></latexit>

…B0
<latexit sha1_base64="YKnqr9tOAXOC31CKcJ1N2++Bby8="></latexit>

·l, ·̃l
<latexit sha1_base64="u56QnuxsQ98iaEBSkvKC/Avse5k="></latexit>

Payee’s Chain
k

<latexit sha1_base64="JTcWXSlScMJPIrRAoZSeriEf5hE="></latexit>

Bi
<latexit sha1_base64="GqrsSi00sYtvoHcNesVQLJfOh+c="></latexit>

·l, ·̃l
<latexit sha1_base64="u56QnuxsQ98iaEBSkvKC/Avse5k="></latexit>

·o
<latexit sha1_base64="3wpn9ub1r6eRpBYfPnZzIr85Nog="></latexit>

2.CÕ
Y

<latexit sha1_base64="r+oL82iW3W9W/1z69oETNtzN1QI="></latexit>

Payee sends the offline transaction to the miners and wait 
until the transaction is confirmed.



Conclusion
ØWe proposed an efficient offline payment scheme for PoW

blockchains such as Bitcoin.

ØAdvantages of our scheme are it requires...
ØNo trusted time-stamp server.
ØNo expiration time to the pre-loaded coins.
ØNo modification to the existing Bitcoin network.

ØOpen Problem : 
ØOffline payment schemes for PoS-type blockchain

��


