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Introduction

Todaywe areparticipatingin a sea-chang¢hat may equalor exceedhe socialand
economic impact wexperiencedvhenwe transitionedrom an agrarianeconomyto
an industrial economyover one hundredyearsago. Clearly governmentofficials
recognizethe enormousopportunitythis transitionoffers to dramaticallyreducethe
costof governmentserviceswhile improving their quality. As companiesrapidly
switch to information-basedusinessegjovernmentupport,leadershipand vision
are neededto accelerateand guide the developmentof a commercial/government
infrastructure that will support a new economy.

We should carefully considerthe answersto severalimportant questionsbefore
applying government’sinfluence to supportand channelthe constructionof new
global economic and social infrastructure so that it serves our national interests.

* What is the driving technology force behind this paradigm shift to an
Information-based economy?

* What are the key elements that might facilitate this transition?

*  What are the dynamics of this shift?

Answering thesequestionscould help shapegovernmentstrategiesto ensurethat
new “digital factorsof production”are usedto benefitnationaland global interests
well into the next century. This paperproposesanswersto thesequestionsand
presentsdeasthat might contributeto the developmenbf an ElectronicCommerce
infrastructure in the United States.



Payment Technology Driving Forces

Beginningabout1994,two new electroniccommerceorcesstarteddriving the U.S.

towardthe next generatiorof paymentsystems. The first force is a global pushto

replacemagneticstripe paymentsystemswith chip cardsystems. The seconds the
developmenbf the Internetfor ElectronicCommerce(EC). Two advocacycamps
formedaroundeachof thesetechnologyforces. Neithercampviewedthe otherasa
potentialcompetitoror rival; perhapstheir attitudetoward eachother was benign
indifference.

One camp aggregatedaround the Smart Card Forum and the secondaround
CommerceNetind the Financial ServicesTechnologyConsortium(FSTC). For a
year or so there was little interplay betweenthesetwo camps. The Smart Card
Forumfocusedon smartcardapplicationsfor storedvalue,medicalrecords loyalty,
etc. CommerceNetandthe FSTC focusedon developingtechnologiedor Internet
commerceand paymentsystems. In 1994-1995it was difficult to tell if eitheror
both camps would be successful.

Todayit is clearwhich paymenttechnologyis the driving force. While chip card
applications are under development around the world, the deployment of
Internet/Intranet-baseldC applicationds exploding. Internetpaymentschemesre
rich with diversity and imagination. Thereis no doubtthe Internetis the driving
force behindour movementowardthe InformationAge, andthe next generatiorof
paymenttechnologies.Therefore we shouldreflect on the fundamentareasonghe
Internetis growing exponentiallywhile the movemento chip card applications(for
example StoreValue Cards)is not movingasrapidly. Understandinghe potential
insight that could be gained from a careful study of the reasons for the unprecedented
expansionof one camp comparedto the other is important before developing
government policies and allocating resources.

Payment Technology Driving For ces:
Stored Value Card Pilots

Therearea numberof reasonghip cardsandparticularly SVC applicationsarestill
under pilot developmentin the U.S. The reasonthat is perhapsthe most
fundamental is summarized below.

OpenChip Card systemsare at a competitivedisadvantagevhenmarketedtoward
consumerswho have wallets with well-entrenchedubiquitous magnetic stripe
payment alternatives, and when they are based on a gngbeietary application—
primarily reloadable SVC applications—using proprietary networks.

It seems clear that a single application, especially one based on a proprietary network
and on a proprietary paymentscheme,will have great difficulty in generating
enoughprofits to coverthe costof its infrastructure. The SmartCasHessonsfrom



the Atlanta Olympicspilot could be interpretedto supportthis hypothesisaswell as
other hypotheseghat try to explain why this SVC pilot was not expectedto be a
profitable venture.

Payment Technology Driving Force:
Open Public TCP/I P-based Networks

The Internetis a fundamentallynew communicationplatform that embodiesthe
functionality of all the communicationgechnologiesver developed. Examplesof
communicationgunctionalitiesinclude the transportof handwrittenwords, printed
words,digital words,voice, video, multi-media,hyper-mediagtc. using one-to-one,
one-to-many, many-to-onandmany-to-manycommunicationsechnologies.In the
history of modern communications,advancesspan decades,with each major
technologyhaving a tremendousimpact on society. Today the functionality in
virtually all the communicationsechnologiegverdevelopeds hitting our societyat
onetime, embeddedvithin an open,public TCP/IP-basedetwork. Clearly,if each
major communicationgechnologydevelopedduring the last severalhundredyears
has impactedour society in historically significant ways, the combinationof all
communications technologies hitting our society simultaneously is unprecedented.

Althoughthe Internetis the driving force, chip cardsandreader/writer§R/W) have

an essential,albeit supportingrole for EC over the Internet. Basically chip card
technology can provide a portable, non-duplicable electronic token system to securely
hold an individual's Private Key and Public Key Certificate (PKC). This token
enablesindividuals to digitally sign electronicdocumentswithout being tied to a
singlecomputer. To the SmartCard Forumthis is an “access”application. Within

the contextof MastercardandVisa’'s SET protocol VeriFonerefersto the chip card

and R/W as PayPdPt

If PayPort" could be adaptedas a StoredValue Card (SVC) systemusedto reload
electroniccashat homeusing an Internet-based-cashschemejt is reasonabléo

believethat this platform could becomea foundationfor an evenwider variety of

chip card-basedpplications. For example the PayPorf” with a PKC could be used
by patients,doctors,nurses pharmacistsetc. to digitally sign electronichealthcare
formsor to accesshealthcareecords. It could be usedto electronicallyvote or pay

incometaxes. Welfare recipientscould be issueda chip card to download Food

Stampsvalueinto a SVC purseat an Internetkiosk. Grocerystoresand merchants
using “PayPoft terminals”at countertopcould acceptelectroniccashandelectronic
benefitsusingthe samelnternetterminalsthat consumersisefor cashlespayments.
In this scenario the PKC could evolve into a universal identificationerzalilingits

owner to digitally sign electronic documentsthat were legally enforceableor to

initiate payment transactions, business transactions, medical transactions, or

educational transactions, etc.



Rapidly shifting to an openinformation-basedfully-interconnecteddigital society
will enablecountriesto obtainan internationalstrategiccompetitiveadvantagever
economieghatpartially movetowardopennetworksystemsr onesthat continueto
be basedon proprietarynetworks. For example,considerthe structureof the U.S.
economytoday. Althoughit is technologicallyadvancedpverthelong termit could
not compete successfulgainsta fully-interconnecteddigital economy”. A simple
comparisonof the cost structuresassociatedwith operatingand maintaining a
“physical-retail” businessonnectedy proprietarynetworkscomparedo a “virtual-

retail” businesonnectedy public networkssuggestdoday’s businessmodelswill

be progressivelydisadvantagedNicholasNegropontadiscusseshis ideain termsof
an economybasedon “atoms” andonebasedon “bits” in his book, beingdigital. If

this perception is true, then commercial and government support for the
developmentof public networks (such as the Internet) should continueto be a
national economic priority.

Open Public TCP/I P-based Networ ks
Key Elements

The potential of the Internet is far too importantdovernmento passivelymonitor
commercialdevelopmentswaiting for inequities,before using its influence. The
Federalgovernmentanandshoulddevelopa nationalstrategythat doesnot curtail
commercialinnovationbut one that balancespotential benefitsbetweenthe public
interestandprivateenterprise’grofit potential. Sucha strategyshouldbe basedon
a Vision or an optimismthat points our societytoward the highestand bestuse of
this new communicationsnfrastructure. If the Internetis the driving force behind
this paradigmshift, then focusing on the following four key elementsmight help
government harness the Internet and lead to the formation of a national strategy:

* public key cryptology

* a national (commercial) public key Certification Authority
infrastructure

» individual control and “privacy’tf personainformationin commercial
databases

» chip card technologies



A discussion of the importance of each element follows.

Key Element:
Public Key Cryptology

The greatestvalue of the Internetis thatit is a global, opennetwork that provides
ubiquitous connectivity; butis fact alsomakesthe Internetworthlessfor Electronic
Commerceawithout “security”. If thereis a single“security” technologythat extends
acrossthe spectrumof humaninteractionsand stretchesnto the next century,it is
Public Key Cryptology. The need fepontaneousemote,non-refutableandsecure
communication®ver the Internetcannotbe achievedas completelyor as elegantly
by any othersingletechnology. Public Key cryptologyis oneof the lowestcommon
denominatorgor securecommunication®ver public or private networks. By using
a sufficiently large numberof bits in the “Private Key”, communicationver any
network canbe absolutelysecurefrom a “brute force” attackon keys. For the vast
majority of transactionsthe use of public key cryptology for routine personal
communications is analogous to using a battleship to escort a sailboat over open seas.

The potentialvalue of public key cryptologyto societycould extendfar beyondjust
securing the day-to-day Internet transactions for citizens, businesses,and
governments.Thefull potentialof public key cryptologylies in its dependencyn a
public key certification authority infrastructure. This dependencyis also its
Achilles’ heel. Consequentlya fundamentalgoal for governmentshould be to
ensurethatthe infrastructurefor Public Key cryptologyreachests greatespotential
valueto societyon an internationalscale. An argumentto supporttheseassertions
follows.

Key Element:
National Public Key Certification Infrastructure (NPKCI)

Since Public Key encryption is extremely secure when key lengths are over 1024 bits,
we shouldrecognizethat it is not the weakestmessagesecuritylink and focus our
efforts on a much weaker link----the NPKCI.  Today it is not clear how our
Certification Authority (CA) infrastructure will inevitably organize itself.
Competitionand short-termrevenueobjectivesare unduly influencing the evolution
of the CA infrastructure. For instance,should the MasterCardand Visa CA
architecturefor issuing certificateslinked to credit card numbersbe a universal
model for other certification applications? It is certainly appropriatefor securing
credit cardtransactionsover the Internet. But doesthis suggesthat every special
applicationshouldconstructa specialpurposeway to issuecertificates?Is therenot
a commonsetof functionsthat certificatesprovidefor all applications? We needa
consensu®n a commonsetof serviceswhich a National PKCI mustprovideto the
Internetcommunityin the broadessense. Consideringthesecommonelementsa



collective long-term vision for a national Public Key Certification architecture
should emerge.

A simplevision for a NPKCl is that it shouldbe basedon a viable businessnodel
capable of providing low cost PKC to every persdnle minimizing the opportunity
to fraudulently obtain a PKC. It should enableCA to establishreasonableand
explicit liability limits. It shouldassurecitizensandbusinessethatdigitally signed
documentswill beupheldin a courtof law. It shouldincreasepersonalcontrol and
accesdo privateinformation storedin third party databases.To achievethis set of
goalsthe key componento manageis the designof an NPKCI. Sinceit mustbe
basedin law, it is important that governmentauthoritiesmonitor, influence and
reinforce its ultimate architecture.

National Public Key Certification Infrastructure (NPKCI)
PK CI Architectures

There are at leasttwo extremearchitecturesupon which a Public Key Certificate
Infrastructure (PKCI) could be based—a“fully-distributed” architectureand a

“hierarchical” architecture. A fully distributedarchitectureis one in which any

organizationmay issuea Public Key Certificate (PKC) without crosscertification.

Underthis modelthe PKC is useful“locally”. A hierarchicalCA architecturds one

in which a singleorganizationis theroot for all Certificate Authorities. This model

is inflexible and may not be achievable. While neither of thesetwo extremesare

practical,they are useful for framing alternatearchitectures. This paperproposes
ideasfor a hybrid National PKCI basedon the elementaryfunctions that a PKC

provides.

National Public Key Certification Infrastructure (NPKCI)
PK C Elementary Functions

A PKC providesat leasttwo elementaryfunctions. First, a PKC providespersonal
identificationso all partiesmay identify eachotherbeforea transactioris finalized.
Seconda PKC canbe usedto authorizean individual to havecertain“privileges”,
such as access to a bank account, authorization to pustiras¢hingor permission
to acton behalfof another. A PKCI organizedaroundthesetwo functions(that s,
identification and authorization) would recognize two types of PKC—an
Identification Certificate (ID-PKC) and an Authorization Certificate (AU-PKC).

For exampleconsideran architecturewherean individual’s ID-PKC, not the CA is

the “root” or the centerof focus. Granted,an individual's certificateanda CA are
not similar; but the ideais to createa hybrid hierarchybasedon the ID-PKC—not
the CA. This paperbriefly describeshow suchan architecturemight be organized
and operate.



National Public Key Certification Infrastructure (NPKCI)
Maximum ldentification Liability (MIL)

An ID-CA issuesan ID-PKC (X.509) in accordancawith its Certification Practice
Statement{CPS). However,the ID-PKC includesa new data elementcalled the
“Maximum Identification Liability” value. The MIL establishesthe ID-CA’s
maximumliability for guaranteeinghat the information containedin a certificate
correctly identifies an individual and the associated?ublic Key. An ID-CA may
establish different liability limits for each individual.

In the eventthe ID-CA issuesa certificate erroneouslythe ID-CA is contractually
bound to compensate a business for any loss it incurseasiléof the errorup to the
Maximum IdentificationLiability limit, aslong asthatbusinesdad‘“registeredand
linked” with the ID-CA beforaelying on thatcertificate. (See“ID-PKC Registering
and Linking” below for an explanation of these terms.)

National Public Key Certification Infrastructure (NPKCI)
Credit Risk

Merchantsand other partiesdealingwith consumersare always faced with credit
risk, the possibility their customerswill not repay a loan or a line of credit.
Businesseseducecredit risk by obtaininga consumer’'spaymenthistory. Three
national credit bureausin the United Statesprovide consumercredit reportsupon
receipt of an electronic requegintaininginformationwhich uniquelyidentifiesthat
consumer. Usually a businessobtainsID information directly from the consumer
when he submits an application.

A creditbureauusesthe ID informationtransmittedby the businesgo retrievethat
consumer’'scredit reportfrom a databasehat may containas many as 150 million
credit report records. Often more than one credit report may match the criteria
suppliedby a business.In this case,multiple credit reportsmay be returnedto the
requestewho mustdecidewhich reportis relatedto his customer. The business—
not the credit bureau--is responsible for properly identifying the consumer.

National Public Key Certification Infrastructure (NPKCI)
| dentity Risk

Identity Risk is the risk that an ID-CA might issuean ID-PKC to an impostoror

simply issue an ID-PKC in error even though it followed its CPS procedures
carefully. Consequentlyany businesghat relieson an ID-PKC may be entitledto

recoverlossesattributableto an erroneouslyissuedcertificate—upto the Maximum

Liability Limit (MIL) offeredby the ID-CA. The MIL is a form of insurancethat

reflects the ID-CA degreeof confidencethat the information in the certificate
correctly identifies the individual.



National Public Key Certification Infrastructure (NPKCI)
Residual | dentity Risk

Before an Internet merchantestablishesa relationshipwith a new customer,the
merchantwould usethe valuein the MIL field to calculatehis “Residual ldentity
Risk”. The Residualldentity Risk is simply the difference betweenthe goodsor

servicesoffered by a businessand the Maximum Identification Liability offered by

the ID-CA. If the Residualldentity Risk is too large, the merchantmust decide
eitherto acceptthatextrarisk or requireadditionalidentificationinformation. Here
businesgules could managethe merchant’'sResidualldentity Risk. In this way a
merchantselling books might enterinto a transactionwith a potential customer
basedsolely on the individual’'s ID-PKC. On the other hand,a merchantselling
computersmight requiremoreidentifying informationthanjust the individual’'s ID-

PKC.

National Public Key Certification Infrastructure (NPKCI)
ID-PKC Registering and Linking

The Maximum Identification Liability value offered by the ID-CA is a form of

insurance.Consequentlya merchantmustapply for this insuranceandbe accepted
beforethe ID-CA can be held liable for subsequentosses. RequestinglD-PKC

insurancas strictly at the option of the merchant. A proces<alled“registeringand
linking” describegprocedurego apply for ID-PKC/MIL insurance. The following

are the five steps to “registering and linking”.

1. The businesschecksthe ID-CA’s Certificate RevocationList (CRL) to verify
that its customer’s ID-PKC is still valid.

2. Thebusinesgegisterdtself with the ID-CA by establishinga “tradeline” linked
to the customer'dD-PKC. The“tradeline” is a creditindustryterm for the list
of businessen the credit report with whom a consumerhas established
relationships.

3. The ID-CA acceptsa business’srequestfor Identification insurance. For
examplethe ID-CA might establishrisk managemenprocedureso control the
total value of its exposurefor eachnew ID-PKC it issuedor registered. If the
ID-CA’s cumulative risk limits are exceededthe ID-CA might decline a
request.

4. The ID-CA automatically establishesa “push” notification systemto alert
businesses with an established tradeline wheiD-CA determinesan ID-PKC
must be revoked. If a new ID-PKC replaces a revakeBKC, this information
is alsopushedo all businessewith a tradeline. This procedureminimizesthe
needfor a merchantto check the Certificate RevocationList (CRL) before



completingeachtransactionwith a customer. The CRL is checkedon the first
transaction only.

5. The businesswho registersand links to an ID-PKC paysa fee similar to an
insurance premium to the ID-CA. There may be other types of fees, too.

National Public Key Certification Infrastructure (NPKCI)
Hypothetical |ssuance of an ID-PKC

An ID-CA receivesan applicationfor an ID-PKC from a consumer. The ID-CA
uses its Certification Practice Statement (CPS) and operating procauveesy the
identity of theindividual. Consideringhe degreeof confidencehattheinformation

in the application correctly identifies the applicant, the ID-CA establishesits
Maximum Identification Liability (MIL) value and includes this value in the ID-PKC
issued to the applicant.

Dependingon the informationan individual is willing to provide andthe ability of

the ID-CA to verify that information—eitherelectronicallyor by physicalpresence,
the ID-CA Maximum Liability Limit may differ by individual. It is importantto

note that the liability limit is relatedto only the identity of the applicantand has
nothingto do with the applicant’scredit risk, social statusor nationalcitizenship.
This structureassumesevery personhas a universalright to obtain—or not to

obtain—an ID-PKC from any ID-CA, irrespectiveof the individual’s national
citizenshipor the business’sationalregistry. Thusa citizen of any country could

obtain an ID-PKC from any ID-CA. By acceptingan ID-CA certificate the

individual accepts the ID-CA governing rules disclosed duringfipdicationphase.
Such rules might state the legal jurisdiction where disputes will be resolved.

National Public Key Certification Infrastructure (NPKCI)
Government Digital Signature Accreditation

If an authorized governmentagency reviewed an ID-CA’'s CPS and operating
proceduresand found they met “best practices” standardsthe ID-CA could be

granteda government‘Digital SignatureAccreditation”. Such an Accreditation
would insurethat an individual’s digital signature—createdith a certificatefrom

anaccreditedD-CA—would beupheldin a courtof law asa handwrittensignature.
In this situationthe governmenauthoritywould enforcea person’sdigital signature
and, by implication, would be providing another‘guarantee’that the ID-PKC was
properly issued.

By grantinga Digital SignatureAccreditationthe governmentwould augmentthe
ID-CA Maximum Identification Liability with the threatof criminal penaltyfor a
person who obtained an ID-PKC by impersonatiohyatheft. It would betreatedas
anotherform of forgery. If appropriate,a court might find the impostor was
personallyliable for all damageghat exceededhe ID-CA Maximum Identification



Liability amount(that is, the Residualldentity Risk). In any event,grantingan
Accreditationto an ID-CA would mandatea penaltyfee the ID-CA would pay if it
issued a fraudulent certificate even though it followed its CPS procedures.

National Public Key Certification Infrastructure (NPKCI)
Authorization Public Key Certificates (AU-PKC)

A Public Key Certificate (PKC) could be issuedwith or without an identification
“guarantee” or MIL. An example is the MasterCartlVisa PKC that maybeused
to sign an Internet credit card purchase only.

An AU-PKC is a special type of PK@hich is “registeredandlinked” to an ID-PKC
as describedpreviously. The AU-CA issuesan AU-PKC to its customerto grant
local privileges.

One of the primary usesfor the ID-PKC is to enablea customerto digitally sign
electronic applicationsfor “membership”where the applicant’s identity must be
establishecbefore serviceswill be extended. For example,a consumerwants to

applyfor anelectronicbankaccount. The bankrequestghat the customercomplete
anddigitally signan Internethomebankingapplication. The consumeuseshis ID-

PKC to applyfor an AU-PKC. Much of theinformationin the applicationis copied
to the home banking account application enabling the customerto add only a
minimum amount of information. The bank no longer needsto verify the
individual’s identity. The bank would simply “register and link” the bank’s AU-

PKC certificateto the ID-PKC therebytransferringldentity Risk to the ID-CA up to

the MIL value.

If the ID-CA isaccreditecby the stateto issuelegally enforceablaligital certificates,
the AU-CA would have a governmentassurancehat the potential customeris

correctlyidentified. This assurancés basedon the threatof criminal prosecutionf

the customer obtained an ID-PKC using false information.

Finally, if the AU-CA foundthesetwo levelsof assurancemsufficient,the AU-CA
could begin any identification procedures it believed were necessary.

National Public Key Certification Infrastructure (NPKCI)
AU-PK C Revocation

Sincethe AU-CA grantsprivileges,it maywithdrawthoseprivilegesby revokingits
AU-PKC and posting that information to its Certificate RevocationList (CRL).
Beforerevocationthe AU-CA would senda “Closed AccountConfirmationNotice”
(CACN) to the customer with a reason his AU-PKC was revoked.

In additionto notifying the customerthe AU-CA would notify the ID-CA that its
relationshipwith this customemwasclosed. At its optionthe AU-CA mayincludea



reasonthe AU-PKC was revoked. When the AU-CA provides a reason for
revocation,the ID-CA recordsand links this information to the individual’s ID-
PKC.

Occasionallyan AU-CA may beforcedto closea customer’saccountunilaterallyfor

administrative or for punitive reasons. If thecountwasclosedfor punitivereasons
the customemay electto refute or to explainhis side of the story. In this casethe

customer would send an electronic copy of the CACN to the ID~@WA his digitally

signedrebuttal. The ID-CA would link the rebuttalto the original CACN andthe

individual's ID-PKC.

National Public Key Certification Infrastructure (NPKCI)
Privacy Control for ID-PKC Linked Information

Anyonewith a ID-PKC hasa right to obtaina copy of all ancillaryinformation (that
is, “tradelines”, CACNs, etc.)that might be linked to his ID-PKC. He coulddo this

by digitally signinga requestform and sendingit to the ID-CA. For instance,an
individual may want to review information about himg@dfiodicallyto makesureit

is accurateand complete. Any changesan individual believesare necessanare
digitally signedand sentdirectly to the ID-CA for review and action. The ID-CA

decidesif the requestedchangeshouldbe made. In any event,the ID-CA replies
explainall actionstakento the consumer.Finally, if anID-CA hasanyinformation
relatedto an individual's ID-PKC, that individual should havethe right to require
the ID-CA to “lock” his datarecordto preventanyinformationfrom beingdisclosed
without his digitally signed authorization.

Assume for a moment thabh NPKCI is basedon the architecturediscussedibovein
which a citizen is issuedan ID-PKC. Furthermore,assumethat the healthcare
industry, as an example,constructspatienthealth record databasesiccessibleover
the Internet. Considerin this scenariathat citizenshavethe samedegreeof privacy
with their health recordsthat they have today with their credit reports. Privacy
rights groupsand consumerswill rightly perceivea significanterosionof “privacy”
if cyberspacedatabaseaise the ID-PKC as the common link betweenall the
electronic activities of an individual.

National Public Key Certification Infrastructure (NPKCI)
Privacy Controlsfor ID-PKC Linked Information
Government’s Role

It seemsappropriatethat governmentshouldproactivelyinfluencethe designof an
NPKCI so that it encouragesbusinessesto protect consumers’privacy. To
accomplishthis it is importantthat the public and private sectorswork togetherto
designNPKCI thatincreases citizen’s privacy and accesgo personainformation.
A government-industrgoal shouldbeto balancea consumer’sight to privacy with
a consumer’sneedto provide voluntarily and selectively personalinformation to



businesseandgovernmeniagenciedbeforebeing authorizedio receivebenefitsand
services. If we can define an NPKCI infrastructure that is balandée @yesof the
public andbusinessedhena sourceof bitter contentioncould be mitigatedto some
degree. One possible way to achieve this balance is proposed below.

National Public Key Certification Infrastructure (NPKCI)
Privacy Controlsfor ID-PKC Linked Information
Direct Control of Private Information

Assumefor purpose®f discussiorthata person’sID-PKC is linked to an AU-PKC.
Assumethe AU-PKC is linked to his personalhealthcaredatabaseecordstoredin

an Internet-accessiblelatabase. In this scenariothe Trusted Third Party (TTP)
databas@peratorcould offer a patientan Internetdatabaséocationwherehe could
store his personal healthcare records. The TTP database operator wouldtivatrrant
no information contained in his patient record could be released witiepatient’s
digitally-signed authorizationmessage. As compensationthe databaseoperator
chargesthe patient (or HMO, etc.) a storagefee for holding this information.
Perhapgshe databas@peratoralsochargesa feeto a busines®r governmentgency
the patient authorized to retrieve information.

In this scenarica patientwould fill out an electronicform to give a doctoraccesso

specific information in his electronic patientrecord. When the doctor needsto

retrievethis information, the doctor digitally “endorses’the patient’'sauthorization
form and submitsthe requestto the TTP databasdo obtain the information. A

patient has absolute control over who has adodsis medicalrecordsaswell asthe
right to view his personalrecordsover the Internet. This NPKCI businesamodel
providesany degreeof privacy a consumerdesireswhile enablingglobal accesgo

his healthrecords. In the generalcasethe individual is ableto directly authorizea
business to retrieve only the information required to prothdeservicesandbenefits
requested.

Key Element:
Chip Card Related Technologies

To generatea “digital signature”,a securegasilycarriedelectronictoken,suchasa
chip cardor similar device,will be neededo hold an individual’s Private Key and
Public Key Certificate. Assumingthe tokenis a chip card,therewill be a needfor
chip card readers/writerswherever individuals need to digitally sign Internet
transactionsand documents—foexample: a consumer'shome,a doctor’'soffice, a
business or government office, a public phone, an Internet-connected kiosk, etc.

The consumer'shomePC is expectedo be the first placedigital signatureswill be
generatedn large numbers. Mastercardand Visa intend to usePublic Key digital
signaturedo authorizecredit card paymentsover the Internet. In any eventa joint
industry-governmenstrategyis neededio encouragehe long-termproliferation of



chip card related technologiesinto consumers’ homes, into businesses,and
eventually into public sites for those without computers.

Dynamics of this Paradigm Shift

A clearunderstandingf the dynamicforcesengagedn the shift to the Information
Age is importantbeforelaunchingany significantgovernmentnitiatives that might

influencethe competitivemarketplace.While it is naturalto focuson the pushand
pull between Microsoft and Netscape “battles”, this should not cloud the

government’'sperceptionof more fundamentalopposingforces. The government’s
concern should be directed toward managing the transition from today’s
infrastructureto tomorrow’s infrastructure. This battle is betweenold and new,

status-quoand change. More specifically, it is the battle betweenthe movement
from Private Networksto Public Networks,from paper-basedystemsto electronic
systemsfrom magneticstripe paymenttechnologiesto chip card related payment
technologies, fronan economyof middlemento an economywith fewermiddlemen.
It is the management ofpmradigmshift taking placetodaythat shouldbe a primary
focusfor government. If therearerealisticwaysto managea paradigmshift of the

scalethat appearso be happeningtoday, perhapsone of thoseways might be to

construct a Vision of an ideal future.

Summary

Thereare a numberof mostimportantideaspresentedn this paper. Foremostis
that the Information Age is Internet-centric. Other technologiesneedto find their
nichewithin the Internet. Proprietarynetworksmay havespecialpurposeuses but
their valuein an open,public networkedworld will be somewhateducedfrom the
critical role they play today. The application of governmentresourcesshould
carefully but methodically acceleratethe movementaway from systemsthat use
proprietary networks.

Anotherimportantideais that the creationof a National Public Key Certification
infrastructure is critical to realizing the full potential of théernet. Todaywe seem
to be constructing Certification Authorities that issue single-purpose certifidates.
needa National Public Key Certificateinfrastructurebuilt aroundthe ID-PKC and
the AU-PKC.

It is certainly possiblethatthe ID-PKC could evolveinto a “national identification
number” with all the Big Brother implications. Therefore,it is critical that we
designfeaturesand privacy laws that preventundesirableusesof the ID-PKC while
allowing us to benefit from the enormoustransactionefficiencies such a system
might provide.



