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Abstract. Payment channels (PCs) are instrumental in enhancing bloc-
kchain scalability. As PCs become more prevalent, the imperative for in-
dependent and robust auditing mechanisms grows. Despite the critical
need, there has been no extensive research on auditing PCs to ensure
provable security. Challenges include maintaining global consensus and
chronological integrity of off-chain transactions. Moreover, collusive par-
ties pose a threat by potentially launching attacks that could disrupt the
auditor’s ability to verify transaction integrity.
This paper introduces IvyApc, the novel protocol designed for the au-
ditable PC framework. IvyApc addresses the aforementioned challenges
through two innovative techniques: (i) Accountable Assertions with Flex-
ible Public Keys: This mechanism imposes penalties on parties attempt-
ing collusion during the audit process; (ii) Chain-Linking of Off-Chain
Transactions: It guarantees a verifiable sequence of transactions, safe-
guarding against tampering within PCs. We validate the IvyApc pro-
tocol within the Universal Composability framework, demonstrating its
adherence to the security prerequisites of completeness and soundness
for auditing purposes. A prototype of IvyApc has been developed and
tested for compatibility with Bitcoin’s PC infrastructure, showcasing its
practical applicability.

Keywords: Payment channel · Auditability · Layer-two solution.

1 Introduction

Auditing, essential for the external review of financial records, now extends to
blockchain-based cryptocurrency transactions to meet finance’s evolving needs
[18,17,36,37,29,14,15,35]. Regulatory demands, such as New Jersey-AB 320 in
Blockchain 2021 Legislation4 prompt top accounting firms like Pricewaterhouse-
Coopers (PwC) [39] and Ernst & Young (EY) [21] to invest in tools like EY’s
Blockchain Analyzer for transaction analysis [10].

4 https://www.ncsl.org/research/financial-services-and-commerce/blockchain-2021-legislation.aspx
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Despite extensive research on blockchain auditing, the focus remains nar-
row on on-chain transactions, overlooking off-chain transactions. This is partic-
ularly evident in Payment Channels (PCs) that allow multiple, unrecorded cryp-
tocurrency exchanges, highlighting the necessity for expanded auditing practices
[2,6,5,38,43,7,40,24,25]. The popularity of PCs like the Lightning [2] and Raiden
Networks [4], their adoption in both academia and industry, underscores the
need for their auditability.

Guidelines from the audit principle mentioned in Public Company Account-
ing Oversight Board [3] mandate auditors to ensure the completeness of annual
financial reports and internal controls. This includes off-chain transactions, in-
tegral to blockchain finance, marking a departure from traditional audits due to
significant challenges in auditing PCs, which is critical yet complex [3].

1.1 Challenges and Contributions

Lack of Order Information in Off-Chain Transactions. Most current PC proto-
cols do not provide order information such as accurate timestamps for off-chain
transactions, a feature not necessarily required by the protocols themselves but
crucial for auditing purposes.
Lack of Global Consensus for Off-Chain Transactions. Off-chain transactions do
not undergo the public consensus verification of blockchain, which is crucial for
ensuring transaction validity on the blockchain [23]. This difference makes audit-
ing off-chain transactions difficult, as off-chain transactions are verified locally
by involved parties and auditors find it hard to collect all transactions.
Potential Collusions Among Transacting Parties. In PCs, the danger of col-
lusion exists among transaction parties, who may submit incomplete off-chain
transaction records to auditors, facilitating tax evasion and other malpractices.
In extreme instances, they might only reveal the channel’s opening and closing
transactions, concealing all intermediate off-chain transactions. Further, collu-
sive parties may alter the orders or contents of off-chain transactions or inject
false off-chain transactions (e.g., fictitious charitable donations) into a PC.

To address these challenges, we propose IvyAPC, a universal and auditable PC
framework incorporating generalized channels, a concept widely adopted in exist-
ing literature [5]. Our primary innovation lies in devising a strategy that compels
transaction parties to accurately report off-chain transactions to auditors. This
involves structuring off-chain transactions within a hash chain and creating a
non-equivocation protocol that maintains hash chain validity, even amidst collud-
ing attacks from transaction parties. Moreover, this non-equivocation protocol
offers significant adaptability while using various payment systems, as discussed
in Section 3. In the following, the contributions of this work are summarized:

– Auditable generalized PC constructions. We present IvyAPC, a proto-
col for auditable generalized PCs that enables auditors to detect misconduct
in off-chain transactions by colluding parties. We establish a formal audit
framework, emphasizing two crucial security features: completeness and suc-
cinctness (see Section §2.1). The core component of IvyAPC is the Accountable
Assertions with a Flexible Public Key (AAFPK) mechanism, which is designed
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to create auditable off-chain transactions. Unlike traditional accountable as-
sertions, AAFPK utilizes versatile public keys to support multiple assertions
within the same context without compromising secret keys, thereby enhancing
non-equivocation in decentralized systems.

– Formal security analysis. We model IvyAPC in the Universal Composability
(UC) framework and prove its security properties in the UC framework. In
particular, we solve the problem that was left in CCS’15 [42] regarding the
composability of accountable assertions.

– Implementation and Evaluation. We implemented a prototype of IvyAPC
[16]. Our experimental results indicate that, compared to generalized channels,
IvyAPC requires an additional computation cost of less than 0.5 seconds and
an additional communication cost of less than 9KB per payment.

2 Overview

In this section, we start by introducing an audit model for personal computers
and formalize the IvyAPC protocol.

2.1 Audit Model for PCs

The main participants in IvyAPC are composed of two roles: (i) transact-
ing parties P := {A,B, ...}, i.e., payers or payees, and (ii) auditor D, e.g., an
accounting firm such as Deloitte or PWC. In particular, D performs an audit af-
ter a channel has been closed and requires accessing off-chain transactions from
transacting parties according to regulation policies (e.g., for tax checks). Com-
pared with traditional information systems auditing that concentrates on who
participate in financial activities and when did they reach an agreement on what
[33,31,15], the audit model in IvyAPC also considers the total income or spend
which relies on the order of off-chain transactions. The contents of auditing in
PCs can be illustrated as the following three objects: (1) The parties refers to
the parties who participate in PCs to perform off-chain transactions. (2) The
timestamp is a critical factor representing the parties performing the transac-
tion activity over time. It refers to the moment that an off-chain transaction is
generated between transacting parties5. (3) The data can illustrate the consen-
sus results (e.g., income or expenditure) that transacting parties have achieved.
It mainly refers to the outcomes reached by parties in PCs, e.g., token exchange.

IvyAPC extends the basic PC protocol by adding the Audit operation as
follows. Specifically, an audit trail is generated by transacting parties and refers
to the necessary auditing information for an off-chain transaction.

Definition 1 (Auditable Payment Channel). An auditable payment chan-
nel is defined as a tuple: γ := (γ.id, γ.us, γ.cash, γ.state, γ.ctList), where γ.ctList :=(
(Toff0 .tid, id0), ..., (Toffn .tid, idn)

)
refers to a list of off-chain transactions with

5 Since an un-published transaction does not have the attribution of timestamp, we thus make
use of block timestamp to mark the timestamp of un-broadcast commitment transactions (see
discussion §D.1 for details).
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the index that happened in a PC. IvyAPC is defined with respect to a blockchain
L, transacting parties γ.us := {A,B}, and an auditor D. It proceeds with the
five operations (Create, Update, Close, Punish, Audit):

– Create(A,B, xA, xB) → 1/0. Two parties A and B collaboratively generate a
funding transaction Tfund which has two deposits xA and xB, respectively. It
initializes an empty list ctList to store revoked commitment transactions. If
Tfund is published on blockchain L, then an auditable payment channel γ :=
(γ.id, γ.us, γ.cash, γ.state, γ.ctList) is created successfully by outputting 1;
otherwise, output 0.

– Update(γ.id, s̃tate) → 1/0. Upon input an update state s̃tate := (θ̃1, ..., θ̃l),
two parties collaboratively generate a new commitment transaction Tcom with
s̃tate. If succeed, then add (Toff , id) to ctList and output 1, where id refers to
the index of Toff ; otherwise, output 0.

– Close(γ.id) → 1/0. Upon input the identifier γ.id of an APC, this operation
checks if it is authorized by both parties. If yes, output 1; else, output 0.

– Punish(γ.id). This operation is executed at the end of each round. It checks if
some output of Tfund has been spent. It punishes some party if it publishes a
revoked commitment transaction or does not generate an audit trail following
the IvyAPC protocol.

– Audit(γ.id,D) → 1/0. This operation is performed after γ has been closed.
Upon receiving the audit information from both transacting parties, the auditor
D verifies the validation of these information and reconstructs a final audit
trail. D compares it with the published transaction on L, and outputs 1 if it is
equal; otherwise, it outputs 0.

Particularly, a closed off-chain payment channel is auditable means that an au-
ditor outputs “success (1)” if the payment channel satisfies the auditability re-
quirements, and outputs “failure (0)” otherwise. This definition implies that an
auditor can detect any changes made by rational users to the history of off-chain
transactions committed in the channel, where the changes can be made either
before or after the channel is closed. Note that we do not consider irrational
users who may collude regardless of losing all their coins from a channel; such
users may change transaction history before a channel is closed without being
detected by an auditor.

Assume that A and B commit a sequence of off-chain transactions (Tcom0 , . . . ,
Tcomn) in a GC γ funded by Tfund and closed in Tcomn . The corruption and col-
lusion of the payer/payee P1 or P2 may present a modified history of off-chain
transactions to an auditor D. Following the current GC protocol [5], auditor D
cannot detect any changes made to the original history of off-chain transactions
(including changing of their orders, changing or hiding any subset of them, and
inserting any new off-chain transactions among them) as long as the modified
history is consistent with Tfund and Tcomn ; that is, each transaction in the mod-
ified history spends from the output of Tfund and the last one of them updates
the channel to the same state as Tcomn does. Note that a change of the history
of committed off-chain transactions in γ may be made either before or after ζ is
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closed. If it is made before γ is closed, colluding users may formulate Tcomn for
channel closure such that Tcomn is consistent with the manipulated history.
Adversary Model. We consider a Probabilistic Polynomial Time (PPT) ad-
versary who may corrupt any user, in which case it controls the internal state of
the corrupted user and all the following messages that the user sends to others.
For any off-chain payment channel, we assume that its users may collude but
they remain rational in the sense that they get compensated by all coins in the
channel if their transaction counterparties misbehave. Note that this assumption
of rational users is not new, but has been commonly used and heavily relied on
by the existing payment channel protocols [5]. In the presence of A, we iden-
tify the completeness property for characterizing the security of any auditable
payment channel protocol.

Definition 2 (Completeness). An auditable payment channel protocol IvyAPC
:= (Create,Update,Close,Punish,Audit) is complete if the following security prop-
erties hold for auditing each closed payment channel: (1) Authenticity. Adher-
ence to the IvyAPC protocol ensures the validity of each commitment transaction,
a property verifiable by any honest blockchain node. (2) Zero-transaction
Loss. The IvyAPC protocol mandates the inclusion of all commitment trans-
actions generated before the final commitment in the audit scope. (3) Strict-
transaction Order. The IvyAPC protocol guarantees that the sequence of com-
mitment transactions submitted for auditing accurately reflects their chronologi-
cal occurrence in reality.

3 Accountable Assertions with Flexible Public Key
3.1 Extractable Chameleon Hash with Flexible Public Key

It is a randomized hash function that can easily compute collisions given a
trapdoor and allows anyone to extract the trapdoor given two different mes-
sages and random number pairs [42]. Compared with conventional extractable
chameleon hash, we extend it with the flexible public key (called ECHFPK),
where a public key or secret key can be transformed into a new representa-
tive of the same equivalence class, i.e., the pair of old and new key are related
through a hard relation R [8]. ECHFPK includes the following PPT algorithms:
(GenCh,Ch,ChgChCPK,ChgChCSK,Col,ExtractCsk):

– (cpk, csk)← GenCh(1λ): The key generation algorithm inputs the security pa-
rameter λ and outputs a public key cpk and a secret key csk (i.e., a trapdoor).

– h← Ch(cpk, x; r): The evaluation algorithm generates a hash value h with the
public key cpk, a message x, and a random r.

– cpk′ ← ChgChCPK(cpk, ω): The public key transformation algorithm takes cpk
of an equivalence class [cpk]R and a public parameter ω as inputs. It outputs
a different representative public key cpk′, where cpk′ ∈ [cpk]R.

– csk′ ← ChgChCSK(csk, ω): The secret key transformation algorithm takes
a trapdoor csk and public parameter ω as inputs, and outputs a different
representative secret key csk′. This algorithm is reversible that given csk′, it
allows anyone to recover the secret key csk with the public ω.
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– r1 ← Col(csk′, x0, r0, x1): The collision-finding algorithm inputs a trapdoor
csk′ and a triple x0, r0, x1 and outputs a value r1 such that Ch(cpk′, x0; r0)
= Ch(cpk′, x1; r1).

– csk′ ← ExtractCsk(cpk′, (x0, r0, x1, r1)): The extraction algorithm takes a pub-
lic key cpk′ and a 4-tuple (x0, r0, x1, r1) as inputs, and outputs csk′.

Specifically, extractable chameleon hash function satisfies: (i) collision-resistance,
(ii) uniformity, and (iii) extractability [32,42]. The collision-resistance property
states that the probability for a PPT adversary A to find a collision without a
trapdoor is negligible. The uniformity property states that given two messages
x0 and x1, for a uniformly random value r0, the output of Col is also a uni-
formly distributed random value. The extractability property states that given
two pairs (x0, r0) and (x1, r1), where Ch((cpk′, x0; r0))) = Ch((cpk′, x1; r1))) and
x0 ̸= x1, the trapdoor csk′ can be extracted. The public and secret key transfor-
mation algorithms are instantiated according to the instantiation of extractable
chameleon hash [32,42].

3.2 Accountable Assertions with Flexible Public Key Definition

Accountable Assertions with Flexible Public Key (called AAFPK) allows par-
ties to make multiple statements in the same context under different represen-
tative secret keys without exposing the secret key. Our core idea is based on
ECHFPK supporting that a key pair (apk, ask) can be transformed into a differ-
ent representative key pair (apk′, ask′). Note that AAFPK satisfies extractability
which exposes the secret key if an assertor makes two statements in the same
context under the same secret key.

Definition 3 (AAFPK). The AAFPK protocol is a tuple of PPT algorithms∑̃
:=(Gen,Assert,Verify,ChgAPK, ChgASK,Extrtact) such that:

– (apk, ask, auxsk) ← Gen(1λ): The key generation algorithm inputs a security
parameter λ, and outputs a public key apk, a secret key ask, an auxiliary secret
information auxsk. For each public key, there is exactly one secret key.

– ask′ ← ChgASK(ask, ω): The secret key transformation algorithm takes a rep-
resentative secret key ask, and a public parameter ω as inputs, and outputs
a different representative secret key ask′. The algorithm is reversible in that
given ask′, it allows anyone to recover the secret key ask with the public ω.

– apk′ ← ChgAPK(apk, ω): The public key transformation algorithm inputs a
representative public key apk of equivalence class [apk]R, and a public param-
eter ω, and outputs a different representative public key apk′ ∈ [apk]R.

– τ/ ⊥← Assert(ask′, auxsk, ct, st): The assertion algorithm takes a secret key
ask′, an auxiliary secret information auxsk, a context ct, a statement st as
inputs. It outputs an assertion τ (or ⊥ if the algorithm fails to execute).

– 1/0← Verify(apk′, ct, st, τ): The verification algorithm takes a public key apk′,
a context ct, a statement st and an assertion τ as inputs, and outputs 1 if τ
is a valid assertion.
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– ask′/ ⊥ ← Extract(apk′, ct, st0, st1, τ0, τ1): The extraction algorithm inputs a
public key apk′, a context ct, two statements st0, st1, two assertions τ0, τ1, and
outputs either ask′ or ⊥ to indicate failure.

3.3 AAFPK Construction

Next, we present the construction of the AAFPK protocol. For simplification,
here we mainly highlight the differences and refer the reader to [42] to see the
construction of ECHFPK.
Key Generation. The key generation algorithm chooses L be a hash function:
{0, 1}∗ → {1, ...,mℓ−1}, where m and ℓ are two positive integers that represent
the branching and height of a tree. We assume that L(·) is modeled as a random
oracle. It also chooses H0,H2 be hash functions which are modeled as random
oracles, H1 be a collision-resistant hash function, and PRF be a pseudo-random
function. Then, this algorithm generates the secret key ask := csk, auxiliary
secret information auxsk := κ, where (cpk, csk) ← ECHFPK.GenCh(1λ), κ ∈
{0, 1}λ is a key for the PRF. It sets the public key as apk := (cpk, z, L,H0,H1,H2),
where z := H0(y

1
1 , ..., y

1
m), y1i := Ch(PRFκ(id, i, 0);PRFκ(id, i, 1)), i ∈ [m], id is

an identifier for the position of the root node.
Secret Key Transformation. In this algorithm, the secret key, denoted as
ask, is initially set to csk. It then transforms to become an updated secret
key, ask′, ensuring that ask and ask′ belong to the same equivalence classes
[28]. The transformation is performed using the function ChgASK(ask, ω), which
effectively converts the secret key into another secret key within the same class,
represented as ask′ := ECHFPK.ChgChCSK(csk, ω). Here, ω stands for a specific
public parameter chosen for this operation. It’s important to note that this
transformation allows the original secret key, ask, to be retrieved when given
csk and ω. This feature ensures that the integrity of the secret key and link to
its original form is maintained despite the update.
Public Key Transformation. This algorithm changes the public key apk :=
(cpk, z, L,H0,H1,H2) into an updated key apk′ := (cpk′, z), where cpk′ := ECH
FPK.ChgChCPK(cpk, ω) and ω is a chosen public parameter. This transformation
allows the original secret key, ask, to be retrieved when given csk and ω.
Assertion. The assertion algorithm takes (ask′, auxsk, ct, st) as inputs. It com-
putes the assertion path {Yℓ, aℓ, ..., Y1, a1} from the leaf node Yℓ to the root
node Y1, where Yℓ stores the number L(ct) and each node Yj contains m entries
Yj := {yj1, ..., yjm}, j ∈ [m] at positions aj ∈ {1, ...,m}. To assert a statement
st in the context ct which is stored in Yℓ, the assertion algorithm computes
r′

ℓ
aℓ

:= Col(csk′, xℓ
aℓ
, rℓaℓ

,H1(st)), where (xℓ
aℓ
, rℓaℓ

) refer to the values that were
set when the tree was initially generated. The entry refers to the position L(ct) is
calculated as: yℓaℓ

= H2(Ch(cpk
′,H1(st); r

′ℓ
aℓ
), r′

ℓ
aℓ
) = H2(Ch(cpk

′, xℓ
aℓ
; rℓaℓ

), r′
ℓ
aℓ
).

Then the algorithm calculates other entries of Yℓ as: yℓi := Ch(cpk′, xℓi ; r
′ℓ
i ), where

i ∈ [m]\aℓ. It stores the entries {yℓ1, ..., yℓm} to Yℓ, and lets zℓ := H0(y
ℓ
1, ..., y

ℓ
m) and

fℓ := (yℓ1, ..., y
ℓ
aℓ−1

, yℓaℓ+1
, ..., yℓm). Similarly, the algorithm calculates other nodes
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(Yℓ−1, aℓ−1, ..., Y1, a1) as in the computation of (Yℓ, aℓ). The calculated assertion
is τ :=

(
(r′

ℓ
aℓ
, fℓ, aℓ), ..., (r

′1
1, f1, a1)

)
, where fϵ := (yϵ1, ..., y

ϵ
aℓ−1, y

ϵ
aℓ+1, ..., y

ϵ
m),

where ϵ ∈ [ℓ].
Verification. This algorithm takes (apk′, ct, st, τ) as inputs, and parses apk′

as (cpk′, z) and τ as
(
(r
′ℓ
aℓ
, fℓ, aℓ), ..., (r

′1
1 , f1, a1)

)
. Then it reconstructs the path

from the leaf node Yl to the root node Y1, where Y1 := (y11 , ..., y
1
m). If the con-

structed root H(y11 , ..., y
1
m) is equal to z, it outputs 1; otherwise, it outputs 0.

Extraction. This algorithm inputs (apk′, ct, st0, st1, τ0, τ1) and reconstructs the
path from the leaf node to the root node for both (ct, st0, τ0) and (ct, st1, τ1).
During the reconstruction, there will exist a node that forms a collusion in
ECHFPK. That is, there exist values (x0, r0) and (x1, r1) that enables ECHFPK.Ch
(cpk′, x0; r0) =ECHFPK.Ch(cpk′, x1; r1). According to the extraction algorithm
of ECHFPK, the secret key csk′ can be extracted as csk′ ← ECHFPK. ExtractCsk
(cpk′, x0, r0, x1, r1). If no collusion is found, the extraction algorithm outputs ⊥.
Remark. When the assertor chooses a different representative key pair, de-
noted as (apk′, ask′), to generate the signature τ , the verifiers must use the
ChgPK(apk, ω) algorithm. This algorithm allows them to compute and verify
the corresponding public key apk′ necessary for validating τ . However, if the
assertor claims different statements within the same context using the same rep-
resentative key pair, the verifiers are then able to deduce the secret key ask′.
This is done by effectively ‘removing’ the public component ω from the known
quantities, revealing the secret key ask.

Theorem 1. If L,H0,H2 are modeled random oracle and the extractable chameleon
hash with flexible public key scheme ECHFPK is collision-resistant, the account-
able assertions with flexible public key scheme described in §3.3 is unforge-
able.(The security proof is shown in the Appendix §C.3.)

Theorem 2. Let
∑̃

= (Gen,ChgAPK,ChgASK,Assert, Verify, Extrtact) be an
accountable assertions with flexible public key protocol. Then

∑̃
UC-realizes the

ideal accountable assertions functionality FAA if and only if the AAFPK protocol
is unforgeable. (The security proof is in the Appendix §C.4.)

4 IvyAPC Protocol

4.1 Protocol Specification

This section details the specific framework of our tool, as referenced in Fig-
ure 1. Our methodology requires that each extended GC γ presented for audit in-
clude at least one off-chain transaction and that it be closed by an off-chain trans-
action published on a blockchain. For simplicity, we conceptualize a complete
transaction as comprising two distinct segments, symbolized by T := {[T ], dat}.
Here, [T ] := {in, out, v, tl} represents the core payment component of T , which
lacks a signature. The dat refers to a data space, housing audit-relevant infor-
mation (called audit trail)s.
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Fig. 1: An illustration of the IvyAPC protocol.

Create. Creating a payment channel involves three key steps for the transacting
parties: generating the funding transaction Tfund, creating the initial commitment
transaction Tcom0 , and forming the initial split transaction Tspl0 . This procedure
diverges from the GC protocol [5] in several crucial aspects: (i) Assertion Ex-
change: Transacting parties are required to exchange assertions using the AAFPK
protocol during this operation. (ii) Timestamping: Each commitment transaction
is marked with a timestamp using an on-chain transaction. (iii) Digest Inclusion:
The digest of assertions and timestamps must be included in an unspent output.

The users A and B start by locally creating the funding transaction [Tfund] and
the commitment transaction [Tcom0

]. To do this, each user generates their own set
of keys: A generates (apkA, askA, auxskA) and B generates (apkB , askB , auxskB),
using the

∑̃
.Gen function with a security parameter λ. Here, apk stands for the

public key, ask for the secret key, and auxsk, an auxiliary secret key, is derived
by hashing ask, specifically auxsk := H0(ask). The secret keys askA and askB
are termed as colluding secrets. They are crucial for ensuring that any attempt
by A and B to alter the history of off-chain transactions in γ can be penalized.
Following the key generation, A and B exchange their public keys (apkA and
apkB), ensuring that apkA ̸= apkB . They then store the pair ξ0 = (apkA, apkB)
locally as the audit trail for the funding transaction [Tfund]. Before signing and
broadcasting [Tfund] to the blockchain, they incorporate h0 = H1(ξ0) into it.
Here, h0 is included as an unspendable transaction output, such as using the
OP_RETURN in Bitcoin.

Then, each party generate their accountable assertions τ0A, τ0B of [Tcom0 ] under
the context of [Tfund] (written as ct). These assertions are generated using the∑̃

.Assert algorithm. Specifically, party A computes τ0A as
∑̃

.Assert(askA, auxskA,
H1(0, [Tfund]), [Tcom0 ]), and similarly, party B computes τ0B . To ensure that the
assertions are indeed exchanged and linked to the transacting parties, IvyAPC
requires each party to generate proof. This proof associates each party’s private
revocation key (r) with the other party’s assertion (τ) using a hash function. For
instance, after party A sends its assertion τ0A to party B, party B verifies it with∑̃

.Verify. Upon successful verification, B generates a proof ς0B := H0(τ
0
A||r0B).

This mechanism also incorporates the timestamp of on-chain transactions to
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mark the commitment transactions’ timing accurately. The audit trail from the
first commitment transaction is captured in the format:

η0 := (τ0
A, τ

0
B , ς

0
A, ς

0
B , [Tfund], [Tcom0 ], n),

where ς0A := H0(τ
0
B ||r0A) and ς0B := H0(τ

0
A||r0B),

(1)

where r0A and r0B respectively refer to the private revocation key of party A and
B, n := 0 refers to the first index of Tcom0

.
Once transacting parties generate the complete commitment transaction Tcom0 :=

{[Tcom0 ],H(η0)} locally, they can exchange the (pre-)signature Tspl0 , Tcom0 , and
Tfund as in [5]. Upon the publication of Tfund on the blockchain, an auditable
payment channel, denoted as γ, is successfully established.
Update. In this operation, transacting parties pay for each other by updating
the state of the channel. That is, they collaboratively update the state of γ

from γ.cash := (xA, xB) to γ.c̃ash := (x̃A, x̃B). This process involves several
key steps: (1) Invalidation of the Old Commitment Transaction: The parties
agree to invalidate the previous commitment transaction. This step is crucial for
ensuring that only the most recent state of the channel can be finalized on the
blockchain. (2) Generation of New Transactions: A new commitment transaction
and a corresponding split transaction are generated. These transactions reflect
the updated balances (x̃A, x̃B) of the parties. Each off-chain transaction, [Tcomn

],
is constructed to distribute the total coins (xA + xB) in γ based on the latest
agreed-upon balances. If transaction [Tcomn ] is published on a blockchain by party
A (without loss of generality), it activates specific spending conditions according
to the updated distribution of funds: (1) Colluding condition: (xA + xB) can be
spent by a blockchain on-chain transaction that is verifiable w.r.t. XA and XB

at any time after [Tcomn ] was published on blockchains. (2) Publishing condition:
(xA+xB) can be spent by B with a time lock ∆ (n.e., after ∆ time since [Tcomn ]
was published on blockchains) if [Tcomn

] was revoked. (3) Finalizing condition:
(xA + xB) is spent by A and B for finalizing the channel state of γ with a time
lock 2∆ if [Tcomn

] has not been revoked.
The colluding condition is used to punish a colluding user by their coun-

terparty who can unilaterally spend all coins in γ if the history of committed
off-chain transactions in γ is modified in their collusion attacks. Similar to the
original GC protocol [5], the publishing condition is used to punish a user by
their counterparty who can unilaterally spend all coins in γ if the user publishes
a revoked off-chain transaction for channel closure. The only difference is that
we add a time lock ∆ to the publishing condition so that any collusion attack
can be punished at a higher priority. The finalizing condition is also similar to
that in the original GC protocol [5] except that its time lock is set to be twice as
long to leave sufficient time for punishing any user publishing a revoked off-chain
transaction before finalizing the channel state of γ. The parameter ∆ serves as
a system-wide constant, establishing a timeframe within which punitive actions
can be executed on the blockchain to maintain channel integrity.

More concretely, a transacting party (e.g., A) first chooses a public parameter
ωA ∈ Z∗q and transforms the secret key asknA :=

∑̃
.ChASK(askA, n · ωA) :=
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askA ⊕ n · ωA. It requires A to utilize a public parameter, e.g., ωA := H0(Tfund).
When the n-th off-chain transaction [Tcomn ] (n ≥ 1) is created in γ, users A and
B exchange their accountable assertions τnA, τnB of [Tcomn ] under the context of
[Tfund], where τnA ←

∑̃
.Assert(askA, auxskA, ct, stn) (i.e., ct = H1(n, [Tfund]) and

stn := [Tcomn
]) and τnB ←

∑̃
.Assert(askB , auxskB , ct, stn).

More concretely, a participant (e.g., A) selects a public parameter ωA ∈ Z∗q
and modifies their secret key to asknA :=

∑̃
.ChASK(askA, n · ωA) := askA ⊕ n ·

ωA, leveraging ωA := H0(Tfund). Upon generating the n-th off-chain transaction
[Tcomn ] in γ, users A and B exchange their accountable assertions τnA, τnB of [Tcomn ]

under the context of [Tfund], where τnA ←
∑̃

.Assert(askA, auxskA, ct, stn) (i.e., ct
= H1(n, [Tfund]) and stn := [Tcomn ]) and τnB ←

∑̃
.Assert(askB , auxskB , ct, stn).

Then, they embed the hash chain hn =Hash1(hn−1||ξn) in [Tcomn ] before com-
mitting it6 in γ. Specifically, upon receiving assertion τnA from party A, party
B first computes a new representative public key apknA =

∑̃
.ChAPK(apkA, n⊙

ωA) := apkA⊙n·ωA and then verifies τnA through using
∑̃

.Verify (apknA, ct, stn, τ
n
A).

If it outputs “1”, party B generates a proof ςnB := H0(τ
n
A||rnB), where rnB refers to

party B’ private revocation key to be used in [Tcomn ]. They exchange the proof
and generate the audit trail ηn as in Equation (1). The timestamp value tsn in ηn
is set as the earliest timestamp in the latest block. After that, they construct and
sign the complete commitment transaction Tcomn := {[Tcomn ], (H0(ηn),H0(ηn−1))}
and split transaction Tspln .

Close. Transacting parties close the channel by publishing a commitment trans-
action to the blockchain. Under the revocation mechanisms, transacting parties
can close the channel peacefully without disrupting the fairness between them.
If a transacting party closes the channel by publishing a revoked commitment
transaction on the blockchain or regenerating a commitment transaction with-
out including the digest of all previous commitment transactions, IvyAPC allows
the other party to redeem the deposit of that party (see §D.4 for discussion).

Punish. This operation happens if (i) a transacting party publishes an old
commitment transaction to the blockchain or (ii) makes two statements under
the same representative secret key. For (i), suppose party A publishes an old
commitment transaction, party B can utilize the pre-signature and complete
signature of the transaction to calculate party A’s secret witness yA based on the
extractability of adapter signature. With the witness yA, party B can spend all
the output of the channel. For (ii), party A’s secret key askA would be extracted
by B via

∑̃
.Extract. In both cases, B can spend the output of transaction Tcomn

without interaction with A.

Audit. This operation is performed by auditor D who requires both transacting
parties to provide information to be audited.

6 In generalized channel [5], each off-chain transaction [Tcomn ] is constructed as a commitment trans-
action followed by a split transaction. The embedding should be performed on the commitment
transaction as its unspendable transaction output.
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Given a channel γ, an auditor O may audit a sequence of off-chain transac-
tions γ.ctList := {Tcomi

.tid, Tspli .tid, n}i∈[n], audit trails {ηi}i∈[n], revocation se-
crets {riP}i∈[n],P∈{A,B}, assertions and their exchange proofs {ςiP , τ iP}i∈[n],P∈{A,B},
and public parameters {ωP}P∈{A,B}. The auditor outputs “success” iff all of the
following audit conditions are meet:

1. Checking all transactions: The funding transaction Tfund and the closing trans-
action Tcomn were published on-chain; the sequence of off-chain transactions is
non-empty and all of them were committed in γ by their users; the signature
of each commitment transaction is valid..

2. Checking all audit trails: Check if {τ iP}i∈[n],P∈{A,B} and {ςiP , riP}i∈[n],P∈{A,B}
are correct, i.e., if H0(r

i
P) = hi

P and ςiP = H0(τ
i
P ||riP) hold.

3. Checking hash chains: Check H0(r
i
P) = hi

P and ςiP = H0(τ
i
P ||riP) for 1 ≤ i ≤ n.

4. Checking consistency between η̃n and ηn: Compute the latest audit information
η̃n according to the provided information {γ.ctList, {ηi, ωP , riP}i∈[n],P∈{A,B}},
and verify whether the hash value of η̃n is equal to hash value of ηn that is
included in the closing transaction Tcomn

.
5. Checking spending time of Tcomn

: If Tcomn
was spent on the blockchain, it was

spent after 2∆ time since Tcomn
was published on the blockchain.

If the information submitted for audit is the original history of off-chain trans-
actions committed in γ and associated audit trails, it is clear that the auditor
outputs “success” following our methodology. Next, we clarify that our method-
ology enables the auditor to output “failure” if a modified history of off-chain
transactions and associated audit trails (if any) are submitted for audit.

5 Security Analysis

Let sequence (T̄com1 , . . . , T̄comm) for m ≥ 1 denote the original history of the
off-chain transactions committed in channel γ funded by Tfund and closed by
Tcomlast

. For each T̄comi
in the original history, we assume that users A and B

already generated an audit trail and embedded a hash chain h̄i (out of scope is
that the users do not follow the extended GC in the first place). Let sequence
(Tcom1

, . . . , Tcom1
) denote a changed history of committed off-chain transactions

in γ. In the following analysis we make a non-trivial assumption: (i) the changed
history is non-empty (i.e., n ≥ 1), (ii) Tcomi is committed by both A and B, (iii)
the i-th audit trailis generated for Tcomi

following our methodology, and (iv) a
hash chain hi is embedded in each Tcomi

following our methodology; otherwise,
an auditor can trivially output “failure” by checking the first three audit condi-
tions mentioned above. Any changes made to the original history in γ can be
categorized into the exclusive cases:

– Case I (i.e., arbitrary-ordering attack): {i : T̄comi
̸= Tcomi

, 1 ≤ i ≤ m} ≠ ∅.
– Case II (i.e., discarding attack ): 1 ≤ n < m and T̄comi

= Tcomi
for i ≤ n < m.

– Case III (i.e., injection attack): 1 ≤ m < n and T̄comi
= Tcomi

for all i ≤ m < n.
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Case I means that at least one off-chain transaction in the original history
was changed, which refers to the arbitrary-ordering attack. Let m0 = min{i :
T̄comi ̸= Tcomi , 1 ≤ i ≤ m}. Since both A and B need to commit the changed
off-chain transaction, Tcomm0

, it requires collusion between A and B. If A and
B in collusion made the change after γ was closed, then the audit trail ηm0

for the changed transaction Tcomm0
is different from the audit trail η̄m0

for the
original transaction T̄comi

; thus, the auditor can output “failure” by checking the
consistency between Tcomlast

and Tcomn (i.e., the 4-th audit condition): The auditor
can detect that the hash chain h̄m embedded in Tcomlast

(which is computed
partly from η̄m0

) is different from the hash chain hn embedded in Tcomn
(which

is computed partly from ηm0
).

On the other hand, if A and B in collusion made the change from T̄comm0

to Tcomm0
before γ was closed, they embed hn into Tcomlast

such that the auditor
cannot detect any inconsistency between Tcomlast

and Tcomn
. In this case, the

auditor can still output “failure” by checking the spending time of Tcomlast
(i.e.,

the 5-th audit condition). The auditor can detect that Tcomlast
was spent within

∆ time since Tcomlast
was published on the blockchain. This is because A and B

need to compute their accountable assertions τm0

A , τm0

B and exchange them for
constructing a valid audit trail ηm0

. The user, say A w.l.o.g., who receives τm0

B

before B receives τm0

A (or B receives no τm0

A ), can extract B’s colluding secret
ask′B :=

∑̃
.Extract(apk′B , ct, stm0 , s̄tm0 , τ

m0

B , τ̄m0

B ). Recall that in the original
history, A had already received B’s accountable assertion τ̄B,m0

in constructing
η̄m0

. Now A can publish T̄comm0
on the blockchain as Tcomlast

and punish B by
spending all coins in γ within ∆ time under the colluding condition of T̄comm0

. A
rational A will do so because if A does not punish B but sends its accountable
assertion τm0

A to B, then B can punish A by publishing T̄comm0
and spending all

coins in γ under the colluding condition of T̄comm0
.

Case II means that no off-chain transaction in the original history was changed
but a last segment of it was missing in the changed history, which refers to the
discarding attack. In this case, each off-chain transaction in the changed history
was ever revoked by A and B. If the change was made after γ was closed, then
the auditor can output “failure” by checking the consistency between Tcomlast

and
Tcomn

(i.e., the fourth audit condition): The auditor can detect that the hash
chain h̄m embedded in Tcomlast

is different from the hash chain hn embedded in
Tcomn . On the other hand, if the change was made before γ was closed, a user, A
w.l.o.g., could publish Tcomn

for channel closure (i.e., Tcomlast
= Tcomn

) such that
the auditor cannot detect any inconsistency between Tcomlast

and Tcomn
. In this

case, the auditor can still output “failure” by checking the spending time of Tcomlast

(i.e., the fifth audit condition). The auditor can detect that Tcomlast
was spent in

[∆, 2∆) time since Tcomlast
was published on the blockchain. This is because a

rational B punishes user A for publishing a revoked off-chain transaction Tcomn

on the blockchain under the publishing condition of Tcomn
.

Case III means that no off-chain transaction in the original history was changed
but additional off-chain transactions were appended in the changed history. If
the change was made after γ was closed, then the auditor can output “failure” by
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checking the consistency between Tcomlast
and Tcomn

. The auditor can detect that
the hash chain h̄m embedded in Tcomlast

is different from the hash chain hn embed-
ded in Tcomn . Further, if the change was made before γ was closed, both A and B
committed the additional off-chain transactions Tcomm+1 , . . . , Tcomn , computed
their audit trails, and embedded their hash chains following our assumption. If
γ was not closed on Tcomn

but on a revoked transaction, the auditor can output
“failure” by detecting that Tcomlast

was spent in [∆, 2∆) time since Tcomlast
was

published on the blockchain. If γ was closed on Tcomn (i.e., Tcomlast
= Tcomn), then

the changed history (Tcom1 , . . . , Tcomn) can be treated as a new original history in
γ since A and B continued committing additional off-chain transactions beyond
the old original history before the channel was closed. Our above analysis on
any changes made to the old original history can be applied recursively to any
changes made to the new original history.

6 Instantiation and Implementation

6.1 Implementation

Our work is implemented using C++ and Javascript. It depends on the full
source code of libsecp256k1 [19] to perform elliptic curve computations, and ac-
countable assertions [41] to realize the AAFPK protocol. Bitcoin environment
was built locally on a personal computer (“Intel(R) Core(TM) i5-5200U CPU @
2.20GHz”, 4GB RAM). We make use of bitcoinjs-lib [9] as a programming lib to
interact with Bitcoin. The implementation is publicly available [16]. To evaluate
the performance of IvyAPC, we modeled two parties as two clients in the com-
puter and conducted the experiments by letting them generate 100 commitment
transactions in a channel (i.e., n = 99). At the time of writing, the average price
of Bitcoin is 10 satoshis per byte citebitcoinfees or 0.0039 USD per byte.

6.2 Evaluation Results

Compared with GCs [5], IvyAPC does not reduce the number of on-chain
or off-chain transactions. Thus, we mainly present its extra computation and
storage costs in generating audit trails in commitment transactions.
Computation Cost. Table 1a shown the computation cost of the AAFPK pro-
tocol. The results show that the public and secret key transform algorithms are
efficient and take no more than 1 µs. The performance of the assertion and
verification algorithm is as efficient as [42] which takes about 4.3 ms and 5.1
ms, respectively. Besides, the computation cost of an audit trail includes the
assertion generation, verification, and exchange proof generation as in Equation
(1), which takes 121.3 ms on average (considering local communication cost be-
tween two parties). In addition, we allow one party to extract the secret key of
the other party in case of dishonest behavior. The Extract algorithm recovers
a transformed secret key first and removes the public parameter to obtain the
secret, which takes 5.4 ms on average.
Storage Cost. Regarding the storage cost, we mainly evaluate the size and
transaction fees concerning the funding and commitment transactions. The re-
sults are shown in Table 1b. Specifically, each commitment transaction contains
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a hash value for storing audit information, resulting in an extra cost of 32 bytes
compared with GCs [5]. The size of a funding transaction and a commitment
transaction are about 744 bytes and 1303 bytes, respectively, resulting in the
cost of 2.90 USD and 5.08 USD on the Bitcoin blockchain. To generate an audit
trail in a commitment transaction, a transacting party is required to send an
assertion and its exchanging proof to the other party, which takes 4192 bytes.
Besides, to provide the whole history of commitment transactions to the auditor,
one party needs to store 100∗(2|τ |+ |Tcom|+2∗|ς|+ |Ton.ts|), where the size of an
assertion τ , ς, and |Ton.ts| are 4160 bytes, 32 byte, 8 bytes, respectively. To audit
100 commitment transactions, one party is required to store about 0.92MB.

Operation Average Time

ChgAPK/ ChgASK 1.0 µs
Assert 4.3 ms
Verify 5.1 ms
Extract 5.4 ms

(a) Computation Costs of
the AAFPK Protocol

Operation Size (bytes) Cost (USD)

Funding Transaction 744 2.90
Commitment Transaction 1303 5.08
Audit Trail in a Commitment Transaction 4192 -

(b) Storage and On-Chain
Costs of Transactions

Table 1: Computation and Storage Costs of the AAFPK Protocol

7 Conclusion

Payment Channels (PCs) have emerged as a pivotal solution for enhancing
blockchain scalability. In this study, we tackled the auditing challenges associated
with off-chain transactions and introduced IvyApc—a comprehensive, auditable
protocol tailored for PCs. Our contributions are twofold: (i) Audit Model: We
established a formal audit model that delineates the security criteria necessary
for PC audits. (ii) Accountable Assertions Scheme: We devised the Accountable
Assertions Scheme with Flexible Public Key (AAFPK) and integrated it into
the IvyApc framework. Through rigorous proofs, we have affirmed that IvyApc
fulfills the stringent security standards set by our audit model within the UC
framework. Moreover, practical implementation tests confirm that IvyApc is not
only theoretically sound but also viable for real-world applications.
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A Related Works

Blockchain auditability. There are several audit research efforts proposed
in both industry and academia that leverage the decentralization and tamper-
resistance of blockchains to improve traditional audit methods [1,36,37,29,10,14].
Traditional accounting firms like Deloitte and KPMG have incorporated blockchain
technology to ensure transaction completeness and enhance audit and tax ser-
vices, respectively [1]. Besides, some academic studies [36,37,29,14] have created
new blockchain frameworks to audit on-chain transactions with minimal pri-
vacy compromise. For instance, Narula et al. introduced zkLedger, which offers
privacy-preserving audit verification [37], while Chatzigiannis et al. developed
Miniledger to maintain user anonymity during audits [14]. Moreover, some re-
search has explored user/organization-level blockchain audits, allowing auditors
to verify information on public ledgers. Proof of solvency methods demonstrate
an organization’s asset sufficiency without exposing sensitive data [17,22]. This
contrasts with the less explored net income/spending proofs involving off-chain
transactions. Ernst & Young developed the CAAT tool to manage accounting
and tax reporting for blockchain-recorded cryptocurrency transactions [10]. How-
ever, a universal approach for auditing layer-two transactions in PCs is lacking.

Off-chain compression-chains. The technique is to compress a large number
of transactions into a single transaction to reduce the cost of transaction verifica-
tion. Particularly, ZK-rollup is to compress a large number of transactions into a
single transaction while generating a zero-knowledge proof (zk-SNARK) to ver-
ify that all these transactions are valid [26]. This method commits a summary of
transaction history to the blockchain, but it falls short as a comprehensive solu-
tion for auditing PCs due to its limitations: (1) its exclusive design for Ethereum,
(2) dependence on a trusted data availability committee for complete transac-
tion verification, and (3) inability to prevent discarding and arbitrary-ordering
attacks in PC audits. Unlike traditional PCs, which operate without intermedi-
aries, our proposed IvyAPC introduces no such entities, offering a more universal
auditing approach.

Blockchain witnessing scheme. Blockchain witnessing serves to deter equivo-
cation in both on-chain and off-chain transactions by using a confirmed on-chain
transaction as a witness [42,44,34]. Although schemes like Catena [44] can pre-
vent collusion in presenting false off-chain transactions to auditors by publishing
a corresponding on-chain transaction for each off-chain one, this approach con-
flicts with the primary goal of PCs, which is to decrease the volume of on-chain
transactions.

B Preliminaries

Accountable assertions protocol was initially proposed to prevent equivoca-
tion for Bitcoin-compatible PCs [42], e.g., double-spending in the off-chain. A
party (called assertorR) would be monetarily punished by exposing its secret key
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if it asserts more than two statements in the same context. Formally, an account-
able assertions protocol is a tuple of PPT algorithms

∑
:= (Gen,Assert,Verify,

Extrtact) as follows:

– (apk, ask, auxsk) ← Gen(λ): is a PPT algorithm that on input of a security
parameter λ outputs a public key apk, a secret key ask, and an auxiliary secret
key auxsk.

– τ/⊥ ← Assert(ask, auxsk, ct, st): is a DPT algorithm that on input of a secret
key ask, an auxiliary secret key auxsk, a context ct, and a statement st, outputs
an assertion τ or ⊥ to indicate failure.

– 1/0← Verify(apk, ct, st, τ): is a DPT algorithm that on input of a public key
apk, a context ct, a statement st, and an assertion τ , outputs 1 iff τ is a valid
assertion of st under ct, and outputs 0 otherwise.

– ask/⊥ ← Extract(apk, ct, st0, st1, τ0, τ1): is a DPT algorithm that on the input
of a public key apk, a context ct, two different statements st0, st1, and two
assertions τ0, τ1, outputs ask if τ0 and τ1 are valid assertions of st0 and st1,
respectively under ct, and outputs ⊥ otherwise.

The accountable assertions protocol satisfies the security properties of ex-
tractability and secrecy (see §C.2 for formal definitions). In addition, we specify
a property called unforgeability in the random oracle (see §1 for formal proof).
It states that any party can not forge a valid assertion on behalf of an assertor.

Definition 4 (Unforgeability). An accountable assertions protocol
∑

:=
(Gen,Assert,Verify,Extrtact) is unforgeable if the following holds for any PPT
forger F , negligible function negl(λ) and the security parameter λ with large
enough values:

Prob


(apk, ask, auxsk)← Gen(1λ)

∧τ ← F Assert(ask,auxsk,·,·)

∧F never asked Assert(·) to assert pair (ct, st);
1← Verify(apk, ct, st, τ)

 < negl(λ) (2)

C Security and Construction of AAFPK

C.1 Instantiation of AAFPK

The implementation of AAFPK is constructed based on Krawczyk and Rabin
chameleon hash function [32]. We instantiate a stateless AAFPK in the elliptic
curve setting and discrete logarithms assumption. Specifically, we choose the
branch of a tree n = 2 and its height ℓ = 64. Thus, the space of the context is
{0, 1}64. We choose the elliptic curve secp256k1 group of a base point g of order
prime q. Let G be a group with a generator g and prime q. In addition, we let
H0, H1, and H2 be collision-resistant HMAC− SHA256 hash functions , where
SHA256 is used to model as a global random oracle or a PRF function [45].

– Key Generation: The key generation algorithm takes a security parameter
λ, and picks a secure elliptic curve with a base point g of prime order p and
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q, where p = 2q + 1. It sets a global order number n := 0, then randomly
chooses a value α ∈ Z∗q , and sets a key pair (csk, cpk) = (α,X) ← Gen(1λ),
where X = gα mod p. It finally outputs a public key apk := (cpk, z), a secret
key ask := csk, an auxiliary secret information ausk := H0(csk), where
z := H0(y

1
1, ..., y

1
m), y1i := CH(PRF(id, i, 0);PRF(id, i, 1)), i ∈ [m], m refers to

the branching factor of a tree, id is an identifier for the position of the root
node.

– Secret Key Transformation: The secret key transformation algorithm
takes the secret key ask, and a value ω ∈ Z∗q as inputs, and outputs a different
representative secret key ask′ := ChgASK(ask, ω) := ECHFPK.ChgChCSK(csk, ω) :=
α+ ω.

– Public Key Transformation: The public key transformation algorithm
takes the public key apk, and a value ω as inputs, and outputs a different
representative public key apk′, where apk′ := ChgAPK(apk, ω) := (cpk′, z) :=(
ECHFPK.ChgChCPK(cpk, ω), z

)
:= (gα+ω, z).

– Assertion: The assertion algorithm takes (ask, auxk, ct, st) as inputs, and
computes the assertion path from the leaf node Yℓ to the root node Y1, where
ℓ refers to the height of the tree, Yc := (yc1, ..., y

c
m) for c ∈ [ℓ].

– Verification: The verification algorithm takes (apk, ct, st, τ, ω) as inputs,
and parses apk and τ . It reconstructs the path from the leaf node to the
root node and verifies if the result equals the Merkle root.

– Extraction: The extraction algorithm takes (cpk, ct, st0, st1, τ0, τ1) as in-
puts and reconstructs the path from the leaf node to the root node for both
(st0, τ0) and (st1, τ1). It can extract ask using the ECHFPK.ExtractCsk algo-
rithm.

C.2 Security of Accountable Assertions

An accountable assertions protocol fulfills the extractability and secrecy prop-
erty [42]. Specifically, extractability states that if the assertor has made two dif-
ferent statements st0 ̸= st1 in the same context ct, then the probability that the
secret key can not be extracted is negligible.

Definition 5 (Extractability). An accountable assertions protocol
∑

:= (Gen,
Assert,Verify,Extrtact) is extractable if for every PPT adversary A, the following
holds:

Prob

 Extrtact(apk, ct, st0, st1, τ0, τ1) ̸= ask
∧∀b ∈ {0, 1},Verify(apk, ct, stb, τb) = 1

∧st0 ̸= st1 : (apk, ct, st0, st1, τ0, τ1)← A(1λ)

 < negl(λ), (3)

where negl(·) is a negligible function.
The secrecy property states that the adversary A is unable to extract the

secret key by asking the challenger to assert the given statements for chosen
contexts with a given order number.
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Definition 6 (Secrecy). An accountable assertions protocol
∑

:= (Gen,Assert,
Verify,Extrtact) is secrecy if for every PPT adversary A, there exists a negligible
function negl(·) such that the probability of the following experiment assertChal
returns 1 is negligible:

Experiment assertChalA,Π(λ):
1: (apk, ask, auxsk)← Gen(1λ)
2: Q := ∅
3: ask∗ ← AAssert′(ask,auxsk,′,′)(apk)
4: return 1 iff ask∗ = ask
5: ∧(∄ct, st0, st1, st0 ̸= st1
6: ∧{(ct, st0), (ct, st1) ⊆ Q})
7: Assertion Oracle Assert′(ask, auxsk, ct, st)
8: Q := Q ∪ {ct, st}
9: return Assert(ask, auxsk, ct, st)

Definition 7 (Consistency). An accountable assertions protocol
∑

:= (Gen,
Assert,Verify,Extrtact) is consistent if for every PPT adversary A, and any con-
text and statement pair (ct, st), the following holds:

Prob


(apk, ask, ausk)← Gen(1λ)
τ ← Assert(ask, ausk, ct, st)
∧b← Verify(apk, ct, st, τ)
∧b′ ← Verify(apk, ct, st, τ);

b ̸= b′

 < negl(λ) (4)

The consistency property is implicit in conventional accountable assertions,
which state that the probability of the verification algorithm outputting different
results for the same (ct, st, τ) is negligible.

C.3 Security of AAFPK

In this subsection, we provide the security proof of Theorem 1.

Proof. Suppose that there exists an adversary A breaks the unforgeability of the
accountable assertions with flexible public key scheme with non-negligible prob-
ability. It is easy to construct a PPT algorithm B that makes use of A to break
the collision-resistance of ECHFPK with non-negligible probability. Algotithm B
is given the public key cpk of ECHFPK, and runs A as follows.
B chooses a key κ for the pseudo-random function and computes y1i =

CH(cpk,PRFκ(p, i, 0);PRFκ(p, i, 1)) for i ∈ [m], where p is an identifier for the po-
sition of the root node. Then, it sets z = H0(y

1
1 , . . . , y

1
m) and sends apk = (cpk, z)

to the adversary. Let q be the maximum number of unique assertion queries of
A. B chooses q bitstrings {QL

i }i≤i≤q in the output space of L and q bitstrings
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{QH
i }i≤i≤q in the output space of H2 uniformly at random. Assuming that the

leaf entry with the number QL
i , counted across all leaves from left to right, is

yi = QH
i . B also maintains three lists L-list, H0-list, H2-list and a counter ix,

where ix is set to be 0 initially. Let us now explain how B answers the query
made by A.
L Query: On input ct, B does the following. If there exists a record ⟨ct, I(ct), QL

I(ct)⟩
in L-list, it return QL

I(ct); else it sets I(ct) = + + ix, adds ⟨ct, I(ct), QL
I(ct)⟩ into

L-list and returns QL
I(ct) to A.

H0 Query: On input (y1, . . . , ym), B does the following. If there exists a record
⟨(y1, . . . , ym), z⟩ in H0-list, it return z; else it chooses a random value z, adds
⟨(y1, . . . , ym), z⟩ into H0-list and returns z to A.
H2 Query: On input (s, r), B does the following. If there exists a record ⟨(s, r), y⟩
in H2-list, it return y; else it chooses a random y, adds ⟨(s, r), y⟩ into H2-list and
returns y to A.
Assertion Query: On input (ct, st), B chooses a random values r and sets
H2(CH(H1(st); r), r) = QH

I(ct). Then B computes and returns the assertion path

((r, f
I(ct)
ℓ , a

I(ct)
ℓ ), (rℓ−1, f

I(ct)
ℓ−1 , a

I(ct)
ℓ−1 ), . . ., (r1, f

I(ct)
1 , a

I(ct)
1 )), where for 1 ≤ i < ℓ,

ri = PRFκ(p
I(ct)
i , a

I(ct)
i , 1) and sets H0(y

i
1, . . . , y

i
m) = PRFκ(p

I(ct)
i+1 , a

I(ct)
i+1 , 0).

Observe that, with overwhelming probability, the simulation towards A is
correct. If A outputs a valid assertion τ for (ct, st), which never queried by A,
one can find a collision somewhere on the path from the leaf to the root. This
contradicts the collision-resistance of ECHFPK and concludes the proof for our
construction.

C.4 Ideal Functionality FAA and Security Proof

The ideal functionality of FAA for the accountable assertions protocol is il-
lustrated as in Fig. 2. Functionality FAA can also model the functionality of the
AAFPK scheme. The assertor can send the key generation request KeyGen to
transform the key pair.

In the following, we present the security proof of AAFPK for Theorem 2
in the UC framework. Specifically, an AAFPK scheme can be translated into
a protocol

∑̃
. When assertor R runs

∑̃
receives an input (KeyGen, sid), it

checks the session identifier that sid := (R, sid′) for some sid′. If yes, it runs
Gen to generate the secret key pair (ask, auxsk) and outputs the public key
apk. When receiving an input (Assert, sid, apk′, ct, st) from an sid that al-
ready generates an assertion secret key ask, it computes Assert(ask, auxsk, ct, st)
and outputs (Asserted, sid, apk′, ct, st, τ). When a participant receives an input
(Verify, sid, apk′, ct, st, τ), it computes b := Verify(ask, auxsk, ct, st, τ) and outputs
(Verified, sid, b).

Proof. We prove
∑̃

UC-realizes FAA in two steps. For the “only if” direction, we
prove that

∑̃
violates the unforgeability of Definition 4. That is, for any ideal

adversary S, the environment E is able to distinguish whether it interacts with
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A in real-process
∑̃

or S in idea-process FAA. We assume that environment E
does not corrupt any party or send messages to A. Then, assume that

∑̃
is

not unforgeable, namely, there is a forger F that can successfully generate an
assertion without running the Assert algorithm. Here, we let environment E run
a copy of F internally. Whenever F asks its oracle to assert a statement st in
a context ct, E sends (Assert, sid, apk′, ct, st) to R and sends the output to
F . Suppose that F generates an assertion record (apk′, st, ct, τ). Environment E
proceeds as follows:

– If (apk′, st, ct) was used to generate an assertion before, then E outputs 0
and aborts.

– Else, E sends (Verify, sid, apk′, ct, st, τ) to some party Pi, and outputs the
result.

It can be seen that when E interacts with the adversary S in the ideal-process
FAA, E never outputs 1. However, when E interacts with the adversary A in the
real-process

∑̃
, E outputs 0 with non-negligible probability due to the existence

of the forger F .
On the other hand, for the “if” direction, we show that

∑̃
does not realize

FAA. Namely, for any ideal adversary S and a real work adversary A, there is an
environment E that can distinguish whether it interacts with A in real-process∑̃

or S in idea-process FAA. The “generic” simulator S proceeds as follows:

1. Key Generation. Upon (KeyGen, sid)←FAA, where sid = (R, sid′), then:
• R is honest and S does not send KeyGen on behalf of corrupt parties.
• Invoke the simulated assertor “R”, and send (KeyGen, sid)→“R”, and

wait for (KeyGen, sid, apk)←“R”.
• Send (KeyGen, sid, apk)→FAA.

2. Assertion Generation. Upon (Assert, sid, apk′, ct, st)← FAA, where sid =
(R, sid′), then:
• IfR is honest, S chooses a honest party “Pi”, and send (Assert, sid, apk′, ct, st)→
“Pi”, and wait for (Asserted, sid, τ)← “Pi”.

• Send (Asserted, sid, τ)→FAA.
3. Assertion Verification. Upon (Verify, sid, apk′, ct, st, τ)← FAA, where sid =

(R, sid′):
• Invoke a participant and run f ← Π̃.Verify (apk′, ct, st, τ), and send
(Verified, sid, f)→FAA.

4. Extraction. Upon (Extract, sid, apk′, ct, st0, st1, τ0, τ1) ← FAA, where sid =
(R, sid′):
• S invokes a participant and runs ask←

∑̃
. Extract(apk′, ct, st0, st1, τ0, τ1),

and send (Extracted, sid, ask)→FAA.

We demonstrate the proof of this direction by constructing a forger F . Specif-
ically, F runs a simulated copy of adversary A and environment E . In addition, it
simulates an interaction with S and FAA for E . In the key generation, F sends the
public key apk from its input to A, rather than generating (apk, ask, auxk) by
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running Gen(·). In the assertion generation, F lets its oracle assert a statement
st in a context ct and obtain the assertion τ , rather than running the assertion
generation algorithm Assert. In particular, if E asks A to corrupt the assertor
R, then F aborts and outputs a failure message. Suppose that the simulated E
activates an uncorrupted party Pi with an input (Verify, sid, apk′, ct, st, τ), F
verifies if (ct, st) pair was never asserted under the transformed public key ask′

while Verify(apk′, ct, st, τ) = 1, i.e., constituting a forgery successfully. If yes, F
outputs (ct, st, τ) and aborts. Otherwise, F continues the simulation.
E ’s view depends on the success probability of F . If this probability is negli-

gible (i.e., the unforgeability property holds in the real world), then the success
probability that environment E can distinguish an interaction with A in real-
process

∑̃
or S in ideal-process FAA is also negligible. However, this is contra-

dictory to our security assumption. Thus, as long as the success probability of F
is non-negligible, then E ’s view keeps the same in the real world and ideal world,
i.e.,

∑̃
UC-realizes FAA.

D Additional Material on IvyAPC

D.1 On-chain Timestamp Witnessing

Generally, the timestamp of an on-chain transaction is set as when it is
sent into the transaction pool. In PCs, only the final commitment transaction
will be sent to the transaction pool; hence, most commitment transactions do
not have a timestamp. It is problematic if we let transacting parties set the
timestamp of a commitment transaction in PCs, since they can set it arbitrarily
for their benefit, breaking the basic audit requirement that demands transactions
to attach a relatively accurate timestamp. Therefore, we introduce an on-chain
timestamp witnessing approach to enable auditors to check the timestamp of
commitment transactions.

As illustrated in Fig. 3, on-chain transactions that have been included in a
block are ordered by their timestamp. Suppose that the latest block is BK121

when the later commitment transaction Tcom1 is generating. Party A chooses
the earliest timestamp of on-chain transaction, i.e., Ton0 .ts, as a reference to set
the timestamp of Tcom1 . In particular, if transacting parties generate multiple
commitment transactions within this block period, e.g., Tcom2 and Tcom3 , they can
choose a set of on-chain transactions with the earliest consecutive timestamps,
i.e., Ton1 .ts and Ton2 .ts, as references to set their timestamps.

Although dishonest parties might choose any block within the longest blockchain
as a reference, they can only choose the block whose height is larger than or equal
to the block height which includes the genesis commitment transaction, and less
than the height of the latest block. Otherwise, the auditor could detect this
dishonest behavior and regard a payment channel as an “illegal” channel. We
have to point out that such an on-chain timestamp witnessing approach can
not guarantee the precise timestamp of commitment transactions. Setting the
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The ideal functionality FAA interacts with an assertor R, a set of participants
V := {A,B, ...} who act as the verifiers, and the ideal adversary S (i.e., the
simulator).
Parameters: context and statement space CS, SS.
Variables: initially empty key, context, and assertion records KEY, CT, AT.

Key Generation
Upon (KeyGen, sid)←R, verify that sid := (R, sid′) for some sid′. If not, then
ignore the request. Otherwise, proceed as follows:

– If sid ̸= (R, sid′), then abort.
– Else, send (KeyGen, sid)→S, and wait for (KeyGened, sid, apk)←S. If

not received, then abort.
– Create record (KEY, sid, apk).
– Output (KeyGened, sid, apk)→R.

Assertion Generation
Upon (Assert, sid, apk′, ct, st)← R with ct ∈ CS, st ∈ SS, verify that
sid := (R, sid′) for some sid′. If not, then ignore the request. Otherwise, proceed
as follows:

– If no record (KEY, sid, apk′) exists, then abort.
– If R is honest, then:
• If a record (CT, sid, apk′, ct) exists, then abort.
• Else, send (Assert, sid, ct, st)→ S, and wait for

(Asserted, sid, τ)← S. Verify that if (AT, sid, apk′, ct, st, τ, false) exists,
then send an error message to R and abort.

• Else, create record (CT, sid, apk′, ct) and (AT, sid, apk′, ct, st, τ, true).
– Else, i.e., R is corrupt, then:
• Send (Assert, sid, ct, st)→ S, and wait for (Asserted, sid, τ)← S. If

not received, then abort.
• Create record (AT, sid, apk′, ct, st, τ, true).

– Execute ExtractAsk(apk′, ct, st, τ) and output (Asserted, sid, ct, st, τ)→R.

Assertion Verification
Upon (Verify, sid, apk′, ct, st, τ)← V for V ∈ V, then send
(Verify, sid, apk′, ct, st, τ)→ S. Upon receiving (Verified, sid, ct, st, τ, b)← S,
then proceed as follows:

– If apk′ = apk and a record (AT, sid, apk, ct, st, τ, b) exists, then set f ← b.
– Else if apk′ = apk, R is honest and no record (AT, sid, apk, ct, st, ∗, true)

exists, set f ← 0 (Unforgeability).
– Else, if (AT, sid, apk, ct, st, τ, b′) exists, then set f ← b′.
– Else, set f ← b, and create a record (AT, sid, apk′, ct, st, f). Output

(Verified, sid, f)→ V .

Subprocedure ExtractAsk(apk′, ct, st, τ)
(execute at the end of each assertion generation)

For each (AT, sid, apk′, ct, st, τ, true) generated in AssertionGeneration, check if
(AT, sid, apk, ct, st′, τ ′, true) exists for apk = apk′ and st ̸= st′. If yes, send
(Extract, sid, apk′, ct, st0, st1, τ0, τ1)→ S, and wait for
(Extracted, sid, ask′)← S. Then, output (Extracted, sid, ask′)→ P
(Extractability).

Fig. 2: The ideal functionality FAA modeling an accountable assertions protocol.
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Fig. 3: An illustration of on-chain timestamp witnessing.

precise timestamp of commitment transactions without requiring a trusted third
party is challenging. We leave this as our future work.

D.2 Ideal World Functionalities

In this work, the security analysis is established via the IvyAPC protocol [13].
The GUC framework permits the entity E unfettered interaction and engage-
ment across diverse protocols sans any restrictions. This subsection embarks
with an exposition of the foundational principles of the UC framework. Sub-
sequently, it outlines the ideal functionalities encompassing the global random
oracle and foundational blockchain-based protocols. Thereafter, it articulates the
ideal functionality FAA, dedicated to the accountable assertions protocol, and
FIvyAPC, tailored for the IvyAPC protocol.

UC framework. This framework allows one to analyze a protocol in isolation
using the universal composition operation [12]. This operation enables us to con-
struct a protocol based on cryptographic building blocks while still proving its
security. The UC framework is essentially a simulation-based approach that com-
pares the execution of a protocol π in the real world with an idealized protocol F
in the ideal world. In the real world, the execution of the protocol π is modeled
as the tuples {E ,A,P}, where E refers to the environment who sends inputs to A
and P, and P = {p1, p2, ...} refer to the participants of π. Each participant may
execute different modules of π. The adversary A that can corrupt a participant
upon receiving the instruction from E and send any information on behalf of the
corrupt participant. In the ideal world, the execution of the ideal functionality
F is modeled as ideal functionality that interacts with E and the ideal adversary
S who simulates the behaviors of the adversary A.

Communication model.. The parties communicate with others through au-
thenticated secure channels. We assume a synchronous communication network
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The global functionality GLedger is running with a set of participants {Pu}u∈[ζ]

who have a balance {cu}u∈[ζ] ∈ N, and a partial function F for frozen coin, and
a global storage Storage := ∅. It executes upon receiving the following queries:
Read Clock: Upon (clock-Read, sid)← Pu, then send (clock-Read, sid)→
Gclock. Upon (clock− Read, sid, n)← Gclock, then send (clock-Read, sid, n)→ Pu.
Read States: Upon (read, sid)← Pu, then send (receipt,Storage[sid])→ ∗, or
⊥→ ∗ if not found.
Write States: Upon (write, sid, inps) ← Pu, if Storage[sid] not found, store
Storage[sid] = inps. If store success in blockchain, send (receipt, evids) → ∗.
Otherwise, send (reject, evids)→ ∗.
Verify States: Upon (verify, sid, state) ← Pu, if state ∈ Storage[sid], output
(true)→ ∗. Otherwise, send (false)→ ∗.
Update Funds: Upon (update, Pu, ĉ) ← E with ĉ ≥ 0. Set ci = ĉ and send
(updated, Pu, ĉ)→ ∗.
Freeze Funds: Upon (freeze, sid, Pu, ĉ) ← Fa, check if ci ≥ ĉ. If not, reply
with (nofunds, pi, ĉ). Otherwise, set cu = cu − ĉ, and store (sid, ĉ) in F , and
(frozen, sid, pu, ĉ)→ ∗.
Unfreeze Funds: Upon (unfreeze, sid, Pu, ĉ) ← F , check if (sid, ĉ′) ∈ F with
ĉ′ ≥ ĉ. If yes, update (sid, ĉ′) to (sid, ĉ′ − ĉ) in F , set cu = cu + ĉ, and send
(unfrozen, sid, Pu, ĉ)→ ∗.
a L.sid denotes a session sid of the functionality L

Fig. 4: The global functionality GLedger modeling a distributed ledger.

where each operation is performed in rounds. One round refers to the maximal
time that a message is sent from one party to another. Further, the adversary
A can control the arrival order of a message at a certain party in a given round.

Global Ledger Functionality. To support the security analysis, we utilize
the existing model of [20] to model the basic properties of a global functionality
GLedger for a blockchain. Each party P have a balance cP ∈ N. Function F is used
to map an identifier sid to a number of coins to be locked in the blockchain. The
balance of party P can be updated via the instruction update, freeze and unfreeze
sent from the environment E . GLedger has a public storage Storage to store a state
and transactions list.

Ideal functionalities for global random oracles. In our setting, a global
random oracle functionality GpRO is utilized to construct the simulator [11].
Specifically, GpRO is modeled as a programmable and observable hash function
in the hybrid world that can be called both in the real and ideal world. It
returns a random number y ∈ {0, 1}µ when receiving a hash query for a value
r. If a query is performed before, then it returns the same value. Specifically,
the programmability allows the adversary to fix the response for certain queries
if they do not have queried before. The observability allows the adversary to
observe all of the querying and response.
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Ideal functionalities for blockchain-based protocols. Following [5,6,27],
we use the GUC framework to model a global ledger GLedger (see Appendix
§D.1). It can support users to handle coins such as Update,Freeze,Unfreeze and
Read,Write operations. GLedger relies on the global clock ideal functionality GClock
to set its execution round [30], allowing each party to be aware of the current
round. We formalize the operation of ReadClocks in GClock to obtain the current
execution round. For simplicity, we utilize the blockchain length to represent the
execution round. Specifically, environment E initializes GLedger by (i) instructing
GLedger to generate public security parameter λ, and (ii) instructing each party
to generate a key pair (pk, sk), and submitting all public keys to the GLedger.
The states of GLedger are public that all participants can access, while they can
only be updated by environment E through a Update request. To update bal-
ance states, parties specify other ideal functionalities to send Freeze or Unfreeze
message, rather than interacting with GLedger directly.

Ideal functionality for accountable assertion. The ideal functionality FAA

describes a setting where three parties exist, i.e., an assertor R who asserts a
statement for a context, and a set of verifiers P := {A,B, ...} who are responsible
for verifying the correctness of generated assertions, and the ideal adversary S
(see §C.4 for the functionality FAA). Let FAA provide an “assertion registry ser-
vice” whereR can register the statement, context, and assertion. As illustrated in
Fig. 2, functionality FAA has three operations: KeyGeneration,AssertionGeneration,
AssertionVerification. The verifiers extract the secret key of R in case of equivo-
cation using the subprocedure ExtractAsk.
Key Generation. Upon receiving (KeyGen, sid) from the registry R, the ideal
functionality FAA validates whether the assertor’s identifier corresponds with
the one encoded within the session identifier (sid). If a mismatch occurs, FAA

disregards the KeyGen request, effectively ensuring that only the initiating
party has the authority to generate or modify a secret key. Within the operational
scope of FAA, the simulator S possesses the capability to ascertain the value
of the public key. This is predicated on the premise that the unforgeability
and extractability underpinning accountable assertions are independent of the
specific value of the public key.
Assertion Generation. In this phase, the ideal functionality denoted as FAA,
checks for any prior registration requests from any participant. This step is cru-
cial to ensure that only the first party to make a request can use the assertion
feature of the created functionality instance. Generating an assertion depends
on the security status of R. Specifically, if R has not been compromised, FAA

applies a unique assertion rule for each public key, based on the CT (Context
Table) record. This rule is stringent: if a duplicate context ct appears in CT,
the process stops immediately, and an error is reported. However, if there are
duplicate requests, FAA hands over the decision-making to the simulator S by
issuing the Assert command. This step is designed to determine the outcome
fairly. As the phase concludes, FAA initiates the ExtractAsk subroutine to ascer-
tain whether two assertions, τ0 and τ1, bearing identical context ct, are present
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in AT. Affirmative findings prompt FAA to transmit (AT, apk′, ct, st0, τ0) and
(AT, apk′, ct, st1, τ1) to S, thereby enabling S to simulate a party to compute a
secret key ask′.

Assertion Verification. FAA ensures unforgeability given an honest R. More
concretely, without any assertions in AT, the chance of FAA returning “0” is
negligible. Conversely, with a compromised R, S controls the outcome, under-
mining unforgeability in real and ideal worlds. This illustrates that accountable
assertions fail to block a corrupted R from validating any assertion for any
statement-context pair, as S can act as R. Thus, during a Verify(apk, ct, st, τ)
request, S force a “1” output, irrespective of the assertion history of (ct, st).

Ideal functionality for IvyAPC. To succinctly model the security framework
of IvyAPC, we introduce an ideal functionality, FIvyAPC , within the hybrid
model. This functionality employs three pivotal components as subroutines: the
programmable random oracle GpRO, a global ledger GLedger, and an ideal ac-
countable assertions protocol FAA (refer to Section §D.2). FIvyAPC , delineated
in Figure 5, is designed in alignment with the generalized ideal Garbled Circuits
(GC) functionality, as discussed in previous works [5,6,7]. It encapsulates five
critical operations within its framework: (i) Create, to initiate channel openings;
(ii) Update, for modifying channel states; (iii) Close, aimed at terminating a
channel; (iv) Punish, which is invoked upon identifying misbehavior to impose
penalties; and (v) Audit, for auditing the generated off-chain transactions.

Create. The Create operation is composed of two main phases: audit trail gener-
ation phase and preparation phase. (1) Audit Trail Generation Phase: This phase
begins when the parties involved in the transaction exchange a partial audit trail
and notify E . If any party fails to respond, it’s interpreted as a refusal to cre-
ate the channel. After exchanging the partial audit trails, the parties compile a
complete audit trail. This complete trail is then used to create the initial commit-
ment transaction. (2) Preparation Phase: The preparation phase kicks off when
FIvyAPC receives a set of transaction identifiers, denoted as

−→
tid := (tid1, ..., tidk)

from S, where k represents the total number of ways the final state γ.state of
the channel can be revealed. The creation of an auditable payment channel γ is
considered successful following the publication of the funding transaction Tfund
on the blockchain.

Update. This procedure unfolds in two distinct phases: preparation and revo-
cation . (1) Preparation Phase: This phase begins when FIvyAPC receives trans-
action identifiers from S. To establish a new state, FIvyAPC mandates the parties
to exchange audit trails. This audit data is encapsulated within a commitment
transaction before the exchange of (pre-)signatures between the parties. (2) Re-
vocation Phase: This phase ensures that an off-chain payment is only considered
successful after both parties have nullified the previous state. Either party can
halt the audit trail generation process. This can happen if a party chooses not
to send an initial audit agreement message, labeled audit-PreOK, or fails to
dispatch a setup confirmation, setup-OK. It’s crucial to understand that a
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The ideal functionality FIvyAPC is parameterized with two algorithms ForceCloseand Compare. It interacts with
two parties A and B, and an auditor D, the ideal adversary S. Besides, it internally interacts with a global
ledger GLedger. It executes upon receiving the following requests:

Create. Upon (create, id, γ,TA
on.tid) ← A, verify that it is well-formed (contain valid identifier and signa-

ture). If not, ignore the request. Otherwise, proceed as follows:
1) If already received (create, id, γ,TB

on.tid, B) (i.e., both parties agree to open the channel) within
a particular rounda, then send (audit-PreReq, γ.id) → A. If (audit-PreOK, γ.id) ← A, then send
(audit-Req, γ.id) → A. If (audit-OK, γ.id) ← A, then wait if a transaction Tfund is written on

GLedger within a particular round, where Tfund :=
(
tid, (TA

on.tid,TB
on.tid), γ.cash, γ.st

)
. If yes,

let S define
−→
tid and send (clock − Read, sid) → GLedger. If receive (clock − Read, sid, n) ← GLedger, then

set γ.id := id, γ.ctList := γ.ctList ∪ (
−→
tid, n). After that, append Γ (γ.id) = (γ,Tfund) and send

(created, γ.id) → γ.us. Otherwise, abort and stop.

2) Else, record (create, sid, γ,TA
on.tid, A), and wait for (create, id,TB

on.tid) ← B. If no such mes-
sage is received within a particular round, then stop.

Update: Upon (update, id, θ) ← A, parse (γ),Tfund) := Γ (γ.id), set γ′ := γ, and γ′.state := θ, and
proceeds as follows:

1) Within a particular round, let S define
−→
tid. Then, send (update-Req, sid, θ,

−→
tid) → B. Then, send

(audit-PreReq, id) → A.
2) If (audit-PreOK, id, τ) ← A, then send (audit-PreOK, id) → B and (audit-Req, id) → A. Else,

stop.
3) If (audit-OK, id) ← A, then send (audit-OK, id) → B and (setup, sid) → A. Else, distinguish as

follows:
• If B is honest or instructed by S, stop (reject audit information).
• Else, execute ForceClose(γ.id) and stop.

4) If (setup-OK, id) ← A, then send (setup-OK, sid) → B. Else, stop.
5) If (update-OK, sid) ← B, then send (update-OK, sid) → A. Else, check:

• If B is honest or instructed by S, stop (reject update).
• Else, execute ForceClose(γ.id) and stop.

6) If (revoke, sid) ← A, then send (revoke-Req, sid) → B. Else, execute ForceClose(γ.id) and stop.
7) If receive (revoke, sid) ← B, then send (clock − Read, sid) → GLedger. If receive (clock − Read, sid, n) ←

GLedger, then send (updated, sid, γ′) → γ.us and set γ.ctList := γ.ctList∪(
−→
tid, n) and stop. Else,

check:
• If B is honest, execute ForceClose(γ.id) and stop.
• Else, i.e., B is corrupt, wait for a particular rounds and check if Tfund is unspent. If yes, set

θold := γ.state, γ.state := (θold, θ) Γ (γ.id) := (γ,Tfund). Execute ForceClose(γ.id) and stop.
Close: Upon (close, id) ← A, then proceeds as follows:

1) If already record (close, id, B) (i.e., both parties agree to close channel) within a particular round.
Then, parse (γ,Tfund) := Γ (γ.id) and proceeds as follows:
• If a transaction T ′com is written on GLedger within a certain round, where T ′com.in = Tfund.tid

and T ′com.out = γ.st. Then set Γ (id) := (γ′,Tfund), where γ′ := (γ.id,⊥,⊥,⊥, γ.ctList),
and send (closed, sid) → γ.us and stop.

• Else, if at least one of parties behaves dishonestly, execute ForceClose(γ.id). Otherwise, send
(ERROR) ← γ.us and stop.

2) Else, record (close, id, A), and wait for (close, id) ← B from B at most within a particular rounds
(defined by S). If not receive such message, execute ForceClose(γ.id).

Audit: Upon (audit, id) ← D, parse (γ,Tfund) := Γ (id). If Tfund is still unspent on GLedger, then
send (audit-Rej, id) → D and stop. Otherwise, parse γ := (γ.id,⊥,⊥,⊥, γ.ctList) and send
(audit-stReq, id) → p where p ∈ {A,B}. If within a particular round, receive (audit-ST, id, c̃tList) ←
p, then distinguish as follows:

1) If p is honest and Compare(γ.ctList, c̃tList) = 1, send (audited, id, 1) → D and stop.

2) Otherwise, send (audit-Comp, id, c̃tList) → S, upon receiving (audit-Comped, id, b) ← S, send
(audited, id, b) → D and stop.

Punish: At the end of each round, check if a transaction Tcom is written to GLedger, where Tcom.in :=

Γ (γ.id).Tfund. If yes, then proceeds as follows:
– (Punish): For party p ∈ {A,B} honest, if in a particular round, a transaction T ′′com, where
T ′′com.in := T ′com.tid and T ′′com.out := (γ.v, γ.θ), is written on GLedger. Then, send (punished, sid) →
p, set Γ (γ.id) := ⊥ and stop.

– (Close): Check if Γ (γ.id) := (⊥,Tfund) before round t0 + ∆, or within a particular round, a
transaction T ′′com, where T ′′com.in := T ′com.tid and T ′′com.out ∈ γ.st, is written on GLedger. If it is
the latter case, set Γ (γ.id) := (⊥,Tfund) and send (closed, sid) → γ.us.

– (Error): Otherwise, send (error) → γ.us.

Subprocedure ForceClose(id): Let (γ,Ffund) := Γ (sid). If Ffund is still unspent on GLedger within a par-
ticular round, then send (error) → γ.us and stop. Otherwise, the latest in a predefined round, m ∈
{punished,closed,extract,error} is output via Punish.

a A particular round means several execution rounds defined before the protocol
starts.

Fig. 5: The ideal functionality FIvyAPC modeling an auditable PC scheme.
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commitment transaction lacking signatures from both parties does not qualify
for audit. After the completion of each revocation phase, FIvyAPC records the
commitment transaction in γ.ctList.
Close. The channel γ is considered closed once a commitment transaction that
spends the funding transaction has appeared on the blockchain.
Audit. The operation is triggered by the auditor, D. When an audit request
is received from the environment, FIvyAPC first assesses the channel state, γ. If
γ remains open, an audit-Rej message is dispatched to D. In contrast, if γ is
closed, FIvyAPC solicits the list of commitment transactions, c̃tList, from either
party involved in the transaction. FIvyAPC then undertakes a comparison between
the obtained commitment transactions and those previously recorded, focusing
on three key parameters: (i) the aggregate transaction amount, (ii) the sequence
of transactions, and (iii) the timestamp associated with each transaction. Con-
sistency across these dimensions indicates a successful audit, leading FIvyAPC to
return a value of 1. Conversely, should the submitting party be compromised,
FIvyAPC redirects the audit inquiry to the adversary, S, granting them the dis-
cretion to determine the outcome. A return value of 0 from FIvyAPC signals a
breach of the audit’s completeness criterion within the APC framework.
UC-security definition. Let Π be the real world protocol with access to GpRO

and GLedger. Let REALπ,A,E(λ, inps) be the output of an environment E inter-
acting with Π and an adversary A, where inps is the inputs of E . On the other
hand, let IDEALF,S,E(λ, inps) be the ideal world protocol that is related to the
execution of the ideal protocol. Then, the security definition of Π is as follows.

Definition 8 (GUC Security of Π). Let λ be security parameter, Π be a
protocol in the (GpRO,GLedger,FAA)-hybrid world. Then Π UC-realizs an ideal
functionality FIvyAPC in the (GpRO,GLedger)-hybrid world if for any PPT adver-
sary A, i.e., there exists a simulator S that E cannot distinguish whether it is
interacting with the real world Π and A or the ideal world FIvyAPC and S, i.e.,

∀E , REAL
GLedger,FAA

Π,GpRO,A,E(λ, inps) ≈c

IDEAL
FIvyAPC,FAA,GpRO,GLedger
S,E (λ, inps)

(5)

D.3 Formal Protocol Specification

The formal protocol specification of IvyAPC is shown in Fig. 7, Fig. 8, and
Fig. 9. Following [5], we utilize lowercase letters to denote the communication
between transacting parties, and uppercase to denote the communication be-
tween transacting parties and environment. We let Multi− Sigpk1,pk2 denote a
multiple signature One− Sigpk1 and One− Sigpk2 .

D.4 Performance Discussion

We define the following succinctness property for characterizing any auditable
payment channel protocol in terms of data size published on the blockchain.
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Fig. 6: An illustration of a simulation with honest transacting parties in IvyAPC.

Definition 9 (Succinctness). An auditable payment channel protocol IvyAPC :=
(Create,Update,Close,Punish,Audit) is succinct if for auditing each payment chan-
nel the size of data published on blockchain as required by the protocol is no
greater than O(1).

Theorem 3. The IvyAPC protocol is succinct.

Proof. It is straightforward that the size of data published on the blockchain
is not relevant to the number of commitment transactions through the chain-
linking structure in the payment channel.

D.5 UC Security Proof

Here, we prove that the IvyAPC protocol UC-realizes the ideal functionality
FIvyAPC.

Theorem 4. Let
∑̃

be a complete and unforgeable accountable assertion with
a flexible public key, GLedger be a global blockchain functionality, GpRO be a pro-
grammable random oracle. Then the IvyAPC protocol UC-realizes the ideal func-
tionality FIvyAPC.

Proof. The security proof is shown in the Appendix §D.6.

D.6 Formal Security Proof

In this subsection, we provide the security proof for Theorem 4. Our proof
strategy is to construct a simulator S that can simulate the behaviors of cor-
rupted in the real world and interact with the functionality FIvyAPC in the ideal



IvyAPC: Auditable Generalized Payment Channels 33

Auditable Payment Channels
Here, we highlight the main differences to the previous generalized channels [5]. We
abbreviate B := γ.otherParty(A) for A ∈ γ.us.

Initialize
Party A upon (init, id)← E:

– Generate a blockchain key pair (pkA, skA), set the accountable assertions key pair
askA := skA and apkA := (pkA, z) and the auxiliary secret information auxkA and
randomly choose ωA ∈ Zq , and send (keyGened, id, apkA, ωA)→ B.

– If (keyGen, id, apkB, ωB)← B, then send (keyGened, id)→ E.

Create
Party A upon (create, id, γ, T A

on .tid)← E:

1) Generate (rA, rA)←GenA and (YA, yA)←GenA and send (createInfo, id, hA,YA)→ B.
2) If (createInfo, id, hB,YB)← B, create [Tfund], [Tcom], and [Tspl]. Else, stop.
3) Compute τA → Assert(askA, auxkA, [Tfund], [Tcom]) and send (Assert− req, id, τA)→ B.
4) If (Asserted− ok, id, τB, ςB)← B for ςB := H(τA||rB), send (clock-Read, id)→ GLedger.

Else, stop.
5) If (clock-Read, id, ts)← GLedger, then set ηA

0 := τA||τB ||ςA||ςB ||ts for ςA := H(τB ||rA),
and send (audit− Info, id, ηA

0 )→ B and (audit-Info, id)→ E. Else, stop.
6) If receive (audit-ok, id)← E, then set [Tc̃om] := {[Tcom], ηA

0 }, and compute
sAcom → pSignskA

([Tc̃om],YB) and sAspl → SignskA
([Tspl]), and send

(createCom, id, sAcom, s
A
spl)→ B. Else, stop.

7) If (createCom, id, sBcom, s
B
spl)← B, verify sBcom, s

B
spl and compute sAfund → SignskA

([Tfund]), and

send (createFund, id, sAfund)→ B. Else, stop.
8) If (createFund, id, sBfund)← B, verify sBfund and compute Tfund := {[Tfund], sAfund, s

B
fund}, and

send (write, id, Tfund)→ GLedger. Else, stop.
9) If Tfund is written on the blockchain within a particular round, compute
Tcom := {[Tc̃om], SignskA ([Tcom]),Adapter(s

B
com, yA)}, Tspl := {[Tspl], s

A
spl, s

B
spl}. Then set

comTX := Tcom and ΓA(id) := (γ, Tfund, (Tcom, rA, hB , YB , sAcom), comTX, Tspl), and send
(created, id)→ E.

Update
Party A upon (update, id, θ)← E:
Parse (γ, Tfund) := Γ (γ.id), and set n := len(γ.ctList) + 1.

1) Generate (hA, rA)←GenA and (YA, yA)←GenA and send (createInfo, id, hA,YA)→ B.

Party B upon (createInfo, id, hA,YA)← A:

2) Generate (hB , rB)←GenB and (YB , yB)←GenB.
3) Extract [Tfund] from ΓB(id), and compute [Tcom], [Tspl].
4) Sign sBspl ← SignskB

([Tspl]), and send (updateInfo, id, hB,YB, s
B
spl)→ A,

(update-req, id, θ, [Tspl].tid)→ E.

Party A upon (updateInfo, id, hB,YB, s
B
spl)← B:

5 Extract [Tfund] from ΓB(id), and compute [Tcom], [Tspl]. If verify VrfypkB
([Tspl], sBspl) = 1,

then send (audit-PreReq, id)→ E. Else, stop.
6) If (audit-PreOK, id)← E, then compute ask′A := ChgSK(askA, n · ωA) and

τA → Assert(ask′A, auxkA, [Tfund], [Tcom]) and send (audit− PreReq, id, τA)→ B.
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Party B upon (audit− PreReq, id, τA)← A:
7) Compute apk′A := ChgPK(apkA, n · ωA) and verify if∑

.V erify(apk′A, τA, [Tfund], [Tcom]) = 1. If yes, compute ask′B := ChgSK(askB, n · ωB) and
τB → Assert(ask′B, auxkB, [Tfund], [Tcom]) and set ςB := H(τA||rB). Else, stop.

8) Send (audit− PreInfo, id, τB, ςB)→ A.
Party A upon (audit− PreInfo, id, τB, ςB)← B:

9) Compute apk′B := ChgPK(apkB, n · ωB) and verify if∑
.V erify(apk′B , τB , [Tfund], [Tcom]) = 1. If it is, send (clock-Read, id)→ GLedger.

10) If receive (clock-Read, id, ts)← GLedger, then set {ηA
0 } := (τA, τB , ςA, ςB , ts) for

ςA := H(τB ||rA), and send (audit− req, id, ηA
0 )→ B and (audit-req, id)→ E. Else, stop.

11) If receive (audit-ok, id)← E, then extract {θ′, ts′} ← GetLatestSt(γ), set
φ := H({ηA

0 }, H(T ′com, ts
′)) for T ′com.in := Tfund and T ′com.out := θ′, and

[Tc̃om] := {[Tcom], φ}. Verify [Tspl]. If it is valid, send (setup, id, [Tspl].tid)→ E. Else, stop.
12) If (setup-ok, id)← E, compute sAcom → pSignskA

([Tc̃om],YB) and sAspl → SignskA
([Tspl]). Send

(updateComA, id, sAcom, s
A
spl)→ B. Else stop.

Party B upon (updateComA, id, sAcom, s
A
spl)← A:

13) Verify sAcom and sAspl. If it is valid, then send (setup-ok, id)→ E. Else stop.
14) If (update-ok, id)← E, pre-sign sBcom → pSignskB

([Tc̃om],YA) and send

(updateComB, id, sBcom)→ A. Else, send (updateNotOK, id, rB)→ A and stop.

Party A:

15) If within a particular round the following cases:
• If receive (updateComB, id, sBcom)← B, verify if pVrfypkB

([Tcom],YA; s
B
com) = 1, send

(update-ok, id)→ E.
• If receive (updateNotOK, id, rB)← A, and ΘA(id) := ΘA(id) ∪ ([Tcom], rB , YB , sAcom)

and stop.
• Else, execute forceClose(id) and stop.

16) If (revoke, id)← E, parse ΓA(id) := (γ, Tfund, (Tcom, rA, hB , YB , sAcom), Tspl), and set
comTX := comTX ∪ (Tfund, ts), where ts is read from GLedger. Then, update
ΓA(id) := (γ, Tfund, (Tcom, rA, hB , YB , sAcom), comTX, Tspl) for Tspl := ([Tspl]; sAspl, s

B
spl) and

Tcom := ([Tc̃om], {SignskA ([Tcom],Adapt(s
B
com), yA)}), and send (revokeA, id, rA)→ B. Else,

execute forceClose(id) and stop.

Party B

17) Parse ΓA(id) := (γ, Tfund, (Tcom, rA, hB , YB , sAcom), comTX, Tspl). If (revokeA, id, rA)← B,
s.t (hA, rA) ∈ R, send (revoke-req, id)→ E. Else, execute forceClose(id) and stop.

18) If (revoke, id)← E, set ΘB(id) := ΘB(id) ∪ ([Tcom], rA, YA, sBcom) and
ΓB(id) := (γ, Tfund, (Tcom, rB , hA, YA, sBcom), comTX, Tspl) for Tspl := ([Tspl]; sAspl, s

B
spl) and

Tcom := ([Tcom], {SignskA ([Tcom],Adapt(s
B
com), yA)}). In the next round, send

(update, id)→ E and stop. Else, execute forceClose(id) and stop.

Fig. 7: The formal specification for the IvyAPC protocol.
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Party A:

19) If (revokeB, id, rB)← B, s.t. (hA, rA) ∈ R then set
ΘA(id) := ΘA(id)∪ ([Tcom], rB , YB , sAcom) and γ.ctList := γ.ctList∪ {Tcom, Tspl, ts} where
ts is read from GLedger. Then, send (updated, id)→ E. Else, execute forceClose(id) and
stop.

Close
Party A upon (close, id)← E:

1) Extract Tfund and Tspl from ΓA(id), and set [Tspl] := GenSplit(Tfund.tid||1, Tspl.out).
2) Compute sAspl → SignskA

([Tspl]) and send (sAspl, id)→ B.

Party B upon (sAspl, id)← A:

3) Verify sAcom. If it is valid, extract Tfund and Tspl from ΓB(id), and set
Tspl := GenSplit(Tfund.tid||1, Tspl.out). Else, execute forceClose(id) and stop.

4) Compute sBspl → SignskB
([Tspl]) and send (sBspl, id)→ A.

Party A upon (sBspl, id)← B:

5) Verify VrfypkB
(Tspl; sBspl) = 1. If it is, set Tspl := (Tspl, {sAspl, s

B
spl}), and send

(write, id, Tspl)→ GLedger. Else, execute forceClose(id) and stop.
6) If Tspl is confirmed by GLedger, then set ΘA(id) := ⊥ and ΓA(id) := ⊥, and send

(close, id)→ E.

Audit
Auditor D upon (audit, id)← E:
Parse (γ, Tfund) := Γ (id). Verify if transaction Tfund is written on GLedger. If not, send
(audit− Rej, id, 0)→ D and (audited, id, 0)→ E. Otherwise, send (audit− Req, id)→ P where
P ∈ {A,B}. Upon (auditTX, id, c̃tList)← P proceeds a follows:

1) Auditor D runs ν = compare(γ.ctList, c̃tList). If ν = 1, D sends (audited, id, 1)→ E.
2) Else, D sends (audited, id, 0)→ E.

Punish
Party A upon (punish, id)← E:
If ΘA(id) ̸= ⊥, then proceed as follows:

1) Parse ΘA(id) := {([Tcom(j)
], r

(j)
B , Y

(j)
B , scom(j)

)}j∈[m] and extract γ from ΓA(id). If there
is a transaction Ton on GLedger for Ton.tid := [Tcom(j)

].tid, then parse the witness as

(sA, sB) := Ton.Witness for VrfypkA
(Ton; sA) = 1, and set y

(i)
B := Ext(sA, s

(i),Y
(i)
B ).

2) Generate a punishment transaction Tpun for Tpun.in := Ton.tid||1 and
Tpun.out := {(γ.cash, σA)}.

3) Sign sy → Sign
y
(i)
B

([Tpun]), sr → Sign
r
(j)
B

([Tpun]), sA → SignskA
([Tpun]). Then, set

[Tpun] := ([Tpun], sy, sr, sA), and send (write, id, Tpun)→ GLedger.
4) If Tpun is confirmed by GLedger within a particular round, then set ΘA(id) := ⊥ and

ΓA(id) := ⊥, and send (punish, id)→ E.

Fig. 8: The formal specification for the IvyAPC protocol.



36 Authors Suppressed Due to Excessive Length

Subprocedures
GetLatestSt(γ) :

– Parse γ.ctList := {θj , tsj}j∈[n] and return {θj , tsj}, where tsj is the maximum
timestamp in the γ.ctList.

Extract(apk, [Tfund], [Tcom], [T ′com], τ, τ
′):

– Verify if
∑

.Verify(apk, [Tfund], [Tcom], τ) = 1 and
∑

.Verify(apk, [Tfund], [T ′com], τ
′) = 1. Else,

return ⊥.
– Compute ask :=

∑
.Extract([Tfund], [Tcom], [T ′com], τ, τ

′) and return ask.

GenFund(T, γ):

– Return [T ], where T .in := T, Tf .out := {(γ.cash,Multi− Sigγ.us)}.

GenCommit([Tfund], (pkA, hA,YA), (pkB, hB,YB), tlock):
Let (c,Multi− SigpkA,pkB

) := Tfund.out[1] and denote:

φ1 := Multi− SigToKey(hB),ToKey(YB),pkA
,

φ2 := Multi− SigToKey(hA),ToKey(YA),pkB
,

φ3 := CheckRelative∆||Multi− SigpkA,pkB
.

(6)

Return [T ], where T .in := Tfund.out||1, T .out := {(c, φ1 ∨ φ2 ∨ φ3)} and set T .tl := tlock if
tlock > now or T .tl := 0 otherwise.

GenSplit(Ton.tid,
−→
θ ):

– Return [T ], where T .in := Ton.tid, Tf .out :=
−→
θ .

forceClose(id): Let (γ,Ffund) := Γ (sid). If Ffund is still unspent on L within a particular round, then
send (Error)→ γ.us and stop. Otherwise, latest in a predefined round,
m ∈ {punished,closed,error} is output via Punish.

Fig. 9: The formal specification for the IvyAPC protocol.
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world, enabling the environment E unable to distinguish whether it is interacting
with A and transacting parties in the real world or S and dummy transacting
parties in the ideal world.

Proof. The security of FIvyAPC relies on the unforgeability of the AAFPK scheme
and the security of adapter signature that has been formally proved in the GC
[5]. Thus, here we only focus on corrupted parties during the generation of audit
trails in the Create, Update, and Audit operation. During the generation of audit
trails, if the environment E can generate an assertion on behalf of an honest
assertor, it represents that we can construct an adversary that can break the
unforgeability of the AAFPK scheme. We can use this restriction to simulate S.
Specifically, the simulated operations for IvyAPC can be described as follows:

Simulator S for creating auditable payment channel. Let a transacting
party A initialize to create a payment channel. We describe the simulation of
S when a transaction party A is honest and the other party B is corrupted as
follows:

– When A sends the channel creation message, if party B does not send a cre-
ate request to functionality FIvyAPC , then check if party B sends channel
creation message createInfo to party A. If yes, S sends channel creation mes-
sage create on behalf of B. Otherwise, stop. Then, S simulates to generate
a revocation public/secret key pair (hA, rA), payment public/secret key pair
(apkA, askA) (used in AAFPK), and send channel creation message back to
party B. Upon receiving channel creation message from B, S generate the
payment body of [Tfund], [Tcom], and [Tspl]. After that, S simulates to gener-
ate an audit trial τ0A with

∑̃
.Assert and send τ0A to B. Upon receiving τ0B , S

verifies τ0B and simulates to generate an exchange proof ς0A. Then S pre-signs
[Tcom] and signs [Tspl] and [Tfund], and exchanges the signatures with party
B.

Simulator S for updating auditable payment channel. Let a transact-
ing party A initialize to update the created payment channel. We describe the
simulation of S with two cases as follows:

– Party A is honest and B is corrupted. If party A sends a update request to
functionality FIvyAPC , then S proceeds to generate payment body of [Tfund],
[Tcom], and [Tspl]. Consider that B is corrupted that B may not respond to
messages upon receiving a request from party A, then honest party A can
send the corresponding message to FIvyAPC on behalf of B. In addition, if A
receives a reject message from B, then A can instruct FIvyAPC to stop the
protocol.
Particularly, when party A generates an assertion τnA and sends an audit pre-
requirement message Assert− req to party B, if A receives pre-requirement
message Assert− ok from B while B does not send assert-PreOK to en-
vironment E , then A can send assert-PreOK to E on behalf of B.
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– Party A is corrupted and B is honest. This situation is similar to the above
simulation procedures, S only simulates the behaviors of party B and re-
spond according to the behaviors of party A. S can behave on half of A to
send a message to FIvyAPC .

Simulator S for auditing auditable payment channel. Let an auditor D
initialize to audit the created payment channel by requiring a list of commitment
transactions from a transaction party A. We describe the simulation of S with
the corrupted party A as follows:

– Upon D sending audit message to FIvyAPC , if A does not respond audit-
related message audited to environment E in particular round while A
sends auditTX to D, then simulator S sends audited on behalf of party A.
According to the instruction of environment E to A in the real world, S
simulates to output the auditing result to D on behalf of party A.
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