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Abstract. Blind signatures, introduced by Chaum (Crypto’82), are a
fundamental cryptographic primitive with various applications such as
e-voting, e-cash, anonymous credentials, and more. Although blind sig-
natures inherently require interaction between both parties, Hanzlik (Eu-
rocrypt’23) introduced the notion of non-interactive blind signatures
(NIBS), which allow signatures on random messages to be issued blindly
without interaction. While Hanzlik’s NIBS constructions are provably se-
cure in the random oracle model, instantiating a provably secure NIBS
in the plain model remains an open problem.
In this paper, we introduce a non-interactive blind signature scheme in
the plain model based on complexity leveraging. The key to our con-
struction is the use of the non-uniform reductions employed by Garg et
al. (Crypto’11), which enables us to instantiate a provably secure NIBS
without relying on a trusted setup.
Furthermore, we investigate whether our construction can avoid the use
of complexity leveraging by applying the idea proposed by Kalai and
Khurana (Crypto’19), wherein complexity leveraging can be replaced
with classical and quantum assumptions. We introduce a weaker blind-
ness notion called non-adaptive blindness and show that this property
allows our construction to avoid using complexity leveraging.
Of independent interest, we provide separation results demonstrating the
existence of a NIBS construction that satisfies nonce blindness but not
recipient blindness, and vice versa. This result implies that any NIBS con-
struction should be proven to satisfy both nonce blindness and recipient
blindness.

Keywords: Blind Signatures · Non-Interactive · Plain Model · Standard
Model · Complexity Leveraging

1 Introduction

Blind signature schemes, introduced by Chaum [13], are a fundamental crypto-
graphic primitive with several applications, such as e-voting [10], e-cash [12,13],
and anonymous credentials [4]. Blind signature schemes can be viewed as an
interactive protocol between a signer, holding a signing key, and a recipient,
holding a message. Informally, the goal of blind signatures is for the user to
obtain a signature from the signer without revealing the content of the message



being signed. As such, blind signatures must satisfy two key security properties:
Blindness, meaning the signer cannot learn the signed message, and Unforge-
ability, meaning the user can only obtain valid signatures through interaction
with the signer.

As described, all existing blind signatures require interaction. However, Han-
zlik introduced a groundbreaking cryptographic protocol called non-interactive
blind signatures (NIBS) for random messages [27]. NIBS eliminates the need for
online interactions. In the NIBS setting, both the signer and the recipient (i.e.,
the user) possess a pair of public and private keys. To create a valid message-
signature pair, the signer creates a presignature on a nonce and the recipient’s
public key3, and the recipient uses their secret key to derive a signature on a
random message from the presignature.

NIBS has the potential to replace interactive blind signatures in applications
where the choice of message is not critical. For instance, Privacy Pass [14, 30]
is a typical application of NIBS (for more details, see [27]). Other applications
of NIBS include e-cash-like payment protocols [29]. Implementing NIBS allows
for batch-issuing and offline issuance via hardware security modules (HSM) or
cold wallets [27]. Given the security incidents at cryptocurrency exchanges, such
as signing key leakage, utilizing NIBS can mitigate these risks through offline
issuance in HSMs or cold wallets.

Hanzlik introduced two instantiations of NIBS schemes [27]: an efficient con-
struction based on structure-preserving signatures of equivalence classes and a
generic construction. Both are provably secure in the random oracle model. How-
ever, the question remains whether it is possible to design a NIBS scheme without
relying on the random oracle model or the common reference string (CRS) model.
Whether a cryptographic protocol requires a trusted setup assumption is a crit-
ical consideration since, in the trusted setup model, if an authority introduces a
backdoor, security can no longer be guaranteed.

To explore NIBS schemes without any trusted setup, we first examine the
existing round-optimal (interactive) blind signatures that do not require such
setups. Fischlin and Schröder showed that under certain conditions, it is im-
possible to construct a three-move blind signature from falsifiable assumptions
without any trusted setup [17]. However, Garg et al. demonstrated a round-
optimal blind signature without any trusted setup by using complexity lever-
aging and non-uniform reductions [21]4. Complexity leveraging refers to a type
of reduction in which the reduction algorithm has more computational power
than the adversary, and non-uniform reductions allow the algorithm to perform
unbounded computation before it is given the problem instance (further details
will be provided later).

In more recent work, Katsumata et al. demonstrated that it is possible to con-
struct a round-optimal blind signature without relying on complexity leveraging,

3 In the PKI model, the recipient never needs to send their public key, allowing them
to create a valid message-signature pair without interaction.

4 This does not contradict the impossibility result by Fischlin and Schröder [17], as it
relies on complexity leveraging.
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by employing both classical and quantum polynomial-time algorithms [32], build-
ing on the ideas of Kalai and Khurana [31]. Intuitively, their approach replaces
super-polynomial security with quantum polynomial-time security, allowing the
construction of round-optimal blind signatures in the plain model without using
complexity leveraging.

Complexity Leveraging and Non-Uniform Reduction Complexity lever-
aging exploits the gap between the computational power of an adversary and that
of the reduction algorithm in security proofs. To create this gap, the building
blocks must provide super-polynomial-time security. This allows the reduction
algorithm—operating in super-polynomial time—to extract information from
the adversary, who is constrained to polynomial time, thereby reducing the se-
curity proof to a cryptographic hard problem. Using this approach, Pass [34]
introduced a two-move zero-knowledge argument system, which surpasses the
barrier posed by the impossibility result by Goldreich and Oren [23]. Using this
approach, Pass [34] introduced a two-move zero-knowledge argument system that
surpasses the barrier posed by the impossibility result of Goldreich and Oren [23].
Subsequently, several protocols have been instantiated using complexity lever-
aging [9, 11,19–21,31,32].

Non-uniform reduction algorithms can be intuitively regarded as P/poly-
machines. More specifically, in this setting, reduction algorithms are treated
as two-stage processes: the pre-computation phase and the online phase. In the
pre-computation phase, the reduction algorithm takes the security parameter
as input and, using unbounded computational power, computes a polynomial-
length advice string. In the online phase, the reduction algorithm takes the
problem instance along with the advice string as input and attempts to solve
the problem in polynomial time. Both Garg et al. [21] and Katsumata et al. [32]
constructed round-optimal blind signatures in the plain model using this non-
uniform reduction approach.

1.1 Our Result

In this paper, we present a non-interactive blind signature (NIBS) scheme in the
plain model. Our construction relies on complexity leveraging. Unlike previous
schemes [3, 27], our construction does not require any setup assumptions, such
as a common reference string or random oracle. Additionally, its security does
not rely on interactive assumptions.

Furthermore, we explore whether our construction can avoid relying on com-
plexity leveraging. Specifically, we investigate the possibility of constructing a
NIBS scheme using a combination of classical and quantum hardness assump-
tions [31, 32].While complexity leveraging necessitates a gap between the com-
putational power of the adversary and the reduction algorithm in the secu-
rity proof—requiring large parameters for the underlying building blocks—using
both classical and quantum hardness assumptions can improve the overall ef-
ficiency of our construction. However, we observe that Hanzlik’s blindness def-
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inition does not straightforwardly accommodate such techniques in our con-
struction. On the other hand, a weaker notion of blindness, which we refer to
as non-adaptive blindness, does allow these techniques to be applied. Further
details are provided in Section 4.

Additionally, we analyze the distinction between two types of blindness defi-
nitions: recipient blindness and nonce blindness. A reader might wonder whether
every scheme that satisfies recipient blindness also satisfies nonce blindness, or
vice versa. To address this question, we present separation results demonstrating
the existence of a NIBS scheme that satisfies nonce blindness but not recipient
blindness, and vice versa. These findings suggest that any NIBS construction
should be proven to satisfy both nonce blindness and recipient blindness. More
details can be found in Section 2.1.

1.2 Technical Overview

Constructing NIBS in the plain model We provide an overview of our con-
struction. Our main contribution is the demonstration of the NIBS scheme in
the plain model. Unlike Hanzlik’s construction [27], our scheme does not rely on
trusted setup assumptions, such as the random oracle model or the CRS model.
To better understand our construction, we revisit the generic NIBS scheme pro-
posed by Hanzlik [27]. In the key generation phase, the signer generates a stan-
dard signature key pair (spk, ssk) while the recipient generates a verifiable ran-
dom function (VRF) key pair (vpk, vsk). During the issuance phase, the signer
creates a digital signature psig on both a nonce nonce and the recipient’s pub-
lic key vpk, resulting in a presignature. In the obtaining phase, the recipient
evaluates the VRF on the nonce nonce to obtain a message m, and then creates
a dual-mode witness indistinguishable proof (DMWI) [26] π, using a common
reference string Hcrs(0), where Hcrs is treated as a random oracle. The proof π
demonstrates one of the following:

– the presignature psig is a standard digital signature on (nonce, vpk) and the
message m is a result of the VRF evaluation,

or

– the random oracle value Hcrs(1) acts as a common reference string in binding
mode.

An honest recipient proves the first case, while in a security reduction, the latter
case is demonstrated by programming the random oracle Hcrs. The recipient thus
obtains the NIBS message-signature pair (m, π). In the verification phase, the
verifier checks whether the proof π is valid.

Next, we review the security proof strategy for Hanzlik’s generic construc-
tion. To prove the one-more unforgeability of the scheme, we need to construct
a reduction that uses an adversary against one-more unforgeability to compute
a forgery for the underlying standard signature scheme. This reduction requires
programming the random oracle Hcrs in such a way that it can extract the wit-
ness from the DMWI proofs computed by the adversary, which implies that the
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common reference string Hcrs(0) needs to be in binding mode. On the other hand,
to prove the blindness of the scheme, we need to simulate DMWI proofs with-
out a witness used by an honest prover (i.e., the latter case mentioned above).
This requires programming the common reference string Hcrs(1) to be in binding
mode.

Thus, Hanzlik’s generic construction relies on a ’trapdoor’ to simulate the
DMWI proof within the security proof, necessitating a trusted setup, such as the
common random string model or the random oracle model. However, to achieve
a NIBS scheme in the plain model, we cannot rely on these trusted setups. This
means that we can no longer extract the witness for the proof (in the one-more
unforgeability proof) or simulate the proof (in the blindness proof).

To address this challenge, we employ complexity leveraging. Specifically, the
signer and recipient exchange a ’trapdoor’ with one another. Then, reductions
running in super-polynomial time extract the trapdoor, enabling us to prove
the security of the underlying schemes. In other words, these trapdoors allow
the reduction in the one-more unforgeability proof to extract signatures from
the underlying scheme, and the reduction in the blindness proof to simulate
message-signature pairs for the adversary.

Let us introduce the idea of our construction based on the above strategy.
In the key generation phase, a singer samples a random value y ← {0, 1}λ as
well as a standard signature key pair (spk, ssk), setting ((spk, y), ssk) as a signer’s
key pair. (Why we require the signer’s public key to include this random value
y is described later.) Meanwhile, a recipient samples a secret key R ← {0, 1}λ
for a pseudorandom function F and computes a commitment to R5; i.e., rpk←
Com(R; rrpk) as a recipient’s public key, where rrpk is a randomness.

In the issue phase, the signer creates a standard digital signature psig on
a nonce nonce and recipient’s public key rpk to receive a presignature as in
Hanzlik’s construction. In the obtaining phase, the recipient evaluates the pseu-
dorandom function F on input nonce to receive a message m. It also computes
the following two commitments:

1. com(0) ← Com′((nonce, rpk, psig); r(0))

2. com(1) ← Com′(0; r(1)),

where r(0) and r(1) are randomness for the commitments. Note that commitments
Com and Com′ are not identical, which reason we will describe later.

5 Since VRF can be constructed in the plain model [24], even if we use a verifiable
random function as a building block as in Hanzlik’s construction then we can obtain
NIBS in the plain model. However, we instead use a non-interactive commitment
scheme and a pseudorandom function, which enables us to obtain a simpler and
more general scheme.
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Furthermore, it creates a non-interactive witness indistinguishable proof (NIWI)6
π [6, 15], which proves one of the following:

– The recipient’s public key rpk is committed to the secret key R for the
pseudorandom function F ,

– The presignature psig is a standard digital signature on (nonce, rpk),
– The message m is the result of evaluating FR on input nonce with R, and
– com(0) is committed to (nonce, rpk, psig),

or

– com(1) is committed to a preimage a such that y = f(a) holds.

An honest recipient proves the former case, while the reduction in the security
proof for blindness proves the latter case. Specifically, in the one-more unforge-
ability proof, the reduction, which aims to break the unforgeability of the under-
lying signature scheme, extracts a valid message-signature pair (nonce, rpk, psig)
from the commitment com(0) as a forgery by running in super-polynomial time
T · poly(λ). Here, note that the hardness of the one-way function f ensures that
the adversary running inside the reduction cannot create a proof for the latter
case. In the blindness proof, the reduction, running in super-polynomial time
T ′ · poly(λ), extracts a value a from y such that f(a) = y, which allows us to
create a NIWI proof proving the latter case.

However, this strategy presents a challenge. Suppose the one-way function f
is super-polynomial-time T · poly(λ) secure, and the commitment scheme Com′

is super-polynomial T ′ · poly(λ)-time secure. We observe a contradiction: On
one hand, T and T ′ must satisfy T > T ′, as the one-more unforgeability proof
requires the reduction to extract a preimage for f from the commitment com(1).
On the other hand, T and T ′ must satisfy T < T ′, as the blindness proof requires
the reduction to invert y = f(a) from the signer’s public key to simulate a NIWI
proof.

To address this conflicting requirement, we turn to the non-uniform setting,
as observed by [20, 21, 32]. In the non-uniform setting, reduction algorithms are
viewed as two-stage processes. In the pre-computation phase, the reduction al-
gorithm takes the security parameter as input and, using unbounded computa-
tional power, generates an advice string of polynomial length. Then, in the online
phase, the reduction algorithm uses this advice string, along with the problem
instance, to solve the problem in polynomial time.

Revisiting the strategy under the assumption that T < T ′7, the one-more
unforgeability holds since T < T ′. Meanwhile, in the blindness game, the pre-
computation phase of the non-uniform reduction algorithm inverts y = f(a) and
6 NIWI can be constructed from NIZK proofs and derandomization assumptions [6,

15], from bilinear pairings [25] and indistinguishablity obfuscation [8]. NIWI is a
powerful tool for constructing several cryptographic protocols in the plain model
(e.g., verifiable random functions [24] and ring signatures [2]) as NIWI does not
require a trusted setup assumption.

7 Indeed, the commitment scheme Com′ only needs to be poly(λ)-secure.
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outputs a as an advice string. In the online phase, given the problem instance
and the advice string a, the algorithm can generate a NIWI proof demonstrating
knowledge of the preimage a, meaning that the reduction can simulates the NIWI
proof under the assumption that T < T ′ (not T > T ′).

Avoiding complexity leveraging As discussed earlier, complexity leveraging
exploits a gap between computational power of an adversary and that of the
reduction. To create this gap, certain building blocks of the protocol must be
secure against super-polynomial-time adversaries. This requirement necessitates
large parameters, which negatively impact overall efficiency. To address this is-
sue, Kalai and Khurana [31] replace complexity leveraging with classical and
quantum assumptions. This approach eliminates the need for super-polynomial-
time secure primitives, significantly improving efficiency. Indeed, Katsumata et
al. [32] applies this idea to a round optimal blind signature in the plain model
from standard (polynomial-time) assumptions.

Can we simply replace complexity leveraging with classical and quantum
assumptions in the NIBS scheme discussed above? Unfortunately, this direct
replacement does not work, as our protocol requires three security levels of un-
derlying primitives (since T < T ′) whereas Kalai and Khurana’s approach [31]
requires only two security levels to achieve the replacement. To overcome this
obstacle, we introduce a weaker blindness notion that allows the NIBS scheme
to incorporate Kalai and Khurana’s idea [31]. Intuitively, this weaker definition
forces adversaries to fix the signer’s public key before receiving the recipient’s
public key. As a result, the scheme no longer requires T < T ′, meaning that it
suffices to set T ′ = poly(λ). This adjustment enables us to replace complexity
leverainging with classical and quantum assumptions.

Separation Results ntuitively, recipient blindness ensures that a given message-
signature pair cannot be linked to any particular recipient. Meanwhile, nonce
blindness ensures that a message-signature pair cannot be linked to any pres-
ignatures issued to a particular recipient, allowing the signer to issue multiple
presignatures per user.

It is evident that every NIBS scheme should satisfy Both blindness property.
However, an important question arises: we have one question: Does satisfying one
blindness property necessarily imply satisfaction of the other? In other words,
does a NIBS scheme with recipient blindness always satisfy nonce blindness, and
vice versa? We answer this question by showing for each blindness property,
there exists NIBS scheme which satisfies one but not the other (Theorem 1
and Theorem 2). Specifically, constructing a scheme with nonce blindness but
not recipient blindness is straightforward—if a signature includes the recipient’s
public key, it can always be linked to the recipient, but this does not affect
nonce blindness. However, constructing a scheme that satisfies recipient blindness
but not nonce blindness requires more ingenuity. Our key idea is intuitively
to incorporate a (one-time) ciphertext c that encrypts the nonce, defined as
c := rsk+nonce, into the signature. This allows adversaries in the nonce blindness
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game to obtain two (one-time) ciphertexts, from which they can extract the
nonce information.

Meanwhile, this adjustment does not compromise the recipient blindness of
the scheme, since different recipients typically have distinct secret keys. As a
result, the (one-time) ciphertexts perfectly conceal nonce information from ad-
versaries in the recipient blindness game.

1.3 Related Work

Non-interactive blind signatures Hanzlik [27] introduced two NIBS schemes
in the random oracle model: an efficient construction based on structure-preserving
signatures on equivalence classes (SPS-EQ) [18] and a generic construction.

Hanzlik’s efficient construction is pairing-based, meaning it does not pro-
vide post-quantum security. In contrast, Baldimtsi et al. introduced an effi-
cient lattice-based construction [3]. Additionally, they examined the definitional
framework proposed by Hanzlik [27] and introduced a stronger blindness defini-
tion for NIBS, allowing an adversary to issue Obtain queries, which grant oracle
access to the recipient’s secret key. Both Hanzlik’s schemes and Baldimtsi et al.’s
construction are provably secure in the random oracle model. Currently, there
is no NIBS scheme in the plain model.

Round-optimal blind signatures A round-optimal blind signature is a two-
move protocol in which the user and signer each send one message to the other.
Although many round-optimal blind signatures have been proposed [1, 7, 13, 16,
20,28,32,33,36], all existing schemes rely on random oracles, setup assumptions,
interactive assumptions, or complexity leveraging. Indeed, several impossibil-
ity results exist for constructing round-optimal blind signatures in the plain
model [5, 17, 35]. In particular, Fischlin and Schröder discovered a surprising
result: three-move schemes cannot be constructed from non-interactive assump-
tions under certain conditions [17].

Since NIBS can be regarded as a two-move protocol, one might expect these
impossibility results to apply to NIBS as well. However, unlike standard blind
signatures, in NIBS, the message depends on the nonce chosen by the signer and
the recipient’s secret key. Therefore, as discussed in [27], whether it is possi-
ble to construct NIBS in the plain model remains unclear and requires further
investigation.

2 Preliminaries

The security parameter is λ ∈ Z. All algorithms receive λ implicitly as input.
We denote the first N natural numbers by [N ] := {1, · · · , N}. For a finite set S,
we write x← S if x is sampled uniformly at random from S. For a probabilistic
algorithm A, we write y ← A(x) if y is output from A on input x with uniformly
sampled initialized randomness. We write y ← A(x; ρ) to make the initialized
randomness ρ explicit, and y ∈ A(x) means that y is a possible output of A(x).
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We also write AO(x) if A can access O. We say that a function f : N → R+

is negligible in its input n, denoted by f(n) = negl(n), if f ∈ n−ω(1). We use
PPT and QPT to mean classical probabilistic polynomial time and quantum
polynomial time.

In this section, we formally define non-interactive blind signatures (NIBS).
Definitions of other cryptographic primitives can be found in Appendix A.

2.1 Non-Interactive Blind Signature

We introduce NIBS schemes as proposed by Hanzlik [27].

Definition 1. A non-interactive blind signature NIBS = (KeyGen,RKeyGen,
Issue,Obtain,Verify) consists of the following PPT algorithms:

KeyGen(λ): On input a security parameter λ, it outputs a signer’s key pair
(pk, sk).We assume that pk defines a nonce space Npk implicitly.

RKeyGen(λ): On input a security parameter λ, it outputs a recipient’s key pair
(rpk, rsk).

Issue(pk, sk, rpk, nonce): On input a signer’s key pair (pk, sk) a recipient’s public
key rpk, and a nonce nonce, it outputs a presignature psig.

Obtain(pk, rpk, rsk, nonce, psig): On input a signer’s public key, a recipient’s key
pair (rpk, rsk), a nonce nonce, and a presignature psig, it outputs a valid
message-signature pair (m, sig) or ⊥.

Verify(pk,m, sig): On input a signer’s public key pk and a message-signature pair
(m, sig), it outputs a bit b.

We require that NIBS meets the following three properties: completeness, one-
more unforgeability, and blindness:

Completeness. We say that NIBS satisfies completeness if for all (pk, sk) ∈
KeyGen(λ), all (rpk, rsk) ∈ RKeyGen(λ) and all nonce ∈ Npk, it holds that

Pr

[
Verify(pk,m, sig) = 1

∣∣∣∣ psig← Issue(pk, sk, rpk, nonce);
(m, sig)← Obtain(pk, rpk, rsk, nonce, psig)

]
= 1

One-More Unforgeability. For an algorithm A, we consider the following
game ℓ-OMUFA

NIBS(λ):
1. The game samples key pair (pk, sk)← Gen(λ).
2. Let O be an oracle inputting a recipient key rpk and a nonce nonce out-

putting presignature psig← Issue(pk, sk, rpk, nonce). The game runs

((m1, sig1), (m2, sig2), · · · , (mk, sigk))← AO(pk),

where A can query O in an arbitrarily interleaved way and complete at
most ℓ = ℓ(λ) of the interactions with O.
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3. The game outputs 1 if for all i ∈ [k], mi are distinct, A complete at
most k − 1 interactions with O and it holds that Verify(pk,mi, sigi) = 1;
otherwise, it outputs 0.

We say that NIBS is ℓ-one-more unforgeable if for all PPT algorithm A, the
following advantage is negligible:

Pr
[
ℓ-OMUFA

NIBS(λ) = 1
]
.

Moreover, we say that NIBS is one-more unforgeable if it is ℓ-one-more un-
forgeable for ℓ = poly(λ).

Blindness. We define two blindness properties: recipient blindness and nonce
blindness.
Recipient Blindness. For an algorithms Srbnd, we consider the following

game RBNDSrbnd

NIBS(λ) :
1. The game flips random bit b← {0, 1} and samples (rpk0, rsk0), (rpk1, rsk1)
← RKeyGen(λ). It then runs

(pk, nonce0, psig0, nonce1, psig1,St)← Srbnd(issue, rpk0, rpk1).

2. The game computes

(m0, sig0)← Obtain(pk, rpk0, rsk0, nonce0, psig0) and
(m1, sig1)← Obtain(pk, rpk1, rsk1, nonce1, psig1).

If (m0, sig0) ̸=⊥ or (m1, sig1) ̸=⊥ then it sets (m0, sig0) :=⊥ and
(m1, sig1) :=⊥

3. The game runs

b′ ← Srbnd(guess,St,mb, sigb,m1−b, sig1−b).

It finally outputs 1 if b = b′;otherwise, it outputs 0.
We say that NIBS satisfies recipient blindness if for all PPT algorithm
Srbnd the following advantage is negligible:

2Pr[RBNDSrbnd

NIBS(λ) = 1]− 1.

Nonce Blindness. For an algorithm Snbnd, we consider the following game
NBNDSnbnd

NIBS(λ) :
1. The game flips random bit b ← {0, 1} and samples (rpk, rsk) ←

RKeyGen(λ). It then runs

(pk, nonce0, psig0, nonce1, psig1,St)← Snbnd(issue, rpk).

2. The game computes

(m0, sig0)← Obtain(pk, rpk, rsk, nonce0, psig0) and
(m1, sig1)← Obtain(pk, rpk, rsk, nonce1, psig1).

If (m0, sig0) ̸=⊥ or (m1, sig1) ̸=⊥. then it sets (m0, sig0) :=⊥ and
(m1, sig1) :=⊥
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3. The game runs

b′ ← Snbnd(guess,St,mb, sigb,m1−b, sig1−b).

It finally outputs 1 if b = b′; otherwise, it outputs 0.
We say that NIBS satisfies nonce blindness if for all PPT algorithm Snbnd,
the following advantage is negligible:

2Pr[NBNDSnbnd

NIBS(λ) = 1]− 1.

In this paper, we provide separation results between recipient blindness and
nonce blindness. Specifically, Theorem 1 demonstrates the existence of a NIBS
scheme that satisfies nonce blindness but not recipient blindness, while Theo-
rem 2 shows the existence of a scheme that satisfies recipient blindness but not
nonce blindness. The full proofs can be found in Appendix B.

Theorem 1. If there exists a NIBS scheme which satisfies nonce blindness and
one-more unforgeability, then there exists a scheme which satisfies these same
properties but which does not satisfies recipient blindness.

Theorem 2. If there exists a NIBS scheme which satisfies recipient blindness
and one-more unforgeability, then there exists a scheme which satisfies these
same properties but which does not satisfies nonce blindness.

3 Our Construction

In this section, we provide a NIBS scheme in the plain model from complexity
leveraging. Fix two super-polynomial functions T1 and T2 such that T1 < T2.
Our construction relies on the following building blocks:

– f : {0, 1}λ → {0, 1}λ is an one-way permutation with T1-one-wayness and
T2-invertible

– SIG = (Gen,Sign,Verify) is a digital signature scheme with T1-EUF-CMA
security.

– Com is a non-interactive perfect binding commitment with T2-hiding.
– Com′ is a non-interactive perfect binding commitment with hiding against

non-uniform PPT adversaries and T1-extractability.
– FR : {0, 1}λ → {0, 1}λ is a pseudorandom function with pseudorandomness

against non-uniform PPT adversaries.
– NIWI = (Prove,Verify) is a non-interactive witness-indistinguishability proof

system for the language L with witness-indistinguishability against non-
uniform PPT adversaries.

Let us define the following NP language L:

L = {(m, pk = (spk, y), com(0), com(1)) | (m, spk, com(0)) ∈ L0 ∨ (y, com(1)) ∈ L1},
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where

L0 := {(m, spk, com(0)) | ∃(nonce, rpk, psig, R, rrpk, r
(0)), SIG.Verify(spk, (nonce, rpk), psig) = 1

∧ rpk = Com(R; rrpk)

∧m = FR(nonce)

∧ com(0) = Com((nonce, rpk, psig); r(0))}

and

L1 :=
{
(y, com(1))

∣∣∣∃(a, r(1)), y = f(a) ∧ com(1) = Com(a; r(1))
}
.

Then our scheme NIBS = (KeyGen,RKeyGen, Issue,Obtain,Verify) is described
as follows:

KeyGen(λ):
1. (spk, ssk)← SIG.Gen(1λ);
2. y ← {0, 1}λ;
3. pk := (spk, y); sk := (spk, ssk);
4. Output (pk, sk);

RKeyGen(λ):
1. R← {0, 1}λ; rrpk ← {0, 1}λ;
2. rpk← Com(R; rrpk); rsk := (R, rrpk);
3. Output (rpk, rsk);

Issue(sk, rpk, nonce):
1. (spk, ssk) := sk;
2. psig← SIG.Sign(ssk, (nonce, rpk));
3. Output psig;

Obtain(pk, rpk, rsk, nonce, psig):
1. (R, rrpk) := rsk;
2. If SIG.Verify(spk, (nonce, rpk), psig) = 0, then output ⊥;
3. m← FR(nonce); r(0), r(1) ← {0, 1}λ;
4. com(0) ← Com′((nonce, rpk, psig); r(0)); com(1) ← Com′(0; r(1));
5. x := (m, pk, com(0), com(1)); w := (nonce, rpk, psig, R, rrpk, r

(0));
6. π ← NIWI.Prove(x,w);
7. sig← (com(0), com(1), π);
8. Output message-signature pair (m, sig);

Verify(pk, (m, sig)):

1. (com(0), com(1), π) := sig;
2. x := (m, pk, com(0), com(1));
3. Output NIWI.Verify(x, π).

12



3.1 Security

We show that our construction satisfies one-more unforgeability, recipient blind-
ness, and nonce blindness. Within all proofs, we assume that T1 < T2. The full
proof can be found in Appendix C.

Theorem 3. Our scheme satisfies one-more-unforgeability assuming that the
signature scheme SIG satisfies T1-EUF-CMA security, one-way permutation f
satisfies T1-one-wayness, non-interactive witness indistinguishable proof system
NIWI satisfies perfect soundness, and the perfect binding commitment scheme
Com′ is T1-extractable.

Theorem 4. Our scheme satisfies recipient blindness assuming the commitment
scheme Com satisfies T2-hiding and the non-interactive indistinguishable proof
system NIWI satisfies witness-indistinguishability against non-uniform PPT ad-
versaries, the one-way permutation f satisfies T2-invertible and F is pseudoran-
dom against non-uniform PPT adversaries.

Theorem 5. Our scheme satisfies nonce blindness assuming the commitment
scheme Com satisfies T2-hiding and the non-interactive indistinguishable proof
system NIWI satisfies witness-indistinguishability against non-uniform PPT ad-
versaries, the one-way permutation f satisfies T2-invertible and F is pseudoran-
dom against non-uniform PPT adversaries.

4 Observations

Constructing NIBS from Classical and Quantum Hardness Assump-
tions Complexity leveraging requires a gap between the computational power
of the adversary and the reduction algorithm in security proofs, necessitating
large parameters for the building blocks. These large parameters reduce over-
all efficiency. To address this issue, Kalai and Khurana [31] suggest replacing
complexity leveraging with quantum supremacy, converting super-polynomial
hardness assumptions into quantum polynomial hardness. This approach allows
the building blocks to avoid large parameters. Using this idea, Katsumata et
al. [32] introduced a round-optimal blind signature in the plain model. This
naturally raises the question:

Can the super-polynomial hardness assumptions in our construction be
replaced with quantum polynomial hardness assumptions?

Unfortunately, this approach is not feasible in our case. Our security proof
relies on complexity leveraging at two distinct points—T1-hardness and T2-
hardness—requiring three levels of security for the underlying primitives. In con-
trast, combining classical and quantum polynomial hardness can provide only
two security levels.

While prior work [32] encountered a similar obstacle, they skillfully avoided it
using non-uniform reductions. Could this idea apply to our construction? Unfor-
tunately, it does not. In the NIBS blindness game, adversaries receive the recipi-
ent’s public key from the game before outputting any messages. This means that

13



non-uniform reductions cannot extract meaningful information during the pre-
computation phase, as the recipient’s public key, a problem instance, is required
in the pre-computation phase (refer to Claim7 in the proof of Theorem 4). In
contrast, in the blindness game for standard blind signatures, the adversary must
first output the signer’s public key before receiving any messages, allowing non-
uniform reductions to extract useful information in the pre-computation phase
without needing the problem instance. This distinction allows the construction
in [32] to achieve security in the plain model.

We now consider how Hanzlik’s blindness definition needs to be weakened
to achieve security in the plain model from classical and quantum hardness
assumptions. The main obstacle in the case of NIBS is that the adversary in the
blindness game receives the recipient’s public key before outputting the signer’s
public key. A natural solution is to modify the game such that the adversary
must first output the signer’s public key before receiving the recipient’s public
key. Based on this idea, we introduce a weaker blindness definition called non-
adaptive blindness, with the formal definition provided in Appendix D. This
non-adaptive blindness property allows us to extract useful information from the
signer’s public key during the pre-computation phase (as referenced in Claim7
in the non-adaptive recipient blindness proof of Theorem 7), enabling us to
overcome the challenge above.

4.1 Construction

We present a NIBS scheme with non-adaptive blindness from classical and quan-
tum hardness assumptions. The construction remains the same as the one in-
troduced in Section 3, except for the underlying primitive, which is defined as
follows:

– f : {0, 1}λ → {0, 1}λ is an one-way permutation against QPT adversaries.
– SIG = (Gen,Sign,Verify) is a digital signature scheme with EUF-CMA security

against QPT adversaries.
– Com is a non-interactive perfect binding commitment with computational

hiding against non-uniform PPT adversaries.
– Com′ is a non-interactive perfect binding commitment with computationally

hiding against non-uniform PPT adversaries and QPT-extractability.
– FR : {0, 1}λ → {0, 1}λ is a pseudorandom function with pseudorandomness

against non-uniform PPT adversaries.
– NIWI = (Prove,Verify) is a non-interactive witness-indistinguishability proof

system for the language L with witness-indistinguishability against non-
uniform PPT adversaries.

Security The full proof can be found in Appendix D.
Theorem 6. Our scheme satisfies one-more-unforgeability assuming that the
signature scheme SIG satisfies EUF-CMA against QPT adversaries, one-way per-
mutation f satisfies one-wayness against QPT adversaries, non-interactive wit-
ness indistinguishable proof system NIWI satisfies perfect soundness, and the
perfect binding commitment scheme Com′ is QPT-extractable.
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Theorem 7. Our scheme satisfies non-adaptive blindness assuming the com-
mitment scheme Com satisfies computational hiding and the non-interactive in-
distinguishable proof system NIWI satisfies witness-indistinguishability against
non-uniform PPT adversaries, the function f is a permutation and F is pseu-
dorandom against non-uniform PPT adversaries.

5 Conclusions and Open Problems

In this paper, we introduced a non-interactive blind signature (NIBS) scheme in
the plain model. The core of our construction relies on complexity leveraging
and non-uniform reductions [21], which allow us to extract useful information
from adversaries without the need for a trusted setup. Additionally, we explored
whether our construction could avoid complexity leveraging by utilizing both
classical and quantum assumptions [31, 32]. To achieve this, we introduced a
weaker blindness notion, called non-adaptive blindness, which enables our con-
struction to bypass complexity leveraging.

Of independent interest, we provide separation results that demonstrate the
existence of a NIBS construction satisfying nonce blindness but not recipient
blindness, and vice versa. This result suggests that any NIBS construction should
be proved to satisfy both nonce blindness and recipient blindness.

We leave open the question of whether it is possible to construct NIBS
schemes with basic (not weaker) blindness, as introduced by Hanzlik [27], in the
plain model using classical and quantum assumptions. Unlike standard blind
signatures, the basic blindness of NIBS schemes requires adversaries to output
their own signer’s public key before receiving the recipient’s public key, which
prevents the approach used for constructing round-optimal blind signatures in
the plain model [32] from being applied to NIBS. Overcoming this obstacle seems
to be a significant challenge. We also leave as an open problem whether NIBS
schemes with the stronger blindness introduced in [3] can be constructed in the
plain model using complexity leveraging.
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Appendix

A Formal Definitions of Cryptographic Primitives

A.1 One-Way Permutations

Definition 2. We say that a permutation f : {0, 1}λ → {0, 1}λ is one-way
if for all non-uniform PPT adversaries, the following advantage Advow

f,A(λ) is
negligible in λ:

Pr
[
f(x′) = y |x← {0, 1}λ;x′ ← A(f(x))

]
= negl(λ).

Further, we say that f is T -one-way if it is one-way against non-uniform adver-
saries running in time T · poly(λ).

Moreover, we require the permutation to be invertible after a certain time.

Definition 3. A permutation f is T -invertible if there exists an PPT algorithm
A running in time T · poly(λ) such that for any x ∈ {0, 1}λ, it holds that

Pr[x = x′ |x′ ← A(f(x))] = 1− negl(λ).

A.2 Pseudorandom Functions

Definition 4. We say that a function FR : {0, 1}λ → {0, 1}λ is pseudorandom

if for all non-uniform PPT adversaries A, the following advantage Advprf
F,A(λ)

is negligible in λ:∣∣∣Pr[AFR(·)(λ) = 1]− Pr[Af(·)(λ) = 1]
∣∣∣ = negl(λ),

where R← {0, 1}λ and f is chosen uniformly at random from the set of functions
mapping λ-bit strings to λ-bit strings.
Further, we say that F is T -invertible if it is inveritble against adversaries running
in time T · poly(λ).

A.3 Digital Signature Scheme

Definition 5. A signature scheme SIG consists of the following PPT algorithms:

Gen(λ): Takes as input the security parameter λ and outputs a key pair of veri-
fication and signing keys (spk, ssk).

Sign(ssk,m): Takes as input a signing key ssk and a message m and outputs a
signature σ.

Verify(spk,m, σ): Takes as input a verification key spk, a message m, and a sig-
nature σ and outputs either 0 or 1.

We require the following properties of a signature scheme.
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Correctness: If for every security parameter κ, every message m, it hold that

Pr[Verify(spk,m, σ) = 1 | (spk, ssk)← Gen(λ);σ ← Sign(ssk,m)] = 1

EUF-CMA security: We say that a signature scheme SIG satisfies EUF-CMA
security if for all non-uniform PPT (or QPT) adversaries A, the advantage
in the following game EUFCMA

SIG,A(λ) is negligible in λ:
1. The game samples a pair of verification and signing keys (spk, ssk) ←

Gen(λ) and provides spk to A.
2. A is allowed to make signing queries of the message m, upon which the

game returns σ ← Sign(ssk,m).
3. Once A outputs as a forgery (m∗, σ∗), the game checks if m∗ was not

queried in a signing query and if it holds that Verify(spk,m, σ) = 1. If
so, it outputs 1, otherwise 0.

The advantage of A is defined as:

Adveuf-cma
SIG,A (λ) = Pr[EUFCMA

SIG,A(λ) = 1].

Further, we say that SIG is T -EUF-CMA secure if it satisfies EUF-CMA security
against adversaries running in time T · poly(λ).

A.4 Non-interactive Commitment Schemes

Definition 6. A non-interactive commitment scheme Com takes as input a mes-
sage m ∈ {0, 1}λ and a randomness r ∈ {0, 1}λ, outputting a commitment com;
i.e., com← Com(m; r).

We require that Com meets the following properties.

Perfect Binding: There exists no values (m, r,m′, r′) such that m ̸= m′ and
Com(m; r) = Com(m′; r′)

Computational Hiding: For all non-uniform PPT (or QPT) adversaries A,
the following advantage Advhiding

Com,A(λ) is negligible in λ:

2Pr

b = b′

∣∣∣∣∣∣
(m0,m1)← A(λ); b← {0, 1};
r← {0, 1}λ; com← Com(mb; r)

b′ ← A(com)

− 1 = negl(λ).

Further, we say that Com satisfies T -hiding if it satisfies computational hiding
against adversaries running in time T · poly(λ).

Moreover, we require the commitments to be extractable after a certain time.
i.e., there exists an algorithm that takes as input a commitment and outputs the
contained message. More formally:

Definition 7. We say that a commitment scheme Com is T−extractable if there
exists an PPT algorithm A running in time T ·poly(λ) such that for any message
m ∈ {0, 1}λ and randomness r ∈ {0, 1}λ,

Pr[m = m′ | com← Com(m; r);m′ ← A(com)] = 1− negl(λ).

Additionally, we say that Com is QPT-extractable if there exists such a QPT
algorithm A.
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Non-interactive prefect binding commitment schemes can be constructed from
any injective one-way function via the Goldreich-Levin hardcore bit [22].

A.5 Non-Interactive Witness-Indistinguishability Proof Systems

Let L be an NP language with a relation R, where for (x,w) ∈ R we call x a
statement and w a witness, i.e., L = {x | ∃w : (x,w) ∈ R}.

Definition 8. Let LR be an NP language with associated relation R. A non-
interactive witness-indistinguishable proof system NIWI for language LR consists
of the following PPT algorithm:

Prove(λ, x, w): takes as input a security parameter λ, a statement x, and a wit-
ness w and outputs a proof π.

Verify(x, π): takes as input a statement x and a proof π and outputs a bit b.

We require the following properties of NIWI.

Perfect Completeness: For all security parameter λ, all statement x ∈ LR,
and all statement-witness pair (x,w) ∈ R, it holds that Verify(x,Prove(λ, x, w)) =
1.

Perfect Soundness: For all security parameter λ, all statement x /∈ LR, all
proof π, it hold that Verify(x, π) = 0.

Witness Indistinguishability: For any non-uniform PPT adversary A, the
advantage in the following game WINIWI,A(λ) is negligible in λ :
1. A outputs (x,w0, w1) with (x,w0) ∈ R and (x,w1) ∈ R to the game.
2. The game select a random bit b ← {0, 1}, computes a proof πb ←

Prove(λ, x, wb), and provides πb to A.
3. A outputs a guess b′. If b′ = b, then the game outputs 1, otherwise 0.

The advantage of A is defined as

Advwi
NIWI,A(λ) = 2Pr[WINIWI,A(λ) = 1]− 1.

B Separations between nonce blindness and recipient
blindness

Proof. (Theorem 1) Let Π = (KeyGen,RKeyGen, Issue,Obtain,Verify) be a NIBS
scheme that satisfies recipient blindness and one-more unforgeability. We con-
struct the following scheme Π ′ = (KeyGen′,RKeyGen′, Issue′,Obtain′,Verify′):
the signer’s key generation algorithm KeyGen′, the recipient’s key generation
algorithm RKeyGen′, the issue algorithm Issue′ are identical to the counterpart
KeyGen, RKeyGen, Issue, respectively. However, the message-signature pair gener-
ation algorithm Obtain′ additionally outputs the recipient’s public key rpk along
with the message-signature pair (m, sig) ← Obtain(pk, rpk, rsk, nonce, psig). The
verification algorithm Verify′ discards the recipient’s public key rpk and outputs
a bit b← Verify(pk,m, sig).
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Clearly, the above scheme satisfies one-more unforgeability. Moreover, it sat-
isfies nonce blindness, as adversaries in the nonce blindness game can obtain two
message-signature pairs from a single recipient, where the recipient public key is
the same in both pairs. However, it clearly does not satisfy recipient blindness,
as adversaries in the recipient blindness game can obtain two message-signature
pairs from two different recipients, where the recipient public keys differ. ⊓⊔

Proof. (Theorem 2) Let Π = (KeyGen,RKeyGen, Issue,Obtain,Verify) be a NIBS
scheme that satisfies recipient blindness and one-more unforgeability. Let q be
an odd prime number such that 1/q = negl(λ). We then construct the following
scheme Π ′ = (KeyGen′,RKeyGen′, Issue′,Obtain′,Verify′):

KeyGen′(λ): It samples (pk, sk) ← KeyGen(λ). It then sets (pk′, sk′) := (pk, sk)
and outputs a key pair (pk′, sk′).

RKeyGen′(λ): It samples s ← Zq and (rpk, rsk) ← RKeyGen(λ). It then sets
(rpk′, rsk′) := (rpk, (rsk, s)) and outputs a key pair (rpk′, rsk′).

Issue′(pk′, sk′, rpk′, nonce): Let (pk, sk) := (pk′, sk′) and rpk := rpk′. It then out-
puts (psig, r) as a presignature, where psig ← Issue(pk, sk, rpk, nonce) and
r ← Zq.

Obtain′(pk′, rpk′, rsk′, nonce, psig′): Let pk := pk′, (rpk, (rsk, s)) := (rpk′, rsk′),
and (psig, r) := psig′. It computes (m, sig)← Obtain′(pk, rpk, rsk, nonce, psig).
It then outputs (m, (sig, s+r (mod p))) as a message-signature pair (m′, sig′).

Verify′(pk′,m′, sig′): Let pk := pk′ and (m, (sig, c)) := (m′, sig′). It discards c and
outputs a bit b← Verify(pk,m, sig).

Clearly, the above scheme satisfies one-more unforgeability as Π and Π ′ are
identical except that Issue′ and Obtain′ additionally outputs a random number
from Zq, and Verify′ discards the value c included in a signature. Furthermore,
it satisfies recipient blindness as the ciphertexts adversaries obtain from the two
recipients in the recipient blindness game are independently masked using the
one-time pad. However, it does not satisfies nonce blindness as there exists an
adversary A against the scheme Π ′ with the following steps:

1. Given a recipient key rpk,A honestly computes (pk′, nonce0, psig0, nonce1, psig1),
where psig0 and psig0 include randomness r0 and r1, respectively. It then
outputs these to the game.

2. A receives two message signature pairs (mb, sigb,m1−b, sig1−b) where sigb and
sig1−b contain ciphertexts cb and c1−b, respectively. If c1−b + r0 = cb + r1,
then it outputs a bit b′ = 0. Otherwise, it outputs a bit b′ = 1.

We demonstrate that the adversary A succeeds with all but negligible proba-
bility. Assume that r0 and r1 are distinct without loss of generality. If b = 0,
then:

c1 + r0 = r1 + s+ r0 = r1 + c0,

which implies that A outputs b′ = 0. Conversely, if b = 1, then:

c0 + r0 = r0 + s+ r0 ̸= r1 + s+ r1 = c1 + r1,

which implies that A outputs b′ = 1. ⊓⊔
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C Full Proofs for Our Construction from Complexity
Leveraging

Proof. (Theorem 3) Let A be a PPT adversary against the one-more unforge-
ability of NIBS. To prove the statement via a sequence of games, we denote by
Gi the event that the adversary A wins in game Gamei.

Game0: The original one-more unforgeability game.

Game1: The same as Game0, except that if, given pk = (spk, y), the adversary
A eventually produces ℓ forgeries, then G1 extracts the contents from each
ℓ commitments com

(0)
1 , · · · , com(0)

ℓ from the forgeries. Furthermore, if there
exists a value a within these commitments such that y = f(a), the game
outputs ⊥.

We claim that:
|Pr[G0]− Pr[G1]| = negl(λ), (1)

assuming that the one-way permutation f satisfies T1-one-wayness and the com-
mitment scheme Com′ is T1-extractable. For simplicity, we assume the existence
of a T1-time algorithm that can extract content from the commitment of Com′

with probability 1. Let us denote by Abort the event that Game1 aborts. Clearly,
G1 = G0 ∩ Abort, so we have:

|Pr[G0]− Pr[G1]| ≤ Pr[Abort].

We now aim to bound the probability that the event Abort occurs. Specifically,
we show that there exists a reduction R running in time T1 · poly(λ) such that

Advow
R (λ) = Pr[Abort]. (2)

Let A be an adversary in the game Game1. The reduction R is as follows:

1. It samples a key pair (spk, ssk) ← SIG.Gen(λ) and sets pk := (spk, y) and
sk := (pk, ssk).

2. It runs A, which takes pk as input. To issue presignatures for A’s queries, it
uses the singing key sk.

3. Suppose A outputs ℓ forgeries:

((m1, (com
(0)
1 , com

(1)
1 , π1)), · · · , (mℓ, (com

(0)
ℓ , com

(1)
ℓ , πℓ)).

The reduction extracts the content aj from each commitment com(1)
j (for all

j ∈ [ℓ]), as the commitment scheme Com′ is T1-extractable. If there exists
j ∈ [ℓ] such that y = f(aj), then it outputs aj ; otherwise, it outputs ⊥.

The event Abort occurs if and only if the reduction R outputs the preimage of
y under f , implying that equation (2) holds.

Since we assume that the one-way permutation f satisfies T1-one-wayness,
equation (1) follows.
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Next, we claim that the probability of the event Abort occurring is negligible
in λ, assuming that the signature scheme SIG satisfies T1-EUF-CMA security,
the non-interactive witness indistinguishable proof system NIWI satisfies perfect
soundness, and the commitment scheme Com is perfectly binding. For simplicity,
we assume the existence of a T1-time algorithm that can extract content from
the commitment with probability 1. We now demonstrate that there exists an
adversary R in Game1, running in time T1, such that:

Pr[G1] = Adveuf-cma
R (λ). (3)

Let A be an adversary in Game1. The reduction R proceeds as follows:

1. Given a public key spk from the EUF-CMA game, R samples y ← {0, 1}λ
and sets pk := (spk, y).

2. It runs A, which takes pk as input. To create presignatures in response to
A’s queries, it utilizes an external signing oracle provided by the game.
Specifically, when A supplies a nonce and recipient public key (nonce, rpk),R
returns a presignature psig← O(nonce, rpk), where O is the external signing
oracle.

3. Suppose A produces ℓ forgeries:

(m1, (com
(0)
1 , com

(1)
1 , π1)), · · · , (mℓ, (com

(0)
ℓ , com

(1)
ℓ , πℓ)).

It extracts the contents ((noncej , rpkj), psigj) from each com
(1)
j for all j ∈ [ℓ].

If there exists a valid message-signature pair ((nonce∗, rpk∗), psig∗) such that
the message (nonce∗, rpk∗) was not queried byA, it outputs ((nonce∗, rpk∗), psig∗)
as a forgery in the EUF-CMA game; otherwise, it outputs ⊥.

The simulation by R mimics Game1 perfectly. Since the commitment scheme
Com′ is perfectly binding and the NIWI system satisfies perfect soundness, if the
event G1 occurs, i.e., A outputs valid ℓ forgeries:

(m1, (com
(0)
1 , com

(1)
1 , π1)), · · · , (mℓ, (com

(0)
ℓ , com

(1)
ℓ , πℓ))

such that
mi ̸= mj ∧ Verify(mi, (com

(0)
i , com

(1)
i , πi)) = 1

and
ai ̸= f−1(y),

where ai is the content extracted from the commitment com
(1)
i , for all distinct

i, j ∈ [ℓ], then:

∃(Ri, rrpki , r
(0)
i ), ((mi, spk, com

(0)
i ), (noncei, rpki, psigi, Ri, rrpki , r

(0)
i )) ∈ RL0 ,

by the perfect soundness of NIWI.
We now show that (noncei, rpki) ̸= (noncej , rpkj) for all distinct i, j ∈ [ℓ],

relying on the perfect binding property of Com′. Assuming rpki = rpkj (if not,
(noncei, rpki) ̸= (noncej , rpkj) is trivially true), we observe:
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[Ri = Rj ∧ FRi
(noncei) = mi ̸= mj = FRj

(noncej)]⇒ noncei ̸= noncej .

Hence, if G1 occurs, R can obtain at least one forgery for the EUF-CMA security
game, implying that equation (3) holds.

Putting all together, we conclude:

Advomuf
NIBS,A(λ) ≤ |Pr[G0]− Pr[G1]|+ Pr[G1]

= negl(λ).

⊓⊔

Proof. (Theorem 4) We will prove this theorem by a series of hybrid arguments.
Let A be a non-uniform PPT adversary against the recipient blindness of NIBS
and let Gi denote the event where the adversary A wins in game Gamei.

Game0: The original recipient blindness game.

Game1: The same as Game0, except com
(1)
0 ← Com′(a; r

(1)
0 ) where f(a) = y.

Game2: Same as Game1, except com
(1)
1 ← Com′(a; r

(1)
1 ), where f(a) = y.

Game3: Same as Game2, except when creating the NIWI proof π0 in challenge sig-
nature sig0, we use witness w := (a, r

(1)
0 ) instead of (nonce0, rpk0, psig0, R0, rrpk0 , r

(0)
0 ).

Game4: Same as Game3, except when creating the NIWI proof π1 in challenge sig-
nature sig1, we use witness w := (a, r

(1)
1 ) instead of (nonce1, rpk1, psig1, R1, rrpk1 , r

(0)
1 ).

Game5: Same as Game4, except com
(0)
0 ← Com′(0; r

(0)
0 ) instead of com

(0)
0 ←

Com′(nonce0, rpk0, psig0, r
(0)
0 ).

Game6: Same as Game5, except com
(0)
1 ← Com′(0; r

(0)
1 ) instead of com

(0)
1 ←

Com′(nonce1, rpk1, psig1, r
(0)
1 ).

Game7: Same as Game6, except rpk0 ← Com(0; rrpk0) instead of rpk0 ← Com(R0; rrpk0).

Game8: Same as Game7, except rpk1 ← Com(0; rrpk1) instead of rpk1 ← Com(R1; rrpk1).

Game9: Same as Game8, except m0 ← {0, 1}λ instead of m0 ← fR0
(nonce0).

Game10: Same as Game9, except m1 ← {0, 1}λ instead of m1 ← fR1
(nonce1).

Claim1. We claim that

|Pr[G0]− Pr[G1]| = negl(λ), (4)

assuming that the commitment scheme Com′ satisfies non-uniformly com-
putational hiding. Specifically, we show the existence of a non-uniform PPT
algorithm R := (R0,R1) that breaks the hiding property of Com′:
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Unbounded-time pre-computation phase R0(λ):
1. It honestly samples two recipient key pairs (rpk0, rsk0) and (rpk1, rsk1),

and runs A with (rpk0, rpk1).
2. Given (pk = (spk, y), nonce0, psig0, nonce1, psig1) from A, it uses its

unbounded power to extract a such that f(a) = y.
3. It outputs st := ((rpk0, rsk0), (rpk1, rsk1), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a).

Online phase R1(st):
1. It samples a random bit b′ ← {0, 1}.
2. It parses st as ((rpk0, rsk0), (rpk1, rsk1), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a)

and outputs (0, a) to the game.
3. Given comb from the game, it honestly computes the challenge message-

signature pairs:

(m0, sig0)← Obtain(pk, rpk0, rsk0, nonce0, psig0) and
(m1, sig1)← Obtain(pk, rpk1, rsk1, nonce1, psig1).

It replaces com(1)
0 in sig0 with comb and provides (mb, sigb,m1−b, sig1−b)

to A.
4. Given a bit b∗ from A, if b′ = b∗, it outputs 0 to the game; otherwise,

it outputs 1.
By construction, the simulation provided by R for A behaves exactly like
Game0 when b = 0 and like Game1 when b = 1. Therefore, we have:

Advhiding
Com′,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G0]− Pr[G1]|,

implying that equation (4) holds under the assumption that Com′ satisfies
non-uniformly computationally hiding.

Claim2. We claim that

|Pr[G1]− Pr[G2]| = negl(λ).

This follows directly from the same argument as in Claim1, based on the
non-uniformly computational hiding of Com′.

Claim3. We claim that

|Pr[G2]− Pr[G3]| = negl(λ), (5)

assuming that NIWI satisfies non-uniformly witness-indistinguishability. Specif-
ically, we show the existence of the following non-uniform PPT algorithm
R := (R0,R1) against this property:
Unbounded-time pre-computation phase R0(λ):

1. It honestly samples two recipient key pairs (rpk0, rsk0) and (rpk1, rsk1),
and runs A with (rpk0, rpk1).

2. Given (pk = (spk, y), nonce0, psig0, nonce1, psig1) from A, it uses its
unbounded power to extract a such that f(a) = y.
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3. It outputs st := ((rpk0, rsk0), (rpk1, rsk1), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a).
Online phase R1(st):

1. It samples a random bit b′ ← {0, 1}.
2. It parses st as ((rpk0, rsk0), (rpk1, rsk1), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a),

and outputs (nonce0, rpk0, psig0, R0, rrpk0 , r
(0)
0 ) and (a, r

(1)
0 ) to the

game.
3. Given πb from the game, it computes the same two challenge message-

signature pairs (m0, sig0) and (m1, sig1) as in Game2, but replaces π0

in sig0 with πb.
4. It then provides (mb, sigb,m1−b, sig1−b) to A.
5. Given a bit b∗ from A, if b′ = b∗, it outputs 0 to the game; otherwise,

it outputs 1.
By construction, R’s simulation for A behaves like Game2 when b = 0 and
like Game3 when b = 1. Therefore, we have:

Advwi
NIWI,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G2]− Pr[G3]|,

implying that equation (5) holds under the assumption that NIWI satisfies
the non-uniformly witness-indistinguishability.

Claim4 We claim that

|Pr[G3]− Pr[G4]| = negl(λ).

This follows from the same argument as in Claim3, based on the non-
uniform computational witness indistinguishability of NIWI.

Claim5 We claim that

|Pr[G4]− Pr[G5]| = negl(λ), (6)

assuming that the commitment scheme Com′ satisfies non-uniform compu-
tational hiding. Specifically, we demonstrate the existence of the following
non-uniform PPT algorithmR := (R0,R1), which breaks the hiding of Com′:
Unbounded-time pre-computation phase R0(λ):

1. It honestly samples two recipient key pairs (rpk0, rsk0) and (rpk1, rsk1),
and runs A with (rpk0, rpk1).

2. Given (pk = (spk, y), nonce0, psig0, nonce1, psig1) from A, it uses its
unbounded power to extract a such that f(a) = y.

3. It outputs st := ((rpk0, rsk0), (rpk1, rsk1), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a).
Online phase R1(st):

1. It samples a random bit b′ ← {0, 1}.
2. It parses st as ((rpk0, rsk0), (rpk1, rsk1), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a),

and outputs ((nonce0, rpk0, psig0), 0) to the game.
3. Given comb from the game, it computes two challenge message-

signature pairs (m0, sig0) and (m1, sig1) in the same manner as Game4,
except it replaces com(0)

0 in sig0 with comb. It subsequently provides
(mb, sigb,m1−b, sig1−b) to A.
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4. Given a bit b∗ from A, if b′ = b∗, it outputs 0 to the game; otherwise,
it outputs 1.

We observe that R’s simulation for A behaves like Game4 when b = 0 and
like Game5 when b = 1. Therefore, we have:

Advhiding
Com′,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G4]− Pr[G5]|,

implying that equation (6) holds under the assumption that Com′ satisfies
non-uniform computational hiding.

Claim6 We claim that

|Pr[G5]− Pr[G6]| = negl(λ).

This claim follows the same reasoning as in Claim5, relying on the non-
uniform computational hiding property of Com′.

Claim7 We claim that

|Pr[G6]− Pr[G7]| = negl(λ), (7)

assuming that the commitment scheme Com satisfies T2-hiding and the func-
tion f is T1-invertible. Specifically, we present the following T2 · poly(λ)-time
algorithm R, which breaks the hiding of Com:
1. It samples a random bit b′ ← {0, 1}.
2. It honestly samples two recipient key pairs (rpk0, rsk0) and (rpk1, rsk1),

and outputs (R0, 0) to the game.
3. Given comb from the game, it runs A with (comb, rpk1).
4. Given (pk = (spk, y), nonce0, psig0, nonce1, psig1) from A, it uses the T1-

invertibility of f to extract a such that f(a) = y. (Note that R runs in
T2 · poly(λ) time and T1 < T2.) It then computes two challenge message-
signature pairs as in Game6, and provides (m′

b, sig
′
b,m1−b′ , sig1−b′) to A.

5. Given a bit b∗ from A, if b′ = b∗, it outputs 0 to the game; otherwise, it
outputs 1.

For simplicity, we assume the existence of a T2 · poly(λ)-time algorithm that
can extract every preimage of f with probability 1.
We observe that R’s simulation for A behaves like Game6 when b = 0 and
like Game7 when b = 1. Therefore, we have:

Advhiding
Com,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G6]− Pr[G7]|,

implying that equation (7) holds under the assumption that Com satisfies
T2 hiding.

28



Claim8 We claim that

|Pr[G7]− Pr[G8]| = negl(λ).

This claim follows the same reasoning as Claim7, relying on the T2-hiding
property of Com and the T1-invertibility of f.

Claim9 We claim that

|Pr[G8]− Pr[G9]| = negl(λ), (8)

assuming that the function F satisfies non-uniform pseudorandomness. Specif-
ically, we present the following non-uniform PPT algorithm R = (R0,R1),
which breaks the pseudorandomness of F :
Unbounded-time pre-computation phase R0(λ): ,

1. It samples two recipient key pairs (rpk0, rsk0) and (rpk1, rsk1) as in
Game8, running A with (rpk0, rpk1).

2. Given (pk = (spk, y), nonce0, psig0, nonce1, psig1) from A, it extracts
a such that f(a) = y using its unbounded power.

3. It outputs the state st = ((rpk0, rsk0), (rpk1, rsk1), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a).
Online phase R1(st):

1. It samples a random bit b′ ← {0, 1}.
2. It parses st as ((rpk0, rsk0), (rpk1, rsk1), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a) :=

st and outputs nonce0 to the game.
3. Given Y from the game, it computes two challenge message-signature

pairs (m0, sig0) and (m1, sig1) in the same manner as Game8, except
it sets m0 := Y . It then provides (mb, sigb,m1−b, sig1−b) to A.

4. Given a bit b∗ from A, if b′ = b∗, then it outputs 0 to the game;
otherwise it outputs 1.

We can observe that R’s simulation for A behaves like Game8 when b = 0
and like Game9 when b = 1. Therefore, we have:

Advprf
F,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G8]− Pr[G9]|,

implying that equation (8) holds under the assumption that F satisfies the
pseudorandomness.

Claim10 We claim that

|Pr[G9]− Pr[G10]| = negl(λ).

This claim follows the same reasoning as Claim9, relying on the pseudoran-
domness of F .

We claim that the advantage of adversary A in Game Game10 is equal to 0, as
the challenge message-signature pairs (m0, sig0) and (m1, sig1) are independent
of the recipient’s public key.
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Putting all together, we can conclude:

2Pr[RBNDSrbnd

NIBS(λ) = 1]− 1 = 2Pr[G0]− 1

≤ 2

9∑
i=0

|Pr[Gi]− Pr[Gi+1]|+ |2Pr[G10]− 1|

= negl(λ).

⊓⊔

Proof. (Theorem 5) We will prove this theorem by a series of hybrid arguments.
Let A be a non-uniform PPT adversary against the recipient blindness of NIBS
and let Gi denote the event where the adversary A wins in game Gamei.

Game0: The original nonce blindness game.

Game1: The same as Game0, except com
(1)
0 ← Com′(a; r

(1)
0 ) where f(a) = y.

Game2: Same as Game1, except com
(1)
1 ← Com′(a; r

(1)
1 ), where f(a) = y.

Game3: Same as Game2, except when creating the NIWI proof π0 in challenge sig-
nature sig0, we use witness w := (a, r

(1)
0 ) instead of (nonce0, rpk, psig0, R, rrpk, r

(0)
0 ).

Game4: Same as Game3, except when creating the NIWI proof π1 in challenge sig-
nature sig1, we use witness w := (a, r

(1)
1 ) instead of (nonce1, rpk, psig1, R, rrpk, r

(0)
1 ).

Game5: Same as Game4, except com
(0)
0 ← Com′(0; r

(0)
0 ) instead of com

(0)
0 ←

Com′(nonce0, rpk, psig0, r
(0)
0 ).

Game6: Same as Game5, except com
(0)
1 ← Com′(0; r

(0)
1 ) instead of com

(0)
1 ←

Com′(nonce1, rpk, psig1, r
(0)
1 ).

Game7: Same as Game6, except rpk← Com(0; rrpk) instead of rpk← Com(R; rrpk).

Game8: Same as Game7, except for the following modification: if nonce0 =
nonce1, then m0 = m1 ← {0, 1}λ; otherwise, m0,m1 ← {0, 1}λ (instead
of setting m0 ← FR(nonce0) and m1 ← FR(nonce1)).

Claim1. We claim that

|Pr[G0]− Pr[G1]| = negl(λ), (9)

assuming that the commitment scheme Com′ satisfies non-uniformly com-
putational hiding. Specifically, we show the existence of a non-uniform PPT
algorithm R := (R0,R1) that breaks the hiding property of Com′:
Unbounded-time pre-computation phase R0(λ):
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1. It honestly samples a recipient key pair (rpk, rsk), and runs A with
rpk.

2. Given (pk = (spk, y), nonce0, psig0, nonce1, psig1) from A, it uses its
unbounded power to extract a such that f(a) = y.

3. It outputs st := ((rpk, rsk), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a).
Online phase R1(st):

1. It samples a random bit b′ ← {0, 1}.
2. It parses st as ((rpk, rsk), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a)

and outputs (0, a) to the game.
3.
4. Given comb from the game, it honestly computes the challenge message-

signature pairs:

(m0, sig0)← Obtain(pk, rpk, rsk, nonce0, psig0) and
(m1, sig1)← Obtain(pk, rpk, rsk, nonce1, psig1).

It replaces com(1)
0 in sig0 with comb and provides (mb, sigb,m1−b, sig1−b)

to A.
5. Given a bit b∗ from A, if b′ = b∗, it outputs 0 to the game; otherwise,

it outputs 1.
By construction, the simulation provided by R for A behaves exactly like
Game0 when b = 0 and like Game1 when b = 1. Therefore, we have:

Advhiding
Com′,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G0]− Pr[G1]|,

implying that equation (9) holds under the assumption that Com′ satisfies
non-uniformly computationally hiding.

Claim2. We claim that

|Pr[G1]− Pr[G2]| = negl(λ).

This follows directly from the same argument as in Claim1, based on the
non-uniformly computational hiding of Com′.

Claim3. We claim that

|Pr[G2]− Pr[G3]| = negl(λ), (10)

assuming that NIWI satisfies non-uniformly witness-indistinguishability. Specif-
ically, we show the existence of the following non-uniform PPT algorithm
R := (R0,R1) against this property:
Unbounded-time pre-computation phase R0(λ):

1. It honestly samples a recipient key pair (rpk, rsk), and runs A with
rpk.

2. Given (pk = (spk, y), nonce0, psig0, nonce1, psig1) from A, it uses its
unbounded power to extract a such that f(a) = y.
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3. It outputs st := ((rpk, rsk), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a).
Online phase R1(st):

1. It samples a random bit b′ ← {0, 1}.
2. It parses st as ((rpk, rsk), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a),

and outputs (nonce0, rpk, psig0, R, rrpk, r
(0)
0 ) and (a, r

(1)
0 ) to the game.

3. Given πb from the game, it computes the same two challenge message-
signature pairs (m0, sig0) and (m1, sig1) as in Game2, but replaces π0

in sig0 with πb.
4. It then provides (mb, sigb,m1−b, sig1−b) to A.
5. Given a bit b∗ from A, if b′ = b∗, it outputs 0 to the game; otherwise,

it outputs 1.
By construction, R’s simulation for A behaves like Game2 when b = 0 and
like Game3 when b = 1. Therefore, we have:

Advwi
NIWI,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G2]− Pr[G3]|,

implying that equation (10) holds under the assumption that NIWI satisfies
the non-uniformly witness-indistinguishability.

Claim4 We claim that

|Pr[G3]− Pr[G4]| = negl(λ).

This follows from the same argument as in Claim3, based on the non-
uniform computational witness indistinguishability of NIWI.

Claim5 We claim that

|Pr[G4]− Pr[G5]| = negl(λ), (11)

assuming that the commitment scheme Com′ satisfies non-uniform compu-
tational hiding. Specifically, we demonstrate the existence of the following
non-uniform PPT algorithmR := (R0,R1), which breaks the hiding of Com′:
Unbounded-time pre-computation phase R0(λ):

1. It honestly samples a recipient key pair (rpk, rsk), and runs A with
rpk.

2. Given (pk = (spk, y), nonce0, psig0, nonce1, psig1) from A, it uses its
unbounded power to extract a such that f(a) = y.

3. It outputs st := ((rpk, rsk), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a).
Online phase R1(st):

1. It samples a random bit b′ ← {0, 1}.
2. It parses st as ((rpk, rsk), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a),

and outputs ((nonce0, rpk, psig0), 0) to the game.
3. Given comb from the game, it computes two challenge message-

signature pairs (m0, sig0) and (m1, sig1) in the same manner as Game4,
except it replaces com(0)

0 in sig0 with comb. It subsequently provides
(mb, sigb,m1−b, sig1−b) to A.

32



4. Given a bit b∗ from A, if b′ = b∗, it outputs 0 to the game; otherwise,
it outputs 1.

We observe that R’s simulation for A behaves like Game4 when b = 0 and
like Game5 when b = 1. Therefore, we have:

Advhiding
Com′,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G4]− Pr[G5]|,

implying that equation (11) holds under the assumption that Com′ satisfies
non-uniform computational hiding.

Claim6 We claim that

|Pr[G5]− Pr[G6]| = negl(λ).

This claim follows the same reasoning as in Claim5, relying on the non-
uniform computational hiding property of Com′.

Claim7 We claim that

|Pr[G6]− Pr[G7]| = negl(λ), (12)

assuming that the commitment scheme Com satisfies T2-hiding and the func-
tion f is T1-invertible. Specifically, we present the following T2 · poly(λ)-time
algorithm R, which breaks the hiding of Com:
1. It samples a random bit b′ ← {0, 1}.
2. It honestly samples a recipient key pair (rpk, rsk), and outputs (R, 0) to

the game.
3. Given comb from the game, it runs A with (comb, rpk).
4. Given (pk = (spk, y), nonce0, psig0, nonce1, psig1) from A, it uses the T1-

invertibility of f to extract a such that f(a) = y. (Note that R runs in
T2 · poly(λ) time and T1 < T2.) It then computes two challenge message-
signature pairs as in Game6, and provides (m′

b, sig
′
b,m1−b′ , sig1−b′) to A.

5. Given a bit b∗ from A, if b′ = b∗, it outputs 0 to the game; otherwise, it
outputs 1.

For simplicity, we assume the existence of a T2 · poly(λ)-time algorithm that
can extract every preimage of f with probability 1.
We observe that R’s simulation for A behaves like Game6 when b = 0 and
like Game7 when b = 1. Therefore, we have:

Advhiding
Com,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G6]− Pr[G7]|,

implying that equation (12) holds under the assumption that Com satisfies
T2 hiding.
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Claim8 We claim that

|Pr[G7]− Pr[G8]| = negl(λ), (13)

assuming that the function F satisfies non-uniform pseudorandomness. Specif-
ically, we present the following non-uniform PPT algorithm R = (R0,R1),
which breaks the pseudorandomness of F :
Unbounded-time pre-computation phase R0(λ): ,

1. It samples a recipient key pair (rpk, rsk) as in Game8, running A with
(rpk, rsk).

2. Given (pk = (spk, y), nonce0, psig0, nonce1, psig1) from A, it extracts
a such that f(a) = y using its unbounded power.

3. It outputs the state st = ((rpk, rsk), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a).
Online phase R1(st):

1. It samples a random bit b′ ← {0, 1}.
2. It parses st as ((rpk, rsk), (pk = (spk, y), nonce0, psig0, nonce1, psig1), a) :=

st and outputs nonce0 and nonce1 to the game.
3. Given Y0 and Y1 from the game, it computes two challenge message-

signature pairs (m0, sig0) and (m1, sig1) in the same manner as Game7,
except it sets m0 := Y0 and m1 := Y1. It then provides (mb, sigb,m1−b, sig1−b)
to A.

4. Given a bit b∗ from A, if b′ = b∗, then it outputs 0 to the game;
otherwise it outputs 1.

We can observe that R’s simulation for A behaves like Game7 when b = 0
and like Game8 when b = 1. Therefore, we have:

Advprf
F,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G7]− Pr[G8]|,

implying that equation (13) holds under the assumption that F satisfies the
pseudorandomness.

We claim that the advantage of adversary A in Game Game8 is equal to 0, as
the challenge message-signature pairs (m0, sig0) and (m1, sig1) are independent
of the nonces nonce0 and nonce1.

Putting all together, we can conclude:

2Pr[NBNDSnbnd

NIBS(λ) = 1]− 1 = 2Pr[G0]− 1

≤ 2

7∑
i=0

|Pr[Gi]− Pr[Gi+1]|+ |2Pr[G8]− 1|

= negl(λ).

⊓⊔
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D Full Proofs for Our Construction from Classical and
Quantum Hardness Assumptions

Definition 9. (Non-Adaptive Blindness) We say that NIBS satisfies non-adaptive
blindness if for any PPT adversary A, the probability that A wins in the following
two game is equal to 1/2 + negl(λ) :

Non-Adaptive Recipient Blindness For an algorithm Srbnd, we consider the
following game NARBNDSrbnd

NIBS(λ) :
1. The game flips random bit b← {0, 1} and then runs

(pk,St)← Srbnd(init).

2. It samples

(rpk0, rsk0)← RKeyGen(λ) and(rpk1, rsk1)← RKeyGen(λ)

It also runs

(nonce0, psig0, nonce1, psig1,St
′)← Srbnd(issue,St, rpk0, rpk1).

3. The game computes

(m0, sig0)← Obtain(pk, rpk0, rsk0, nonce0, psig0) and
(m1, sig1)← Obtain(pk, rpk1, rsk1, nonce1, psig1).

If (m0, sig0) ̸=⊥ or (m1, sig1) ̸=⊥. then it sets (m0, sig0) :=⊥ and (m1, sig1) :=⊥
4. The game runs

b′ ← Srbnd(guess,St′,mb, sigb,m1−b, sig1−b).

It finally outputs 1 if b = b′; otherwise, it outputs 0.
Non-Adaptive Nonce Blindness For an algorithm Snbnd, we consider the fol-

lowing game NANBNDSnbnd

NIBS(λ) :
1. The game flips random bit b← {0, 1} and then runs

(pk,St)← Snbnd(init).

2. It samples (rpk, rsk)← RKeyGen(λ) and then runs

(nonce0, psig0, nonce1, psig1,St
′)← Snbnd(issue,St, rpk).

3. The game computes

(m0, sig0)← Obtain(pk, rpk, rsk, nonce0, psig0) and
(m1, sig1)← Obtain(pk, rpk, rsk, nonce1, psig1).

If (m0, sig0) ̸=⊥ or (m1, sig1) ̸=⊥. then it sets (m0, sig0) :=⊥ and (m1, sig1) :=⊥
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4. The game runs

b′ ← Snbnd(guess,St′,mb, sigb,m1−b, sig1−b).

It finally outputs 1 if b = b′; otherwise, it outputs 0.

Proof. (Theorem 6) We prove the statement via a sequence of the same games
as Therorem 3. The proof follows the same structure as the proof of Theorem 3,
except that the T1-time hardness assumption is replaced with the quantum hard-
ness assumption. ⊓⊔

Proof. (Theorem 7)

Non-adaptive recipient blindness We will prove this theorem by a series of
hybrid arguments, following the same 11-game sequence as in the proof of
Theorem 4. Let A be a non-uniform PPT adversary against the non-adaptive
recipient blindness of NIBS and let Gi denote the event where the adversary
A wins in game Gamei.
Claim1. We claim that

|Pr[G0]− Pr[G1]| = negl(λ),

assuming that the commitment scheme Com′ satisfies non-uniformly
computational hiding. This claim follows for the same reasons as Claim1
in the proof of Theorem 4.

Claim2. We claim that

|Pr[G1]− Pr[G2]| = negl(λ).

This follows directly from the same argument as in Claim1, based on
the non-uniformly computational hiding of Com′.

Claim3. We claim that

|Pr[G2]− Pr[G3]| = negl(λ),

assuming that NIWI satisfies non-uniformly witness-indistinguishability.
This claim follows for the same reasons as Claim3 in the proof of The-
orem 4.

Claim4 We claim that

|Pr[G3]− Pr[G4]| = negl(λ).

This follows from the same argument as in Claim3, based on the non-
uniform computational witness indistinguishability of NIWI.

Claim5 We claim that

|Pr[G4]− Pr[G5]| = negl(λ),

assuming that the commitment scheme Com′ satisfies non-uniform com-
putational hiding. This claim follows for the same reasons as Claim5 in
the proof of Theorem 4.
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Claim6 We claim that

|Pr[G5]− Pr[G6]| = negl(λ).

This claim follows the same reasoning as in Claim5, relying on the non-
uniform computational hiding property of Com′.

Claim7 We claim that

|Pr[G6]− Pr[G7]| = negl(λ), (14)

assuming that the commitment scheme Com satisfies computational hid-
ing. Specifically, we present the following non-uniform PPT algorithm
R = (R0,R1), which breaks the computational hiding property of Com:
Unbounded-time pre-computation phase R0(λ): ,

1. It runs A with init.
2. Given pk = (spk, y) from A, it extracts a such that f(a) = y

using its unbounded power.
3. It outputs the state st := (pk, a).

Online phase R1(st):
1. It samples a random bit b′ ← {0, 1}.
2. It parses st as (pk = (spk, y), a) := st and outputs (R, 0) to the

game, where R← {0, 1}λ.
3. Given comb from the game, it sets rpk0 := comb and honestly

samples (rpk1, rsk1).
4. It runs A with (rpk0, rpk1). Given (nonce0, psig0, nonce1, psig1)

fromA, it computes two challenge message-signature pairs (m0, sig0)
and (m1, sig1) in the same manner as Game6.

5. It then provides (mb, sigb,m1−b, sig1−b) to A to obtain a bit b∗.
If b′ = b∗, then it outputs 0 to the game. otherwise, it outputs 1.

We can observe thatR’s simulation for A behaves like Game6 when b = 0
and like Game7 when b = 1. Therefore, we have:

Advhiding
Com,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G6]− Pr[G7]|,

implying that equation (14) holds under the assumption that Com sat-
isfies computational hiding.

Claim8 We claim that

|Pr[G7]− Pr[G8]| = negl(λ).

This claim follows the same reasoning as Claim7, relying on the com-
putational hiding property of Com.

Claim9 We claim that

|Pr[G8]− Pr[G9]| = negl(λ),

assuming that the function F satisfies non-uniform pseudorandomness.
This claim follows for the same reasons as Claim9 in the proof of The-
orem 4.
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Claim10 We claim that

|Pr[G9]− Pr[G10]| = negl(λ).

This claim follows the same reasoning as Claim9, relying on the pseu-
dorandomness of F .

We claim that the advantage of adversary A in Game Game10 is equal to 0,
as the challenge message-signature pairs (m0, sig0) and (m1, sig1) are inde-
pendent of the recipient’s public key.
Putting all together, we can conclude:

2Pr[NARBNDSrbnd

NIBS(λ) = 1]− 1 = 2Pr[G0]− 1

≤ 2

9∑
i=0

|Pr[Gi]− Pr[Gi+1]|+ |2Pr[G10]− 1|

= negl(λ).

Non-adaptive nonce blindness We will prove this theorem by a series of
hybrid arguments, following the same 9-game sequence as in the proof of
Theorem 5. Let A be a non-uniform PPT adversary against the non-adaptive
nonce blindness of NIBS and let Gi denote the event where the adversary A
wins in game Gamei.
Claim1. We claim that

|Pr[G0]− Pr[G1]| = negl(λ),

assuming that the commitment scheme Com′ satisfies non-uniformly
computational hiding. This claim follows for the same reasons as Claim1
in the proof of Theorem 5.

Claim2. We claim that

|Pr[G1]− Pr[G2]| = negl(λ).

This follows directly from the same argument as in Claim1, based on
the non-uniformly computational hiding of Com′.

Claim3. We claim that

|Pr[G2]− Pr[G3]| = negl(λ),

assuming that NIWI satisfies non-uniformly witness-indistinguishability.
This claim follows for the same reasons as Claim3 in the proof of The-
orem 5.

Claim4 We claim that

|Pr[G3]− Pr[G4]| = negl(λ).

This follows from the same argument as in Claim3, based on the non-
uniform computational witness indistinguishability of NIWI.
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Claim5 We claim that

|Pr[G4]− Pr[G5]| = negl(λ),

assuming that the commitment scheme Com′ satisfies non-uniform com-
putational hiding. This claim follows for the same reasons as Claim5 in
the proof of Theorem 5.

Claim6 We claim that

|Pr[G5]− Pr[G6]| = negl(λ).

This claim follows the same reasoning as in Claim5, relying on the non-
uniform computational hiding property of Com′.

Claim7 We claim that

|Pr[G6]− Pr[G7]| = negl(λ), (15)

assuming that the commitment scheme Com satisfies computational hid-
ing. Specifically, we present the following non-uniform PPT algorithm
R = (R0,R1), which breaks the computational hiding property of Com:
Unbounded-time pre-computation phase R0(λ): ,

1. It runs A with init.
2. Given pk = (spk, y) from A, it extracts a such that f(a) = y

using its unbounded power.
3. It outputs the state st := (pk, a).

Online phase R1(st):
1. It samples a random bit b′ ← {0, 1}.
2. It parses st as (pk = (spk, y), a) := st and outputs (R, 0) to the

game, where R← {0, 1}λ.
3. Given comb from the game, it sets rpk := comb.
4. It runs A with rpk. Given (nonce0, psig0, nonce1, psig1) from A,

it computes two challenge message-signature pairs (m0, sig0) and
(m1, sig1) in the same manner as Game6.

5. It then provides (mb, sigb,m1−b, sig1−b) to A to obtain a bit b∗.
If b′ = b∗, then it outputs 0 to the game. otherwise, it outputs 1.

We can observe thatR’s simulation for A behaves like Game6 when b = 0
and like Game7 when b = 1. Therefore, we have:

Advhiding
Com,R(λ) = |Pr[0← R|b = 0]− Pr[0← R|b = 1]|

= |Pr[b∗ = b′|b = 0]− Pr[b∗ = b′|b = 1]|
= |Pr[G6]− Pr[G7]|,

implying that equation (15) holds under the assumption that Com sat-
isfies computational hiding.

Claim8 We claim that

|Pr[G7]− Pr[G8]| = negl(λ),

assuming that the function F satisfies non-uniform pseudorandomness.
This claim follows for the same reasons as Claim8 in the proof of The-
orem 5.
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We claim that the advantage of adversary A in Game Game8 is equal to 0,
as the challenge message-signature pairs (m0, sig0) and (m1, sig1) are inde-
pendent of the nonces nonce0 and nonce1.
Putting all together, we can conclude:

2Pr[NANBNDSnbnd

NIBS(λ) = 1]− 1 = 2Pr[G0]− 1

≤ 2

7∑
i=0

|Pr[Gi]− Pr[Gi+1]|+ |2Pr[G8]− 1|

= negl(λ).
⊓⊔
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