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Abstract. This work focuses on the parallel broadcast primitive, where
each of the n parties wish to broadcast their £-bit input in parallel. We
consider the authenticated model with PKI and digital signatures that is
secure against ¢t < n/2 Byzantine faults under a synchronous network.
We show a generic reduction from parallel broadcast to a new primi-
tive called graded parallel broadcast and a single instance of validated
Byzantine agreement. Using our reduction, we obtain parallel broadcast
protocols with O(n?(+kn®) communication (x denotes a security param-
eter) and expected constant rounds. Thus, for inputs of size £ = 2(n)
bits, our protocols are asymptotically free.

Our graded parallel broadcast uses a novel gradecast protocol with mul-
tiple grades with asymptotically optimal communication complexity of
O(nl + kn?) for inputs of size £ bits. We also present a multi-valued val-
idated Byzantine agreement protocol with asymptotically optimal com-
munication complexity of O(nf + xkn?) for inputs of size £ bits in ex-
pectation and expected constant rounds. Both of these primitives are of
independent interest.

1 Introduction

Parallel broadcast is a primitive where all parties wish to broadcast ¢ bit mes-
sages in parallel. This is an essential building block, central to many crypto-
graphic protocols like verifiable secret sharing (VSS), multi-party computation
(MPC) [70912], distributed key generation (DKG) [15] where all parties broadcast
messages in parallel in the same round. For example, in MPC and DKG appli-
cations, each party broadcasts O(1) VSSs in parallel to share secrets. Design of
efficient protocols for parallel broadcast is therefore of paramount importance
as any improvements for parallel broadcast also results in improvement of these
primitives. In this work, we focus on improving the communication complex-
ity (i.e., reducing the number of bits honest parties exchange) and the round
complexity (i.e., the time required to reach a decision) of parallel broadcast in
the synchronous authenticated model with PKI and digital signatures tolerating
t < n/2 Byzantine failures under various setup assumptions.

Existing works. Existing works on parallel broadcast typically rely on naively
running n instances of Byzantine agreement (or Byzantine broadcast) primitives
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in parallel, which increases communication complexity by an undesirable factor
of n[8ITIIE]. Custom solutions, like the one by Tsimos et al.[36], have been pro-
posed for parallel broadcast tolerating ¢ < (1 — ¢)n (with € > 0), but these
protocols still suffer from high communication complexity of O(x?n() (where &
is a security parameter) and round complexity of O(tlogt).

In this work, we focus on the parallel broadcast problem tolerating ¢ < n/2
Byzantine failures and terminate in expected O(1) rounds. In ¢t < n/2 setting,
the parallel broadcast can be obtained by using n parallel invocation of Byzan-
tine agreement (BA) instances, albeit at the cost of increasing the communi-
cation complexity by a factor of n. Regarding termination, naively running n
parallel instances of BA (that terminate in expected O(1) rounds) terminates
in expected O(logn) rounds [§], increasing the round complexity. While there
are known techniques [8/26] to obtain expected constant round protocols via
parallel composition of the BA protocol (each terminating in constant expected
rounds), they invoke O(nlogn) BA instances, resulting in high communication
complexity. Additionally, we note the approach by Fitzi and Garay [21], where n
parallel instances of BA are executed with a single leader election sub-protocol
shared across all BA instances. Their approach saves communication when the
leader election sub-protocol is expensive, but does not help when the underlying
BA primitive itself is expensive. Thus, this work investigates the communication
complexity and round complexity of parallel broadcast protocol when the fault
tolerance is t < n/2. To be specific, we ask the following question:

Can we design a parallel broadcast protocol with a good communication
complezity and a good round complexity while tolerating t < n/2 Byzan-
tine faults?

We answer this question affirmatively by showing two parallel broadcast pro-
tocols each with O(n?¢ 4+ kn®) communication for inputs of size ¢ bits and ter-
mination in constant expected rounds. Thus, for inputs for size £ = 2(n) bits,
our protocols have no asymptotic overhead. Our first protocol works in the au-
thenticated model with PKI and digital signatures and is secure against a static
adversary. Our second protocol relies on threshold setup assumption to obtain
security against a (strongly rushing) adaptive adversary.

1.1 Key Technical Ideas and Results

Towards communication and round efficient parallel broadcast. Instead
of relying on n instances of Byzantine Agreement primitive, we obtain parallel
broadcast using a combination of n instances of weaker primitive such as grade-
cast [26I35] and only one instance of (validated) Byzantine agreement protocol.
Informally, in gradecast, honest parties output a grade along with their out-
put value; the output grade can be viewed as the “confidence” of this party in
the sender. In this work, we rely on a version of gradecast that supports mul-
tiple grades. To ensure an overall communication complexity of O(n?¢ + kn?)
for inputs of size £ bits, we improve the communication complexity of gradecast



Communication and Round Efficient Parallel Broadcast Protocols 3

(with multiple grades) to O(nf + xkn?) and the validated agreement protocol to
O(nf + kn?) in expectation. In the following, we will first describe our improve-
ments to each of the primitives, before describing parallel broadcast.

Table 1: Comparison of related works on MVBA with /-bit input

Net. Res. Communication Latency Adversary Assumption
Cachin et al. [14] async. 1/3 O(n?f) + E(O(kn? +n2)) E(O(1)) adaptive threshold sigs.
VABA [5] async. 1/3 O(n?f) + E(O(kn?)) E(O(1)) adaptive threshold sigs.
DUMBO-MVBA [29] async. 1/3 E(O(nt + kn?)) E(O(1)) adaptive threshold sigs.
Shrestha et al. [35] sync. 1/2 E(O(n%f + kn®)) E(O(1)) static PKI
This work sync. 1/2 E(O(nt + kn?)) E(O(1)) adaptive threshold sigs.

Net. refers to network model. Res. implies resilience. E(.) implies “in expectation”.

Gradecast with multiple grades. Gradecast is a relaxed version of broadcast
introduced by Feldman and Micali [I9] where parties output a value along with
a grade. Basic versions of gradecast [26/35] have grades in the range of {0, 1, 2}.
We rely on a version of gradecast that supports grades in the range {0,1,2, 3,4}
(we will explain later the need for this version of gradecast). At a high level, our
gradecast with multiple grades provides the following guarantees: (i) the grades
of all honest parties are maximum i.e., 4 when the sender is honest, (ii) honest
parties may output different grades when the sender is Byzantine; but the grades
of any two honest parties differ by at most 1, (iii) when an honest party outputs a
value with a grade > 2, all honest parties output the same value, (iv) two honest
parties may output different values with a grade of 1 when no honest party has
a grade of 2. While gradecast with grades up to 4 suffices for our purpose, we
generalize it to support arbitrary number of grades {0, 1,...,¢*} where ¢g* is the
maximum supported grade.

We present a construction that tolerates t < (1—e)n Byzantine faults, achiev-
ing a communication complexity of O(nf + kn?). The key technique for de-
signing a communication-efficient gradecast is for parties to multicast smaller
chunks of messages using Reed-Solomon erasure codes [34] only once. They then
“silently” wait to detect any conflicting messages while simultaneously increasing
the grades when no conflicts are detected. We obtain the following result:

Theorem 1. Assuming a public-key infrastructure (PKI), digital signatures and
a universal structured reference string under ¢-SDH assumption, there exists a
g*-gradecast protocol tolerating t < (1 —e)n Byzantine faults with a communica-
tion complezity of O(nf +kn?) for an input of size £ bits and a round complexity

of 3g* — 2.

When € > 0 is a small constant, our protocol has a communication com-
plexity of O(nf + xkn?). This communication complexity is achieved when we



4 Nibesh Shrestha, Ittai Abraham, and Kartik Nayak

assume g-Strong Diffe Hellman (q-SDH) [12] setup assumption (this setup can
be achieved via distributed protocols [I0I13]). We can alternatively make use of
Merkle tree [30] to avoid q-SDH assumption at the expense of O(logn) multi-
plicative increase in communication complexity.

Graded parallel broadcast: Composing n instances of gradecast with
multiple grades and ensuring validated output. Parties invoke gradecast
with multiple grades, using each party as a sender to propagate their input
and output an n-element grade list (GradeList). When the sender is honest, all
honest parties output a common value with the highest grade. If the sender
is Byzantine, honest parties may output different values with varying grades.
Consequently, the GradelList of two honest parties may differ, particularly for
grades corresponding to Byzantine senders.

Looking ahead, our aim is to agree on a common Gradelist using a validated
Byzantine agreement protocol and compute the final output vector based on
the grades in the agreed GradeList to solve the parallel broadcast problem. The
agreed Gradelist can be the input of even a Byzantine party who may set arbi-
trary grades in its GradeList. In order to restrict a Byzantine party from setting
arbitrary grades in its Gradelist, we define the notion of walid Gradelist and
ensure the validated Byzantine agreement protocol outputs only valid GradeList.
A walid GradelList is one that has been verified by at least one honest party. An
honest party verifies a given GradelList by checking against its own GradeList and
ensuring that the grades corresponding to a sender differ by at most 1. This
restricts a Byzantine party to set arbitrary grades in a valid GradelList.

Given this notion of valid Gradelist, let us see why we need a gradecast
that supports grades in the range {0,1,2,3,4} where honest parties output a
common value with the highest grade of 4 when the sender is honest. Consider a
Byzantine party who may set arbitrary grades in its GradeList. For its GradeList
to be valid, it must set a grade of at least 3 corresponding to honest senders for
its GradeList to be verified by an honest party (since gradecast ensures that the
grades output by any two parties differ by at most 1). Then we can compute
the final output vector (to solve parallel broadcast) by considering values that
have grades at least 3 in the agreed valid GradeList. This ensures honest inputs
are always included in the final output vector. Note that the Byzantine party
may also set a grade of at least 3 corresponding to a Byzantine sender in its
GradelList. The GradeList will be verified as long as one honest party has a grade
of at least 2 corresponding to this Byzantine sender. Note that our gradecast
protocol ensures that all honest parties have output the same value when an
honest party sets a grade of at least 2. This ensures consistency in the final
output vector.

To see why gradecast protocol that supports fewer grades does not work, let
us consider a gradecast where the maximum grade is 3. We consider a GradeList
of a Byzantine party who may set a grade of 2 corresponding to an honest sender
(to ensure the GradeList is valid). In this version, in order to ensure honest inputs
are included in the final vector, we need to output values with grades of at least
2 in the agreed Gradelist. However, the Byzantine party may also set a grade
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of 2 corresponding to Byzantine sender for which no honest party has a grade
of 2; different honest parties may have different values in this case. Thus, this
violates consistency.

We formally define the process of invoking n parallel instances of gradecast
with multiple grades and obtaining (possibly different) valid GradeList as graded
parallel broadcast. We obtain the following result,

Theorem 2. Assuming a PKI, digital signatures and a universal structured ref-
erence string under ¢-SDH assumption, there exists a graded parallel broadcast
protocol tolerating t < n/2 Byzantine faults with O(n*( + kn®) communication
for an input of size £ bits and constant rounds.

Agreeing on a common valid GradeList using efficient multi-value vali-
dated Byzantine agreement. We make use of a single instance of multi-valued
validated Byzantine agreement (MVBA) to agree on a common GradeList. In
MVBA, each party starts with a different externally valid input (possibly large)
and outputs a common value; the output value can be input of any party as
long as it is externally valid. To the best of our knowledge, the MVBA protocol
by Shrestha et al. [35] is the only known MVBA protocol in the synchronous
setting. Their protocol operates in the authenticated model with PKI and digital
signatures and is secure against a static adversary tolerating ¢ < n/2 faults, with
O(n?¢ + kn®) communication in expectation and expected O(1) rounds.

To enhance communication efficiency and ensure adaptive security, we design
an MVBA protocol secure against a strongly rushing adaptive adversary, toler-
ating ¢ < n/2 Byzantine faults. The protocol achieves expected communication
complexity of O(nf + kn?) and terminates in expected constant rounds. It as-
sumes a threshold setup and relies on an adaptively secure threshold signature
scheme [28]. Based on the communication lower bounds by Abraham et al.[3]
and Fitzi et al.[22], our protocol achieves asymptotically optimal communica-
tion complexity. Specifically, we show the following result:

Theorem 3. Assuming a PKI, digital signatures, threshold signature setup and
a universal structured reference string under ¢-SDH assumption, there exists a
multi-valued validated Byzantine agreement protocol tolerating t < n/2 Byzantine
faults with O(nf + kn?) communication in expectation for inputs of size { bits,
termination in expected O(1) rounds and security against a (strongly rushing)
adaptive adversary.

Efficient parallel broadcast. Finally, we obtain efficient protocols for parallel
broadcast using the above primitives. In particular, we use the graded parallel
broadcast and MVBA protocol to achieve parallel broadcast protocol. Specifi-
cally, we obtain the following main result:

Theorem 4. Assuming a PKI and digital signatures, if we have a graded parallel
broadcast tolerating t < n/2 Byzantine faults with a communication complexity of
x and round complezity of y, and a MVBA protocol tolerating t < n/2 Byzantine
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Table 2: Comparison of related parallel broadcast protocols

Model Resilience Communication Latency Adversary

Nayak et al. [31] PKI t<(l—e)n O(n2€ + kn® 4+ nt) O(t) adaptive
Tsimos et al. [36] PKI t<(l—e)n Q(nzngé) O(tlogt) adaptive
Tsimos et al. [36] trusted PKI t < (1 —¢)n O(k*n?¢) O(rlogt) adaptive
Abraham et al. [I] unauthenticated t < n/3  O(n%f) + E(O(n*logn)) E(O(1)) static

Nayak et al. [31]+[4] threshold sigs. ¢ < n/2 O(n?l) + E(O(kn?®))  E(O(logt)) adaptive
This work+[35] PKI t<n/2 O(n%0) + E(O(kn?)) E(O(1)) static

This work threshold sigs. ¢t < n/2 O(n%¢+ xn®)+ E(O(kn?)) E(O(1)) adaptive

Tsimos et al. [36] and Abraham et al. [I] do not assume ¢g-SDH assumption. Tsimos et al. [36] has
O in the communication complexity which hides a logn factor unrelated to the ¢-SDH assumption.
Without ¢g-SDH setup assumption, our protocols would have log n multiplicative factor in the
communication complexity. E(.) implies “in expectation”. * This is the best communication
complexity as these protocols execute for a fixed number of rounds.

faults with a communication complezity of a and a round complexity of b, we
can have a parallel broadcast protocol tolerating t < n/2 Byzantine faults with a
communication complexity of x + a and a round complexity of y + b.

We obtain different results for parallel broadcast depending on the variant
of the validated Byzantine agreement used. Our first parallel broadcast protocol
uses the MVBA protocol of Shrestha et al. [35] which is a secure against a static
adversary with O(n%( + kn?) communication in expectation and expected O(1)
rounds. Using their MVBA protocol, we obtain the following corollary:

Corollary 1. Assuming a PKI, digital signatures, and a universal structured
reference string under ¢-SDH assumption there exists a protocol secure against
static adversary that solves parallel broadcast tolerating t < n/2 Byzantine faults
with O(n?l) + E(O(kn3)) communication and expected O(1) rounds.

Our second parallel broadcast protocol uses our MVBA protocol (Theo-
rem . We obtain the following corollary:

Corollary 2. Assuming a PKI, digital signatures, threshold signature setup,
and a universal structured reference string under ¢-SDH assumption there exists
a protocol that solves parallel broadcast tolerating t < n/2 Byzantine faults with
O(n?0+ kn3)+ E(O(kn?)) communication, termination in expected O(1) rounds
and security against a (strongly rushing) adaptive adversary.

Observe that our second parallel broadcast has O(n?(¢ + xkn3) + E(O(kn?))
communication. In the common case, the protocol terminates in expected con-
stant number of rounds with total communication complexity of O(n?¢+xn?). In
the worst case, when the protocol runs for linear number of rounds, this protocol
still incurs O(n2¢+ xkn?) communication; thus this protocol incurs O(n?¢ + kn?)
communication even in the worst-case.

On simultaneous termination and sequential composition. Our proto-
cols cannot provide simultaneous termination. This is similar to Feldman and
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Micali [19] and Katz and Koo [26]. However, we can use techniques introduced
in Lindell, Lysyanskaya and Rabin [27], Katz and Koo [26] and Cohen et al. [17]
for sequential composition of our protocols.

Organization. The rest of the paper is organized as follows: In Section |2| we
present the system model and preliminaries for our work. Section [3|introduces
the gradecast protocol with multiple grades. In Section |4l we present the graded
parallel broadcast and Appendix |§| presents MVBA protocol with O(nf + xkn?)
communication. Finally, we present the parallel broadcast protocols in Section [5]
followed by a comprehensive discussion of related works in Section [6]

2 Model and Preliminaries

We consider a system consisting of n parties (P,..., P,) in a reliable, authen-
ticated all-to-all network, where up to t parties can be Byzantine faulty. The
Byzantine parties may behave arbitrarily. We consider two kinds of adversaries:
(i) a static adversary, and (ii) a strongly rushing adaptive adversary. A static
adversary corrupts parties before the start of the protocol execution whereas
a strongly rushing adaptive adversary can adaptively decide which ¢ parties to
corrupt at any time during protocol execution. In addition, due to “strongly-
rushing” nature of the adversary, the adversary is capable of corrupting a party
P, after observing message sent by party Pj in round r and remove round r mes-
sages sent by party P, before they reach other honest parties and send round
r messages after corrupting it [4]. A party that is not faulty throughout the
execution is considered to be honest and executes the protocol as specified.

We assume a synchronous communication model. Thus, if an honest party
sends a message at the beginning of some round, the recipient receives the mes-
sage by the end of that round. We make use of digital signatures and a public-key
infrastructure (PKI) to prevent spoofing and replays and to validate messages.
Message x sent by a node P; is digitally signed by P;’s private key and is denoted
by (z);. We use H(x) to denote the invocation of hash function H on input x.

2.1 Definitions

Definition 1 (Parallel Broadcast [33]). In a parallel broadcast protocol,
each party P; has its input value v; and each party P; outputs a n-element vector
V; of values. A parallel broadcast protocol tolerating t Byzantine failures has the
following properties:

— Agreement. All honest parties must agree on the same vector of values

V=[v1,...,0n].
— Validity. If the input of an honest party P; is v;, then V;[j| = v;.
— Termination. All honest parties must eventually decide on a vector V.

Gradecast with multiple grades. Gradecast with multiples grades was orig-
inally introduced by Garay et al. [24] that supports arbitrary number of grades.
We present a slightly weaker definition of gradecast with multiple grades.
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Definition 2 (Gradecast with multiple grades). A protocol with a desig-

nated sender P; holding an initial input v is a g*-gradecast protocol tolerating t

Byzantine faults if the following conditions hold:

— Each honest party P; outputs a value v; with a grade g; € {0,1,...,g*}.

If the sender is honest, each honest party P; outputs v with a grade g; = g*.

— If two honest parties P; and Py output values with grades g; and gy respec-
tively, then |g; — gi| < 1.

— If an honest party P; outputs a value v with a grade g; > 1, then all honest
parties output value v.

Our definition allows honest parties to output different values with a grade of
1 when no honest party outputs with a grade > 1 while the definition of Garay
et al. [24] restricts honest parties to output the same value with a grade of 1.

Multi-valued validated Byzantine agreement. In an MVBA protocol, there
is an external validity function ex-validation that every party has access to. Each
honest party begins with an externally valid input v; and must output a value
upon termination. An MVBA protocol tolerating ¢ Byzantine failures possesses
the following properties:

Definition 3 (Multi-valued Validated Byzantine Agreement [5,29/35]).
A protocol solves multi-valued validated Byzantine agreement if it satisfies the
following properties except with negligible probability in the security parameter
K:

Agreement. No two honest parties decide on different values.

— Validity. If an honest party decides a value v, then ex-validation(v) = true.

— Quality. The probability of deciding a value proposed by an honest party is
at least %

— Termination. If all honest parties start with externally valid values, all

honest parties eventually decide.

Remark on the quality property. We inherit the quality property as speci-
fied in the MVBA definition from [5I29]. Our MVBA protocol, detailed in Ap-
pendix also satisfies this quality property. However, this property is not re-
quired for solving the parallel broadcast protocol.

2.2 Primitives

Linear erasure and error correcting codes. We use standard (n,b) Reed-
Solomon (RS) codes [34]. This code encodes b data symbols into code words of
n symbols using ENC function and can decode the b elements of code words to
recover the original data using DEC function. More details on ENC and DEC
functions are provided in Appendix [A]

In our protocol, we use the (n,b) RS codes with n set to be the number of
parties in the system and b set to be the number of honest parties i.e., b = n —t.
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Cryptographic accumulators. A cryptographic accumulator scheme constructs
an accumulation value for a set of values using Eval function and produces a wit-
ness for each value in the set using CreateWit function. Given the accumulation
value and a witness, any party can verify if a value is indeed in the set using
Verify function. More details on these functions are provided in Appendix [A]

In this paper, we use collision free bilinear accumulators from Nguyen [32] as
cryptographic accumulators which generates constant sized witness, but requires
¢-SDH assumption [12]. Alternatively, we can use Merkle trees [30] (and avoid
¢-SDH assumption) at the expense of O(logn) multiplicative overhead.

Normalizing the length of cryptographic building blocks. Let A denote
the security parameter, k;, = k() denote the hash size, ks = rks(\) denote the
size of the signature size, k, = ko(\) denote the size of the accumulation value
and witness of the accumulator. Further, let k = max(kp, ks, kq); We assume
k = O(kp) = O(ks) = O(ke) = O(N). Throughout the paper, we will use the
same parameter k to denote the hash size, signature size and accumulator size
for convenience.

3 Gradecast with Multiple Grades

In this section, we present a communication optimal gradecast protocol that
supports multiple grades. Our gradecast with multiple grades incurs a commu-
nication complexity of O(nf + xn?) for input of size £ bits and terminates in
3g* — 2 rounds. It works in the authenticated model with PKI and digital sig-
natures and achieves t < (1 — €)n resilience where £ > 0 is some constant.

Equivocation. Two or more messages of the same type but with different pay-
load sent by a party is considered an equivocation. In order to facilitate efficient
equivocation checks, the sender sends the payload along with signed hash of the
payload. When an equivocation is detected, broadcasting the signed hash suffices
to prove equivocation by the sender.

Deliver(m, z,0) :

- Partition input m into b blocks. Encode the b blocks into n code words
[s1,...,8n] using ENC function. Add an index j to each code word s; to ob-
tain D = [(1,s1),...,(n,ss)]. Compute accumulation value z; = Eval(ax, D).
If z # z; or o is not a valid signature on (H(m),z;) abort. Otherwise, com-
pute witness w; for each element (j,s;) € D using CreateWit function and send
(codeword, s;,w;, H(m), z); and o to party P; VP; € P.

- If party P; receives the first valid code word (codeword, sj,w;, H(m), z). along
with the sender’s signature o such that Verify(ag, z, wj, (§, s;)) = true, forward
the code word and the sender’s signature o to all the parties.

- Upon receiving b valid code words for the first accumulation value z it received,
decode m using DEC function.

Fig.1: Deliver function
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Deliver. As a building block, we first present a Deliver function (refer Figure
used by an honest party to efficiently propagate long messages using erasure
coding techniques and cryptographic accumulators. The input parameters to the
function are long message m, accumulation value z corresponding to message m
and the sender’s signature on (H(m), z). The sender is the party who originally
sent message m.

We consider the invocation of the Deliver function by an honest party P;.
When the function is invoked using the above input parameters, the long message
m is first partitioned into b blocks. The b blocks are then encoded into n code
words [s1, ..., s,] using ENC function (defined in Section[2). An index j is added
to each code word s; to obtain D = [(1,s1),...,(n,s,)] and the accumulation
value z; is computed from D using Eval function. If z # z; or the sender signature
o is not a valid signature on (H(m),z;), party P; aborts further operations.
If party P; did not abort, it computes the cryptographic witness w; for each
element (j,s;) € D using CreateWit (defined in Section . Then, the code word
and witness pair (s;,w,) is sent to the node P; € P along with the sender’s
signature o.

When a node P; receives the first valid code word s; for an accumulation
value z such that the witness w; verifies (j,s;) (using Verify function defined
in Section 7 it forwards the code word and witness pair (s;, w;) along with the
sender’s signature o to all parties. Note that party P; forwards only the first
valid code word and witness pair (s;,w;). Thus, it is required that all honest
parties forward the code word and witness pair (s;,w;) for long message m;
otherwise all honest nodes may not receive b code words required to decode the
long message m.

When a party P; receives b valid code words corresponding to the first accu-
mulation value z (or the first valid code word) it receives, it reconstructs m.

The Deliver function completes in 2 rounds. Our Deliver function improves
on RandPiper [11] by tolerating a dishonest majority of Byzantine faults.

Set 0; = L and g; = 0. Each party P; performs the following operations:
- Round 1: If party P; is the designated sender, then it multicasts (v, z, o) where
v is the input value, z is the accumulation value of v and o is the its signature
on (H(m), z)).

- Round 2h (h € [1,¢g" — 1]): If party P; receives (v, z,0) for the first time, it
invokes Deliver(v, z, o).

- Round 2g™: If party P; invoked Deliver for value v without aborting by round
2¢g™ — 2 and no party P; equivocation has been detected so far, set o; = v and
gi; = 2. Let v; be the first value received. If v; = 1, set 0; = L and g; = 0, else if
0; =1, set o, =v; and g; = 1.

- Round 2¢" +h (h € [1,9" — 2]): If party P; invoked Deliver for value v by
Round 2¢* — 2(h 4 1) and no party P; equivocation has been detected so far, set
gi = gi + 1. At round 3¢* — 2, output (0;, ¢i).

Fig. 2: M-Gradecast (v, g*) with O(nf + (k + w)n?) communication.
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3.1 Protocol details

We construct a protocol M-Gradecast(v, g*) where v is the sender’s value and g*
is the maximum supported grade. The M-Gradecast(v, g*) protocol is presented
in Figure [2| In round 1, the designated sender P; multicasts (v, z,0) where v is
its input value, z is the accumulation value and o is its signature on (H(m), z).
We note that the size of input value v can be large. In order to facilitate efficient
equivocation checks, the sender P; signs (H(v),z) and sends the signature o.
Whenever an equivocation by the sender is detected, multicasting these signa-
tures suffices to prove equivocation by the sender.

During rounds 2h for h € [1,¢* — 1], if party P; receives (v, z,0) for the
first time, it invokes Deliver to propagate long message v. Note that if party P;
invoked Deliver in round 2, it does not invoke Deliver again in later rounds. Also,
note that Deliver function requires 2 rounds. Rounds 2h + 1 for h € [1,g* — 1]
accommodates steps of Deliver function invoked in rounds 2h for h € [1,¢g* — 1].
We note that although parties may invoke Deliver to propagate long message v in
different rounds, they forward their code words only the first time. For example,
if a party P; invoked Deliver in round 2 and an honest party Py received its first
valid code word (sg, wy) in round 3 for accumulation value z, it forwards the code
word to all parties in round 3. Later, if some other party (say party Pj) invokes
Deliver in round 4 and party P receives code word (s, wy) again in round 5,
party Py does not forward (sy,wy) again. This helps in keeping communication
complexity to O(nf + kn?).

In round 2g*, each party P; sets its output value and initial grades. If party
P; invoked Deliver for value v at any prior rounds, and it did not detect any
equivocation so far, it sets o, = v and g; = 2. We note that an honest party
decodes long messages corresponding to the first valid code word (or the first
accumulatioin value z) they receive even though it detects equivocation as long
as it receives b valid code words. We refer to this value as the first received value.
Let v; be the first value received. If v; = L, it sets 0; = 1 and g; = 0. Otherwise
if o, = L, set 0; = v; and g; = 1 irrespective of the equivocation i.e., if P; did
not invoke Deliver for any values but receives a value v; # L, it sets 0; = v; and
gi = 1.

In round 2¢* + h for h € [1,g* — 2], each party P; updates their grade g;
based on when they invoked Deliver and if they have detected any equivocation.

Optimal communication complexity. Our M-Gradecast(v, g*) incurs O(nf+
kn?) communication for input of ¢ bits while tolerating t < (1 — £)n Byzantine
faults where € > 0 is a constant. In a recent work, Shrestha et al. [35] designed a
weak-gradecast protocol where grades are in the range {0, 1,2} with a commu-
nication complexity of O(nf + xn?) for input of size ¢ bits in the same setting
and gave a communication lower bound of 2(nf + n?) for weak-gradecast. The
communication lowerbound of Shrestha et al. [35] can trivially be extended to
show the optimal communication complexity of our M-Gradecast(v, g*) protocol.

We present detailed security analysis in Appendix
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4 Graded Parallel Broadcast

In this section, we present a new primitive that we call Graded Parallel Broadcast
that is secure against ¢ < n/2 Byzantine faults. Graded parallel broadcast is a
relaxation of parallel broadcast [36] and uses gradecast with multiple grades to
propagate its input. In this work, we consider an instance of gradecast with mul-
tiple grades where the grades can be in the range {0, 1,...,4}. In our construc-
tion, each party P; uses M-Gradecast(.,4) to propagate its input v; and output
an n-element list of values along with an n-element list of grades (GradeList;).
Looking ahead, our aim is to have each party P; feed its output of graded paral-
lel broadcast (i.e., GradeList;) into a Byzantine consensus primitive to agree on
a common Gradelist;. The agreed GradelList;, can be a Byzantine parties’ input
too. However, a Byzantine party may set arbitrary grades in its GradeList cor-
responding to an honest sender and prevent honest input from appearing in the
final output. In order to prevent this scenario, we restrict a Byzantine party from
setting arbitrary grades and consider only a wvalid GradeList. A wvalid GradeList
has (i) at least n — t entries of grade 4, i.e., |{h|GradeList[h] = 4}| > n — ¢, (ii)
Gradelist[i] € {3,4} corresponding to honest sender P;. Note that for an honest
sender Py, each honest party P; sets a grade Gradelist;[k] = 4. Thus, a valid
GradeList must have at least n — ¢ entries of 4. Moreover, due to the properties
of M-Gradecast(.,4), the grades of two parties for the same sender can differ by
at most 1. Since each honest party sets a grade of 4 for an honest sender P,
a Byzantine party must set a grade of at least 3 corresponding to an honest
sender Py for its Gradelist to be valid. In the final parallel broadcast protocol,
we consider all values with grades in the range {3,4} corresponding to agreed
Gradelist.

In graded parallel broadcast, a valid Gradelist is certified, meaning it is ac-
companied by a certificate consisting of at least ¢ + 1 signatures (denoted as
AC(Gradelist)) from distinct parties.

Definition 4 (Graded Parallel Broadcast). FEach party P;, as a sender,
sends its input v;, and each honest party P; outputs an n-element list of values
along with an n-element grade list Gradelist;, where Gradelist;[h] € 0,1,2,3,4
for all h € [n]. A graded parallel broadcast protocol tolerating t Byzantine failures
satisfies the following properties:
— If sender P; is honest, then each honest party P; sets Gradelist;[i] = 4.
— A certified GradeList, must have |{h | GradeList[h] = 4}| > n — t.
— If the sender P; is honest and Gradelisty is certified, then Gradelisty[i] €
{3,4}.
— If Gradelisty is certified and Gradelist,[i] € {3,4}, then all honest parties
have received a common value v;.

Protocol details. Each party P; uses M-Gradecast(.,4) to propagate its input
v;. At the end of M-Gradecast(., 4) invocation, each honest party P; outputs an n
element list of values along with n element list of grades, denoted by GradelList;,
with an entry corresponding to each party as a sender.
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Each party P; with its initial input v; performs following operations:

— (Round 1) Propose. Each party P; invokes M-Gradecast(v;, 4).

— (Round 10) Propose Grade. Let (0j,,9;,:) be the output of M-Gradecast
of party P; with party P; as sender. Set Gradelist;[j] = g;:. Multicast
(grade-list, GradeList;);.

— (Round 11) Verify and Ack. Upon receiving (grade-list, GradeList;); from
party P;, if the following conditions hold send (ack, H(GradeList;)); to party P;.

o |{h|GradeList;[h] =4} >n—t
e |GradelList;[h] — GradeList;[h]| < 2 Vh € [n].

Fig. 3: Graded Parallel Broadcast with O(n?¢ + (k + w)n3) communication

Party P; then multicasts its Gradelist; to all other parties. Party P; then
checks the validity of GradeList; by checking if (i) |{h | GradeList;[h] = 4}| > n—t,
and (ii) |GradelList;[h] — GradeList;[h]| < 2 Vh € [n]. The first check ensures that
Gradelist; contains at least n — ¢ entries with Gradelist;[h] = 4. Note that for an
honest sender Py, each honest party P; outputs a value with GradelList;[k] = 4.
Thus, a valid GradeList must have at least n—t entries of 4. In addition, due to the
properties of M-Gradecast(.,4), the grades of any two parties corresponding to a
sender differs by at most 1. Thus, a valid GradeList must satisfy |GradeList;[h] —
Gradelist;[h] < 2| Vh € [n]. This check also prevents a Byzantine party from
setting too low grades corresponding to an honest sender; otherwise its GradeList
would not be certified. Thus, a Byzantine party must set a grade of at least 3
corresponding to an honest sender for its GradeList to be certified.

If the checks pass, party P; sends (ack, H(GradelList;)); to party P;. A set of
t + 1 ack (ack-cert) messages for GradelList; (denoted by AC(GradelList;)) implies
at least one honest party has verified GradeList;.

We present detailed security analysis in Appendix [C]

5 Parallel Broadcast

Finally, we present two communication efficient parallel broadcast protocols tol-
erating t < n/2 Byzantine faults with a communication complexity of O(n%¢ +
kn?) for input of size £ bits and expected O(1) rounds under various setup as-
sumptions. The first protocol is in the authenticated model with PKI and digital
signatures. It is secure against a static adversary. The second protocol is secure
against an adaptive adversary, but assumes threshold setup and uses adaptively-
secure threshold signature scheme.

‘We propose parallel broadcast protocols with expected constant rounds in Fig-
ure[d] In this protocol, each party P; first uses graded parallel broadcast to prop-
agate their input v; and output a n-element list of values along with a n-element
grade list Gradelist; accompanied by .AC(GradeList;). The tuple (GradeList;,
AC(GradelList;)) is then input to an MVBA protocol to agree on a common
certified GradeList,,. The ack certificate on Gradelist serves as the external va-
lidity function. Parties then output V with V[j] = v; if GradeListy[j] € {3,4}
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— Graded parallel broadcast. Each party P; invokes graded parallel broadcast
protocol (refer Figure|3) with its input v; and outputs an n element list of values
along with (GradelList;, AC(GradelList;)).

— MVBA. Each party P; participates in MVBA with input Gradelist; and
AC(GradelList;). Let GradeList;, be the output of the MVBA protocol.

— Output. Set V[j] = v; if GradeListy[j] € {3,4} Vj € [n]. Output V.

Fig. 4: Parallel broadcast with O(n?¢ + kn?) communication and expected O(1)
rounds

Vj € [n]. We present two variants of this protocol based on the choice of the
MVBA protocol.

Using MVBA protocol of Shrestha et al. [35]. In Shrestha et al. [35], they
gave an MVBA protocol in the authenticated model with PKI and digital signa-
tures with security against a static adversary. Their protocol incurs O(kn3) com-
munication in expectation when ¢ = O(n) (i.e., the size of (GradeList, AC(GradeList))
and terminates in expected O(1) rounds. The exact round complexity of their
MVBA protocol is expected 36 rounds. We refer the readers to Shrestha et al. [35]
for more details. Using this MVBA protocol, gives us a parallel broadcast proto-
col secure against static adversary in the authenticated model with PKI and digi-
tal signatures. The resulting parallel broadcast protocol has O(n%¢)+ E(O(kn?))
communication and terminates in expected constant rounds. Concretely, this
protocol terminates in expected 47 rounds.

Using MVBA from Appendix[D] In the second variant, we utilize our MVBA
protocol from Appendix[D] enabling a parallel broadcast protocol secure against
a strongly rushing adaptive adversary. The graded parallel broadcast protocol
has a communication complexity of O(n?¢+xn?), and the MVBA protocol incurs
O(kn?) communication when ¢ = O(n) (the size of (GradeList, AC(GradeList))).
Consequently, the resulting parallel broadcast protocol achieves a total commu-
nication complexity of O(n?¢ + kn?®) + E(O(kn?)) and terminates in expected
O(1) rounds. Specifically, this protocol completes in expected 30 rounds.
We present detailed security analysis in Appendix [E]

6 Related Work

6.1 Related Work in Parallel Broadcast Literature

The problem of parallel broadcast (aka, interactive consistency [33]) was origi-
nally introduced by Pease et al. [33]. In the same work, they present two variants
of the protocol: (i) a protocol with ¢t < n/3 resilience in the plain authenticated
model without PKI (aka, the unauthenticated model), and (ii) a protocol with
t < n resilience in the authenticated model with authenticators. Both protocols
incur exponential communication complexity and ©(t) round complexity.
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Ben-or and El-Yaniv [§] showed how to achieve expected O(1) rounds for
the interactive consistency problem tolerating ¢ < n/3 Byzantine faults in the
unauthenticated model. In their solution, they invoked O(nlogn) instances of
the BA protocol due to Feldman and Micali [T9] in a “black-box” fashion to
achieve expected O(1) round parallel broadcast protocol. Their construction has
a very high communication as each instance of BA protocol of Feldman and
Micali [19] has O(n®logn) communication even for a single bit input.

Very recently, Abraham et al. [I] gave an efficient protocol in the unauthenti-
cated model tolerating ¢t < n/3 Byzantine faults and security against an adaptive
adversary. Their protocol incurs O(n?() + E(O(n*logn)) communication for in-
put of size £ bits and expected O(1) rounds.

Tsimos et al.[30] recently explored parallel broadcast in the authenticated
model with PKI and digital signatures, tolerating ¢ < (1 — )n Byzantine faults
and ensuring security against an adaptive adversary. Their first protocol, in
the authenticated model with PKI, incurs 0(52n3) communication for a single-
bit input and runs in O(tlogt) rounds. The second protocol, under stronger
setup assumptions, relies on a trusted dealer for key setup and employs bit-
specific committee election[3] to reduce communication. It also requires parties
to erase signatures after sending messages, achieving 0(n4n2) communication
for a single-bit input and O(klogt) rounds.

Concrete round complexity. The state-of-the-art PBC protocol by Abraham
et al.[I] has an expected round complexity of 209. In comparison, our PBC
protocols achieve expected 30 rounds with our MVBA and 47 rounds with the
MVBA by Shrestha et al.[35] (which itself incurs 36 rounds). Tsimos et al. [36]
in the PKI model require O(tlog t) rounds, exceeding our protocols’ exact round
complexity when ¢t > 32, even with a constant factor of 1. In the trusted PKI
model, their protocol incurs O(klogt) rounds, and for k& = 40 (a reasonable
value), its exact round complexity is also higher than ours.

Closely related technique. In a recent work [I], Abraham et al. gave a parallel
broadcast protocol in the unauthenticated model tolerating ¢ < n/3 Byzantine
faults with a communication complexity of O(n?¢) + E(O(n*logn)) and termi-
nation in expected O(1) rounds. Their protocol relies on the idea of Fitzi and
Garay [2I] where multiple BA sub-protocols are run in parallel when only a
single leader election is invoked per iteration for all the sub-protocols. In their
construction, each party first propagates their £ bit input via a gradecast protocol
where each gradecast invocation costs O(nf+n®logn); the total communication
complexity of n parallel gradecast is O(n?¢ +n*logn). It is followed by parallel
invocation of n instances of BA protocol where each BA protocol has a commu-
nication complexity of O(n3logn) bits for a single bit input. In addition, their
leader election protocol has a communication complexity of O(n* logn) bits. The
resulting protocol has a communication complexity of O(n?¢) + E(O(n*logn))
for input of size £ bits.

We note that their technique is relevant but not sufficient to achieve our goal.
In the authenticated model with PKI and digital signatures, to the best of our
knowledge, the MVBA protocol due to Shrestha et al. [35], when used as a BA
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protocol, is the most efficient protocol in the setting which has a communica-
tion complexity of O(kn?) in expectation and termination in expected constant
rounds. Parallel invocation of O(n) instances of this BA protocol would result
in O(kn*) communication in each round. In contrast, our parallel broadcast in
the setting incurs O(n%¢) + E(O(xkn?)) communication.

With threshold setup assumption, to the best of our knowledge, the BA pro-
tocol due to Abraham et al. [4] is the most efficient protocol which has a com-
munication complexity of O(kn?) in expectation and termination in expected
constant rounds. Following the technique of Abraham et al. [I], we can use
M-Gradecast(., 2) to propagate £ bit input at the total communication complex-
ity of O(n?¢ + kn?). Then, parallel invocation of O(n) instances of binary BA
protocol due to Abraham et al. [4] along with a single leader election proto-
col across all BA instances will result in expected O(xn?) communication and
termination in expected constant rounds. The total communication complex-
ity of the protocol following their technique is O(n%¢) + E(O(kn?)) and termi-
nation in expected constant rounds. In the same setting, our protocol incurs
O(n?(+kn3) + E(O(kn?)) communication and expected constant rounds. In the
worst case, when the protocol runs for linear number of rounds, the protocol
following their technique would incur O(n?¢ + kn*) communication, while our
protocol incurs O(n?/ + xkn®) communication.

Concurrent work. Asharov et al. [6] designed a parallel broadcast protocol in
the unauthenticated model tolerating ¢t < n/3 Byzantine faults with O(n?¢) +
E(O(n?log?n)) communication complexity and expected O(1) rounds. Following
Fitzi and Garay [21], their construction still relies on n parallel invocation of
BA with a single leader election shared across all BA invocations. As discussed
before, this approach is not sufficient to achieve our results.

Subsequent work. Civit et al. [I6] designed a parallel broadcast protocol tol-
erating ¢ < n/2 Byzantine faults with a communication cost of O(n2¢ + knf)
and O(f) rounds, where f < ¢ is the actual number of faults. When f = ¢, their
protocol requires a linear number of rounds. In comparison, our protocol requires
an expected O(1) rounds while tolerating ¢ < n/2 faults. Additionally, Feng et
al. [20] designed a parallel broadcast protocol tolerating t < n/2 Byzantine faults
with O(n?f+ kn?®) communication and linear round complexity. However, their
protocol relies on heavier cryptographic primitives such as zk-SNARKs [25].

Due to space constraints, we present additional related work in Appendix [E}
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A Extended Preliminaries

A.1 Linear erasure and error correcting codes

— ENC. Given inputs my, . . ., my11, an encoding function ENC computes (s, . . .

ENC(myq,...,m¢41), where (s1,.. ., sy,) are code words of length n. A combi-
nation of any ¢ + 1 elements of n code words uniquely determines the input
message and the remaining of the code word.

— DEC. The function DEC computes (my, ..., m¢1) = DEC(s1, ..., $p), and is

capable of tolerating up to ¢ errors and d erasures in code words (s, ..., $p),
if and only if t > 2¢c + d.

A.2 Cryptographic accumulators

Formally, given a parameter k, and a set D of n values d1, . .., d,, an accumulator
has the following components:
— Gen(1% n): This algorithm takes a parameter k represented in unary form

1¥ and an accumulation threshold n (an upper bound on the number of
values that can be accumulated securely), returns an accumulator key ay.
The accumulator key ay, is part of the ¢-SDH setup and therefore is public
to all parties.

— Eval(ag,D): This algorithm takes an accumulator key ay and a set D of

values to be accumulated, returns an accumulation value z for the value set
D.

75n)
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— CreateWit(ag, 2, d;, D): This algorithm takes an accumulator key ag, an ac-
cumulation value z for D and a value d;, returns | if d; € D, and a witness
w; if d; € D.

— Verify(ag, z, w;, d;): This algorithm takes an accumulator key ay, an accumu-
lation value z for D, a witness w; and a value d;, returns true if w; is the
witness for d; € D, and false otherwise.

B Security Analysis of Gradecast with Multiple Grades

Claim. Suppose party P; is the designated sender. If an honest party invokes
Deliver in round r without aborting for value v sent by party P; and no honest
party has detected a party P; equivocation by round r+1, then all honest parties
will receive value v by round r + 2.

Proof. Suppose an honest party P; invokes Deliver at round r without aborting
for a value v sent by party P;. This implies party P; sent a valid signature o on
(H(v), z) where z is the accumulation value of v. Moreover, party P; must have
sent valid code words and witness (codeword, s, wg, H(v), z); computed from
value v to every party P, VP, € P along with the party P;’s signature o at
round 7. The code words, witness and signature o arrive at all honest parties by
round r + 1.

Since no honest party has detected a party P; equivocation by round r + 1,
it must be that either honest parties will forward their code word (codeword,
Sk, wi, H(v), z) when they receive the code words sent by party P; or they already
sent the corresponding code word when they either invoked Deliver for value
v or received the code word from some other party. In any case, all honest
parties will forward their code word corresponding to value v by round r + 1.
In addition, accumulation value z is the first received accumulation value for all
honest parties. Thus, all honest parties will have received b valid code words for
the first received accumulation value z by round r + 2 sufficient to decode value
.

Theorem 5. The protocol in Figure |9 is a gradecast protocol with multiple
grades satisfying Definition[3

Proof. Suppose party P; is the designated sender with its input value v. Let g*
be the maximum grade.

We first consider the case when an honest party P; outputs value v with a
grade g; = 2 and no honest party outputs a value with a grade > 2. Honest
party P; must have invoked Deliver for value v by round 2¢g* — 2 and did not
detect a party P; by round 2g*. This implies no honest party detected a party
P; equivocation by round 2¢* — 1. By Appendix @ all honest parties receive
value v by round 2¢*. In addition, since party P; invoked Deliver for value v by
round 2¢* — 2, all honest parties receive a code word for value v by round 2¢* —1.
Thus, value v is the first value received by all honest parties. Since v # 1, all
honest parties will output value v with a grade > 1.
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Next, we consider the case when an honest party P; outputs a value v with
a grade g; > 2. Without loss of generality, assume g; is the highest grade output
by any honest party. Let h = g; — 2. Since, party P; outputs value v with a grade
gi > 2, it must have invoked Deliver to propagate value v by round 2¢* —2(h+1)
and did not detect any party P; equivocation by round 2¢g* + h. This implies
no other honest party detected a party P; equivocation by round 2g* + h — 1.
With & > 1, 2g* + h — 1 > 2g* — 2(h + 1) + 1. Thus, by Appendix [B] all other
honest parties receive value v by round 2¢* — 2h. The honest parties that did not
invoke Deliver by round 2g* — 2(h + 1) will invoke Deliver for value v by round
2g* —2h. Since no other honest party detected a party P; equivocation by round
2g* 4+ h — 1, all honest parties will set a grade of 2 in round 2¢*. In addition, all
honest parties will set a grade of 2+ h —1 = g; — 1 by round 2g* + h — 1. Thus,
all honest parties will output value v with a grade at least g; — 1.

This also proves that if an honest party P; outputs a value v with a grade
g; > 1, then all honest parties output value v.

Next, we consider the case when the designated sender is honest. Since, the
sender is honest, it sends its input value v to all honest parties such that all
honest parties receive value v in round 2. Thus, all honest parties invoke Deliver
to propagate value v in round 2. Moreover, the honest sender does not equivocate.
Thus, all honest parties set a grade of 2 in round 2¢g* and set a grade of 2+¢*—2 =
g* in round 3¢g* — 2.

The case where each honest party outputs a value with a grade € {0,1,...,9*}
is trivial by design.

Lemma 1 (Communication Complexity). Let ¢ be the size of the input,
k be the size of accumulator, and w be the size of witness. The communication
complexity of the protocol in Figure|2 is O(nf + (k +w)n?).

Proof. At the start of the protocol, the sender multicasts its value of size ¢ to
all party P; Vj € [n] along with & sized signed message containing accumulator
and hash of large message. This step incurs O(nf+ kn). An honest party invokes
Deliver only on the first value it receives where it sends a code word of size O(£/b),
a witness of size w, an accumulator of size k to each party and a singature of size
K bits. Moreover, each party multicasts a code word of size O(¢/b), a witness of
size w, an accumulator of size k and a singature of size k bits. Thus, each party
sends O(nl/b+ (k+w)n) = O(n— + (k+w)n) = O(£ + (k +w)n) bits. Thus,

the overall complexity is is O(nf + (k + w)n?) bits.

C Security Analysis of Graded Parallel Broadcast

Theorem 6. The protocol in Figure[3 is a graded Parallel Broadcast protocol
satisfying Definition [J}

Proof. If the sender P; is honest, it propagates its input v; using M-Gradecast.
By Theorem |5} each honest party P; output Gradelist; with GradeList;[i] = 4.
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Next, we consider a certified grade list GradelListy. The only way GradeListy,
gets certified is if at least one honest party P; sends an ack for it. If an hon-
est party P; sends an ack for a grade list GradeListy, then it must be that (i)
|[{h| GradeListi[h] = 4}| > n — ¢t and (ii) |GradeListy[h] — GradeList;[h] < 2| Vh €
[n]. Trivially, this implies a certified GradeList; must have |{h | GradeList;[h] =
4}| > n—t. This also implies that if GradeListy[h] € {3, 4}, GradeList;[h] must be
at least 2. By the properties of M-Gradecast ( Definition , if an honest party
outputs a value v, with a grade of > 1, all honest parties output a common
value vp. Thus, all honest parties have common value v; for all h such that
Gradelisty[h] = {3,4}.

Next, we consider the grades in GradeListy[j] for an honest sender P;. We
know from the fact that for an honest sender P;, by the properties of M-Gradecast(v, 4),
all honest parties will set a grade of 4. An honest party P; will send an ack for
Gradelisty, only if |GradeListy[j] — GradeList;[j] < 2|. This implies GradeListy 7]
must be at least 3 i.e. Gradelisty[j] € {3,4}.

Lemma 2 (Communication Complexity). Let ¢ be the size of commitment
comm, k be the size of secret share and accumulator, and w be the size of witness.
The communication complexity of the protocol is O(n%l + (k + w)n3) bits per
epoch.

Proof. In the Propose step, each party P; invokes M-Gradecast(.,4) protocol.
By Lemma [I| the communication complexity of one invocation of M-Gradecast
protocol is O(nf + (k + w)n?). Thus, this step incurs O(n?¢ + (k + w)n?).

In the Propose grade step, each party multicast their GradeList of size O(n).
Multicast of O(n)-sized GradeList by n parties incurs O(n3) communication. In
the Verify and Ack step, each party sends at most n ack messages. This step
incurs O(kn?) communication. Thus, the total communication complexity is
O(n?( + (k + w)n?) bits.

D Multi-valued Validated Byzantine Agreement

In this section, we present an efficient protocol for multi-valued validated Byzan-
tine agreement (MVBA) that tolerates ¢ < n/2 Byzantine faults. The protocol
achieves a communication complexity of O(nf + kn?) for inputs of size ¢ bits,
with an expected O(1) rounds, and offers security against a strongly rushing
adaptive adversary.

The starting point of our construction is the adaptively-secure Byzantine
synod protocol of Abraham et al. [4] which has a communication complexity
of O((¢ + k)n?) for ¢ bit input values and termination in expected 16 rounds.
Their protocol assumes a threshold signature setup and uses an adaptively-secure
threshold signature scheme by Loss and Moran [28] to achieve perfect leader
election, ensuring that all honest parties always agree on a common leader. We
first present a brief overview of their protocol to understand O(n?¢) term.

Understanding O(n?/) term in the communication complexity of Byzan-
tine synod protocol of Abraham et al. [4]. In their protocol, parties first
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multicast their ¢-bit proposals and collect acknowledgements from at least ¢ 4 1
parties. A proposal is said to be “prepared” if it collects acknowledgements from
t+ 1 parties. Each of the parties then proposes these prepared proposals. This is
followed by a leader election phase where they always obtain a common leader.
With probability at least 1/2, this leader is honest. Once the leader is elected,
parties only consider the prepared proposal of the leader. If such a proposal exists
and there are no equivocating prepared proposals from the leader, the proposal
is committed; otherwise parties perform a “view-change” to restart the process.
Having parties create prepared proposals before a leader election prevents an
adaptive adversary from corrupting the elected party and creating equivocating
proposals and ensures the protocol terminates in expected constant rounds. For
proposals of size £ bits each, a multicast of n proposals trivially incurs O(n2¢)
communication as each party needs to receive nf bits.

Key technical idea. Our MVBA protocol inherits the underlying consensus
mechanism of their protocol and improves the dissemination of the proposals to
obtain O(nf + kn?) communication. To improve communication, our protocol
uses Reed-Solomon erasure codes [34] to decode large messages into n code words
and cryptographic accumulators [32] to verify the correctness of the code words.

In our protocol, each party P; encodes its £ bit proposal to n code words
(8i,1,--,8im) via Reed-Solomon erasure codes and sends a code word s; ; to
party P; Vj € [n] along with a cryptographic witness to verify the correctness
of the code word s; ;. Each party P;, upon receiving a valid code word s; ;,
sends an acknowledgment to party P;. Party P; considers its proposal “prepared”
once it receives t + 1 acknowledgments. We stress that a party receives a single
valid code word corresponding to the proposal; and not the full proposal. This
differs from extension techniques [31] where all parties receive the full proposal.
For all n proposals of size ¢ bits each, this process only incurs O(nf + xn?)
communication. Having proposals prepared in this manner still gives that same
advantages against an adaptive adversary with reduced communication.

Later in the protocol, when the prepared proposal is selected during leader
election phase, the full proposal needs to be retrieved before committing it. An
original proposal can be decoded with t 4 1 valid code words for the proposal.
Note, however that a “prepared” proposal does not imply sufficient code words
required to decode the proposal will be available. A Byzantine party may send a
valid code word corresponding to its proposal to a single honest party and collect
t acknowledgements from Byzantine parties to have its proposal prepared. Thus,
having a proposal prepared does not guarantee its availability. We consider such
proposals as “bad”. When such a bad proposal is selected during the leader
election phase, we “wait” for a few rounds to detect recoverability of the proposal
and perform view-change when we are unable to decode the selected proposal,
i.e., we rely on synchrony to detect and filter out bad proposals. Once an honest
leader is elected, its prepared proposal can be decoded and committed.

Epoch. Our protocol progresses through a series of numbered epochs. Each
epoch lasts for 8 rounds.
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Each party P; with its input v; performs following operations:

- Round 1: Each party P; partitions its input v; into 41 data symbols and encode
the t + 1 data symbols into n code words (s;,1,...,Si,n) using ENC function.
Compute accumulation value z,; using Eval function and witness w; ; Vs;; €
(Si1,---,8i,n) using CreateWit function. Send (codeword, s; j, w; ;, zv, )s to party
Pj V.] S [Tl]

- Round 2: If party P; receives the first valid code word (codeword, s;,;, wj,i, 2v, )
for the accumulator z,,, send an (ack, zvj>i.

- Round 3: Upon receiving ¢ + 1 distinct (ack, z,, ). message, create a threshold
signature, denoted as AC(zy,).

Fig. 5: Proposal Dispersal with O(nf + xkn?) communication

Certified values and ranking. A certificate on a value v; consists of ¢ + 1
distinct signatures in an epoch e and is represented by C.(v;). Certificates are
ranked by epochs, i.e., values certified in a higher epoch has a higher rank.
During the protocol execution, each party keeps track of all certified blocks and
keeps updating the highest ranked certified block to its knowledge. Parties lock
on the highest ranked certified values and do not vote for values other than the
locked values to ensure safety of a commit.

D.1 Protocol Details

We first present a protocol used by all parties to efficiently distribute their long ¢
bit input v; at the cost of O(nf+ kn?) communication. This protocol is executed
before the MVBA protocol (refer Figure @

Proposal dispersal. In proposal dispersal protocol (refer Figure 7 each party
makes use of erasure coding techniques and cryptographic accumulators to ef-
ficiently distribute its long message. Each party P; partitions its input v; into
t + 1 data symbols. The ¢t + 1 data symbols are then encoded into n code words
(Si1s---58in) using ENC function and a corresponding accumulation value z,,
is computed. Then, the cryptographic witness w; ; is computed for each code
word s;; € (Si1,---,8in) using CreateWit. Then, the code word and witness
pair (s; ;,w; ;) is sent to the partyP; Vj € [n] along with the accumulation value
Zu;-

When a party P; receives the first valid code word s; ; for an accumulation
value z,, such that the witness w;; verifies the code word s;;, it sends an
(ack, zy,); to party P;. When party P; receives t+1 ack messages for z,,, it forms
an ack-cert for value v;, denoted as AC(z,,). Note that an ack-cert for value v;
does not imply all honest parties have received valid code words corresponding
to value v;; this only implies at least one honest party has received a valid code
word corresponding to value v;. When the sender P; is honest, then all honest
parties will receive a valid code word corresponding to value v; which is sufficient
to decode value v;. In the MVBA protocol that follows, each party P; proposes
accumulation value z,, along with AC(z,,) and honest parties only consider
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proposals containing an ack-cert. Collecting an ack-cert for a proposal is similar
to having a proposal prepared in the Byzantine synod protocol of Abraham et
al. [4]. However, it does not guarantee that all honest parties will be able to
decode the proposed value.

In the proposal dispersal protocol, each party P; receives only a single code
word s; ; corresponding to value v;. For n proposals each of size ¢ bit, this
protocol incurs O(nf + (k + w)n?) bits where k is the size of accumulator and
w is the size of the accumulator witness.

MVBA Protocol. At the start of the MVBA protocol (refer Figure @, no
party has a certificate for any proposed value; thus each party P; sends a status
message with an empty certificate. Consequently, CC; = L for each party P;
and each party P; multicasts its own value (z,,,AC(z,,)) in the propose step
of the first epoch. In subsequent epochs, parties send proposals corresponding
to the highest ranked certificate known to them. Note that a valid proposal is
accompanied by an ack-cert which can only be formed during a proposal dispersal
phase; this is because a ack-cert consists of at least ¢ + 1 ack for z,, and honest
parties send ack for z,, only in the proposal dispersal phase. In the MVBA
protocol, all parties send their proposals first and a leader is elected in a later
round. This prevents an adaptive adversary from corrupting the elected party
and sending valid equivocating proposals afterwards; this is because ack-cert for
an equivocating proposal cannot form afterwards.

In round 3, parties participate in the adaptively-secure threshold coin toss-
ing scheme due to Loss and Moran [28] to uniformly select a common leader L.
for epoch e at random. As the leaders are elected uniformly at random, a common
honest leader is elected with probability at least 3. Let (propose, (2y,,,.AC(2y,)),CCrL. , €)
be L.s proposal for epoch e. If CC; < CCp,, party P; forwards a code word
(Sh,i,wn,;) corresponding to the L.’s proposal for z,, if party P, has received
(Sh,i,wn,;) either during the proposal dispersal phase or in earlier epochs. We
note again that an ack-cert on accumulation value z,, (i.e., AC(z,,)) does not
imply that all honest parties have received valid code words corresponding to
value v, during proposal dispersal phase. Thus, all honest parties may not for-
ward their code word corresponding to value vy in round 4.

In round 5, if party P; receives t+1 valid code words for the accumulator zp, it
decodes value vy, using DEC function. Party P; again encodes value v, and sends
code word (s ;,wp, ;) to party P; Vj € [n]. In round 6, party P; forwards the
valid code word (sp, ;, wp ;) to all parties if it has not already forwarded the code
word (sp,j, wp, ;) in round 4. Multicasting code words in round 5 and forwarding
codewords in rounds 5 and 6 ensures that if an honest party successfully decodes
vp, all honest parties will receive value vy by the end of round 6.

Note that the elected leader could be Byzantine and that leader might not
have sent valid code words to all honest parties during proposal dispersal phase
and all honest parties may not have received valid code words corresponding to
value vp, although an AC(z,,) exists. Thus, it is possible that no honest party
receives t + 1 valid code words for accumulator z,, required to decode value vy,
in round 5. In such a case, we ensure no honest party commits value vy. In our
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Each party P; with its input v; executes the proposal disperal protocol (refer Figure|)
and outputs AC(z,,; ). Then, each party P; performs the following operations for each
epoch e:

— (Round 1) Status. Multicast the highest ranked certificate known to party P;

in the form of (status,C./(zv, ), AC(2v,, ))i-

(Round 2) Propose. Let CC; := C.(zy,) be the highest ranked certifi-
cate known to party P; at the end of Status round. If CC; # L, set val, =
(2v,,, AC(2v,,)); otherwise set val; = (z.,,AC(zv;)). Each party P; multicasts
(propose, val;, CCs, €);.

(Round 3) Elect. Each party P; participates in threshold coin tossing scheme
from [28]. Let L. be leader of epoch e.

(Round 4) Forward. Upon receiving the first wvalid proposal
(propose, (zv,, , AC(2v,,)),CCL.,€)r, forward the proposal. If CC; < CCr.,
party P; forwards a valid code word (codeword, sp,;, Wh,i, 2v, , €); consistent with
accumulator z,, sent by party P, during proposal dispersal phase (if party P;
received a code word for z,, ).

(Round 5) Decode. Upon receiving ¢ + 1 valid code words for the accumulator
Zv;,, decode vy using DEC function if party P; has not already received vy in
earlier epochs. Send (codeword, s, Wh,j, 2, , €)i to party P; Vj € [n].

(Round 6) Forward2. If party P; receives the first valid code word
(codeword, sp.i, Whs, zuh,e>* for the accumulator z,,, forward the code word to
all the parties.

(Round 7) Vote. If party P; receives v, by round 5, CC; < CCr.,
ex-validation(vs,) = true and no equivocating proposal by L. has been detected
so far in epoch e, multicast a vote in the form of (vote, e, H(zy,, )):-

(Round 8) Commit. Upon receiving ¢ + 1 distinct vote for z,, (denoted by
Ce(2v),)), multicast Ce(zy, ), commit v, and multicast (terminate, e, H(vp));.

(At any time) Terminate. Upon receiving ¢+1 (terminate, e, H (vp,))« messages,
multicast it, output vy and terminate.

(At any time) Equivocation. Multicast the equivocating proposals signed by
L. Stop performing epoch e operations.

Fig.6: MVBA with O(nf + kn?) bits communication per epoch and expected
O(1) epochs
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protocol, we require that an honest party be able to decode value vy in timely
manner before voting for value v;, and later commit it. In particular, we rely
on synchrony assumption to detect “bad” proposals and prevent it from getting
committed.

Thus, party P; votes for value vy, only if it decodes value v by round 5.
Party P; also checks if it did not detect equivocating proposals made by leader
L. in epoch e. This check ensure that if an honest party votes for a value vy,
in round 7, all honest parties receive value vy by round 7. In addition, party P;
also checks the proposed value is externally valid (i.e., ex-validation(vy,) = true)
and the leader L. is proposing with the highest ranked certificate. This ensures
the safety of a committed value in earlier epochs.

An honest party P; commits value vy, if it receives ¢ 4+ 1 distinct votes for
vp. It multicasts the vote certificate and (terminate, e, H(vy)). In the next round,
all honest parties will receive the vote certificate and not vote for lower ranked
certificates in future epochs. In addition, if an honest party receives ¢t + 1 dis-
tinct (terminate, e, H(z,, )) in a round, all honest parties receive the termination
certificate, output value v, and terminate in the next round.

Optimal communication complexity. Each party needs to learn ¢ bit input;
thus, a protocol must incur 2(nf) communication [22]. In Abraham et al. [3],
they show 2(n?) communication is required even for a randomized Byzantine
agreement protocol secure against a strongly rushing adaptive adversary. Thus,
our MVBA protocol has optimal communication complexity of O(nf + kn?) in
expectation.

Round complexity. In an epoch, an honest leader is elected with probability
at least % All honest parties commit and terminate in the same epoch when
an honest leader is elected. Thus, the protocol terminates in expected 2 epochs.
The proposal dispersal phase requires 2 rounds. Multicast of the termination
certificate requires one more additional round. Thus, the protocol terminates in
19 rounds in expectation.

D.2 Security Analysis of Multi-valued Validated Byzantine
Agreement

Claim. If an honest party votes for value vy at round 7, then all honest parties
receive value vy, by round 7.

Proof. Suppose an honest party P; votes for value v, at round 7 in epoch e. Then
party P; must have decoded value v, by round 5 and did not detect equivocating
proposals by leader L, by round 7. Party P; must have sent valid code words and
witness (codeword, mtype, s, i, Wk, 2, )i computed from value vy, to every party
Py, Yk € [n] at round 5. The code words and witness arrive at all honest parties
by round 6. In addition, no honest party detected an equivocating proposal by
round 6 in epoch e.

Since no honest party detected an equivocating proposal by round 6 in
epoch e., it must be that either honest parties will forward their code word
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(codeword, mtype, Sp, i, Wh i, Zv, ) When they receive the code words sent by party
P; or they already sent the corresponding code word in round 5 or received the
code word from some other party. In any case, all honest parties will forward
their code word corresponding to value vy, by round 6. Thus, all honest parties
will have received ¢t + 1 valid code words for a common accumulation value z,,
by round 7 sufficient to decode value vy,.

Lemma 3. If an honest party commits value vy, in epoch e, then (i) an equiv-
ocating certificate does not exist in epoch e, and (ii) all honest parties receive
Ce(zv,) by the end of epoch e.

Proof. Suppose an honest party P; commits value vy, in epoch e. Party P; must
have received at least t + 1 vote messages for value v, at round 8 in epoch e.
At least one honest party (say party P;) must have voted for value vy, at round
7 in epoch e. Party P; votes for value v, when it receives value v, by round 5,
invokes Deliver for value v, and does not detect any equivocating proposal by
leader L. by round 7. By Appendix all honest parties receive value vy by
round 7. Thus, no honest party votes for a conflicting value and an equivocating
certificate does not exist in epoch e. This proves part (i) of the Lemma.

For part (ii), note that party P; multicasts C.(z,, ) when it commits value vy,
in round 8. Thus, all honest parties receive C¢(zy,) by end of round 8. By part
(i) of the Lemma, an equivocating certificate does not exist. Thus, all honest
parties will receive C.(zy,) by the end of epoch e.

Theorem 7 (Safety). If two honest parties commit v and v', then v =v’.

Proof. Suppose an honest party P; commits value v in epoch e. By Lemmal 3] all
honest parties receive Ce(v) by the end of epoch e and no equivocating certificate
exists in epoch e. Thus, no honest party votes for values other than v in any
epoch €’ > e and an equivocating certificate cannot form in epochs higher than
e’ > e. Thus, it must be that if two honest party commits to v and v’, then
v="1

Theorem 8 (Termination). If the leader L. of epoch e is honest, all honest
parties terminate by epoch e.

Proof. Suppose the leader L, of epoch e is honest. Leader L. will send the same
proposal (zy, , AC(zy,)) to all parties by extending the highest ranked certificate
known to all honest parties. Thus, each honest party P; will forward valid code
word (s;,w;) corresponding to value vy, to all parties in round 4 and all honest
parties will receive t + 1 valid code words sufficient to decode value vy in round
5. Thus, each honest party P; will vote for value v, in epoch 7, receive Cc(z,,, )
by round 8 and commit vp. In addition each honest party P; will multicast
(terminate, e, H(vp)); , receive t 4+ 1 distinct terminate, terminate by the end of
round 8 of epoch e.

Theorem 9. The protocol in Figure [( is a multi-valued validated Byzantine
agreement protocol satisfying Definition [3
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Proof. For a value v, to be decided at least one honest party must vote for it.
For an honest party to vote for value vy, it must be that ex-validation(v,) =
true. The proofs for safety and termination follows immediately from Theorem 7]
and Theorem 8] Additionally, a common honest leader is elected with probability
at least %; ensuring the quality property.

Lemma 4 (Communication Complexity). Let ¢ be the size of the input,
K be the size of accumulator, and w be the size of witness. The communication
complezity of the MVBA protocol is O(nl + (k + w)n?)) in expectation.

Proof. In the proposal dispersal phase, each party sends a code word of size
O(¢/n), a witness of size w and an accumulator of size k to all other parties. In
addition, each party sends k-sized ack message to all other parties. Thus, this
phase incurs O(nf + (k + w)n?) communication.

In the protocol in Figure @ the status step incurs O(xkn?) as each party sends
O(k)-sized threshold signature to all other parties. The propose step also incurs
O(kn?) communication. The leader election phase in round 3 incurs O(kn?)
communication. In the Forward step (round 4) each party multicasts code word
of size O(¢/n), witness of size w bits, accumulator of size O(x) bits with a total
communication complexity of O(nf + (k + w)n?) bits. Similarly, in Decode step
and Forward2, each party sends code word of size O(¢/n), witness of size w
bits, accumulator of size O(k) bits with a total communication complexity of
O(nl + (k + w)n?) bits.

In Vote step, each party multicasts O(k)-sized vote message to all other
parties, this incurs O(kn?) communication. In the commit step, each party mul-
ticasts O(k)-sized vote certificate and O(k)-sized terminate messages. All-to-all
multicast of O(k)-sized termination certificate also incurs O(xn?) communica-
tion. Thus, the protocol incurs O(nf + (k +w)n?)) communication in an epoch.

Note that the protocol terminates in expected constant epochs. Thus, the
communication complexity of the protocol is O(nf + (k +w)n?)) in expectation.

E Security Analysis of Parallel Broadcast

Theorem 10. The protocol in Figure[]] is a parallel broadcast protocol satisfy-
ing Definition [1}

Proof. By Theorem [J] all honest parties eventually terminate with a common
Gradelist;, where external validity function is presence of AC(Gradelisty,). Ter-
mination follows from termination property of the underlying MVBA protocol.

By the properties of graded parallel broadcast( Theorem@, all honest parties
receive the same value v; such that Gradelist;[j] € {3,4}. Since, all honest
parties compute final vector V based on common GradelListy. Thus, agreement
holds.

In addition, the grades corresponding to honest parties in Gradelist;, are in
the range {3,4}. Thus, validity holds.
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F Extended Related Work

F.1 Related Works in MVBA Literature

Multi-valued validated Byzantine agreement was first introduced by Cachin et
al. [T4] to allow honest parties to agree on any externally valid values. Their
protocol works in asynchronous communication model and has optimal ¢ < n/3
resilience with O(n?¢+ kn?+n?3) communication for input of size ¢. Later, Abra-
ham et al. [5] gave an MVBA protocol with optimal resilience and O(n?¢ + kn?)
communication in the same asynchronous setting. Lu et al. [29] extended the
work of Abraham et al. [5] to handle long messages of size ¢ with a communica-
tion complexity of O(nf + xkn?). All of these protocols assume threshold setup,
are secure against an adaptive adversary and terminate in expected O(1) rounds.
We provide technical differences with MVBA protocol of Lu et al. [29].

Comparison with MVBA protocol of Lu et al. [29]. In the MVBA protocol
due to Lu et al. [29], they use (¢t + 1,n) RS codes with ¢t < n/3 to distribute ¢
bit proposal during proposal dispersal phase. In their protocol, they collect an
ack-cert consisting of 2¢ + 1 ack messages. If there is an ack-cert for a proposal,
this implies at least ¢ + 1 honest parties have received valid code words for
the proposal. This is sufficient to decode the proposal since the protocol uses
(t+1,n) RS codes. Thus, in their protocol, ack-cert for a proposal implies honest
parties have sufficient valid code words to decode the original proposal and
honest parties can agree on any proposal with an ack-cert. This is in contrast
to our protocol since honest parties may not be able to decode the proposal
even though the proposal is accompanied by an ack-cert. Our protocol relies on
synchrony to filter out such “bad” proposals.

Comparison with MVBA protocol of Shrestha et al. [35]. In the syn-
chronous setting, Shrestha et al. [35] gave the first MVBA protocol tolerating
t < n/2 Byzantine faults secure against static adversary. Their protocol works in
the plain PKI model without threshold setup and incurs O(n2¢+ xn?) for inputs
of size ¢ and expected constant rounds. In this work, we present an MVBA proto-
col with better communication and security against a strongly rushing adaptive
adversary. Our protocol requires threshold setup and incurs O(nf + kn?) for
inputs of size ¢ bits and terminates in expected O(1) rounds.

F.2 Related Work in the Gradecast with Multiple Grades
Literature

Gradecast with multiple grades was initially introduced by Garay et al. [24].
They gave a protocol in the authenticated model with PKI model tolerating ¢t < n
Byzantine failures with a message complexity of O(g*n?) and a communication
complexity of O(g*(nf + xn?)) for £ bit input. A recent work [23] also gave
a gradecast with multiple grades under the notion of Proxcast. Their protocol
tolerates t < n Byzantine faults and a message complexity of O(g*n?). This
corresponds to a communication complexity of O(g*(nf 4+ kn?)) for £ bit input.
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In this work, we present a slightly relaxed definition for gradecast with multiple
grades and provide a construction with a communication complexity of O(nf +

xkn?) for £ bit input tolerating ¢t < (1 — €)n Byzantine faults (where ¢ > 0 is a
constant).
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