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Abstract. Cyber-criminals have benefited from on-line banking (OB),
regardless of the extensive research on financial cyber-security. To bet-
ter be prepared for what the future might bring, we try to predict how
hacking tools might evolve. We briefly survey the state-of-the-art tools
developed by black-hat hackers and conclude that automation is start-
ing to take place. To demonstrate the feasibility of our predictions and
prove that many two-factor authentication schemes can be bypassed, we
developed three browser rootkits which perform the automated attack
on the client’s computer. Also, in some banks attempt to be regarded as
user-friendly, security has been downgraded, making them vulnerable to
exploitation.
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1 Introduction

A lot of research has been done on the cyber-security of financial trans-
actions, both from a cryptographic as well as from a computer security
viewpoint. Due to work like [9], wholesale transactions are now relatively
secure. The challenge today is to secure the PC-based transactions. We
see that identity theft has been for more than a decade the most frequent
white collar crime. We know that attacks against US and UK Internet
banking systems have been quite successful [18]. Tools like the Zeus mal-
ware kit [17] and the SilentBanker Trojan [21], have been helping criminals
perform fraudulent on-line bank transactions.

Since research should be ahead of hackers, the main goal of this paper
is to predict the next generation of OB attacks and how they may worsen
the already questionable security. We survey the tools hackers use and see
that, attacks against on-line banking systems (OBS) are getting more so-
phisticated and automated. The hacker community independently worked
on automation, deploying Trojans and malware kits that overpass the re-



quirement of having humans to manually perform the fraudulent transac-
tions [24] (the work done in [1–3] was done in 2010-2011). To demonstrate
the feasibility of a fully automated attack, three advanced browser rootk-
its (for Firefox Browsers) were developed, targeting the Internet banking
systems of NatWest, HSBC and a European Bank which we were unable
to contact, (hereinafter after called “Bank A”). An attack against Bar-
clays’ system is also proposed. 4 Security of these major banks is largely
dependent on the commonly used two-factor authentication schemes. By
successfully circumventing and exploiting the weaknesses of such systems,
we hope to raise awareness on how dangerous the current situation is.

Aside from security in the absolute sense, we consider auxiliary factors
like usability. This is a critical factor that can drive a bank to lower its
security threshold in order to satisfy its customers’ desires (e.g., Barclays).

2 Background

2.1 Attack Strategies and Techniques

We distinguish between three main Internet banking attack vectors that
can be used alone or in combination. Firstly, a Credential Stealing attack,
is where fraudsters try to gather users’ credentials, either with the use
of a malicious software or through phishing [10]. Secondly, a Channel
Breaking attack, involves intercepting the communication between the
client side and the banking server, by masquerading as the server to the
client and vice versa [20]. Finally, a Content Manipulation (also called
man-in-the-browser (MiTB) [16]) attack, takes place in the application
layer between the user and the browser. The adversary is granted with
privileges to read, write, change and delete browser’s data “on the fly”,
whilst the legitimate user is seamlessly unaware.

A Browser Rootkit , is a content manipulation technique, which is ca-
pable of completely changing the browser’s display and behavior [7]. It is
basically a malicious browser extension, which are used to extend and/or
customize the browser’s functionality [4]. To control unauthorized instal-
lation of browser extensions, modern browsers like Firefox, have employed
numerous but weak security measures, which can be easily bypassed [7].

4 NatWest, HSBC and Barclays were informed about the findings of this study.



2.2 Related Work and Attacks

A Firefox malicious extension called BROWSERSPY was developed, which
once installed on the victim’s machine, begins collecting personal data
that is later sent to the remote attacker [22].

Zeus [17], SilentBanker [21] and URLZone1 [5], are infamous Trojans,
which have been successfully used against on-line banking systems to steal
millions of dollars [14,18]. They are primarily used to steal login creden-
tials and card numbers with their security codes, but can also change
transaction details on the fly. This is commonly achieved by adding form
fields at the browser level. The stolen data is sent to a command and con-
trol server (C&C server) controlled by the remote attacker, who is then
able to manually connect to the victims on-line banking accounts.

In [24], sophisticated and automated attacks against OBSs, built on
the established Zeus and SpyEye tactics are presented. In contrast with
Zeus/SpyEye, these attacks offer automated bypass of two-factor physical
authentication, server-side automation to conceal the attacks, techniques
to avoid fraud detection, techniques to hide evidence, and finally, tech-
niques against standard security software.

An attack against Helios 2.0 e-voting system is described in [7]. The
attack exploits Adobe Acrobat/Reader vulnerabilities to install a browser
rootkit on the voters’ machines. This rootkit changes the selected legiti-
mate candidate vote to the one chosen by the extension’s author, and also
misleads the voters to believe they have voted for their desired candidate.

3 Authentication Systems Used in Internet Banking

Currently, several banks implement an additional layer of secondary au-
thentication, required for monetary transactions. Four common classes of
authentication schemes are usually employed.

One-Time-Password (OTP) schemes, generate passwords using pseudo-
random generators or mathematical algorithms in order to authenticate
the users. However, they offer no security against man-in-the-middle (MiTM)
or MiTB attacks [11]. Bank A uses the DigiPass GO3 token for authen-
ticating its customers’ monetary transactions [23].

In Full Transaction Authentication schemes, the OTP generated to
authenticate the transaction is cryptographically bound to the transaction
data. For example, Barclays’ PINsentry device, which adopts the CAP
protocol, implements this scheme when in ‘Sign mode” [19]. However,
since August 2011, the implementation of PINsentry has been relaxed
and favors usability rather than security. Specifically, account holders no



longer need to use PINsentry for authenticating transactions when the
payee is in their beneficiary list. It is evident that pressures from unhappy
customers, who are unaware of security issues, have influenced Barclays
to downgrade its security [8, 15].

Partial Transaction Authentication is a “relaxed” form of full transac-
tion authentication, where only part of the transaction data are required
during authentication. Example implementations of these systems include
NatWest card reader (challenge/response mode) and HSBC security key.
Here the cryptograms generated to authenticate transactions are based
only on the last four digits of the payees’ account numbers [19].

Finally, some OBSs do not require authentication of monetary trans-
actions (i.e., No Secondary Authentication is required). This situation
is true for NatWest and HSBC customers, who can perform payment
transactions to payees who have previously been authenticated and to
governmental/financial institutions deemed trustworthy by the banks.

4 Automation of the Attack

Traditional black-hat hackers’ software requires manual intervention to
perform fraudulent transactions, limiting the damage that can be caused.
In the recent past, more automated and sophisticated attacks have been
deployed [24].In the future, hackers may adapt their tools to take advan-
tage of the weaknesses in modern OBSs and fully automate their attack.
In order to demonstrate the current shortcomings of OBSs, we have imple-
mented three browser rootkits that undermine the OB security of HSBC,
NatWest and Bank A. An attack against Barclay’s OBS is also proposed.

4.1 Automatic Fraudulent Transaction

Once the browser rootkit is installed on the victims’ machines, it passively
monitors their browsing activities, and activates once they successfully log
onto the targeted OB.

In order to achieve successful fraudulent transactions, some conditions
must first be met. In the case of HSBC and NatWest , the last 4 digits of
the beneficiary’s account number must match the respective last 4 digits
of an account controlled by the attacker (as this paper is a proof of con-
cept, the attacker’s account numbers are stored in the browser rootkits.
To counter traceability, different account numbers, which can be mule
accounts, can be fetched from different locations). In the case of Bank A,
a freshly generated OTP must be typed. When the necessary condition is



met, the respective browser rootkit can successfully execute a fraudulent
transaction by changing the transaction data “on the fly” (i.e., the ben-
eficiary’s account number and amount), whilst displaying what the user
expects to see (i.e., the intended by the user transaction data). In order
to keep the attacks undetectable for a longer period, a small percentage
of the holdings in an account is taken each time.It is more likely that the
victim will disregard a few missing dollars compared to a few hundred
missing dollars.

At the time this study began, Barclays’ OBS required a fresh full
authenticating signature from PINsentry for every monetary transaction,
thus no browser rootkit was feasible on its own to successfully attack the
given system (full transaction authentication for every transaction beats
browser rootkit attacks). However, the fact that account numbers in the
user’s beneficiary list need no signature, creates a vulnerability. Specif-
ically, if the attacker is successful in tricking the victim to purchase or
buy a fake service (e.g., through scareware [13]), then the account num-
ber used by the attacker will be listed in the victim’s beneficiary list. The
browser rootkit will then be capable to perform fraudulent transactions to
the attacker’s account number, since money transfers to that account will
require no signature! Similarly with NatWest and HSBC, money transfers
to a host of businesses (deemed trustworthy) do not require a transac-
tion verification step. In this case, the browser rootkit can be instructed
to perform funds transfers to these hosts, hidden from the user’s view.
Although there is no direct financial gain for the attacker, this remains a
vulnerability of this specific OBS and other similar.

4.2 Hiding the Attacks

The developed browser rootkits cover up all traces of their activities.
Specifically, they store the information pertaining to the fraudulent trans-
actions in browser cookies and on the victim’s hard drive (under Firefox’s
”Profiles” directory). All fraudulent activity is successfully hidden from
the victim by first, having the browser displaying the expected by the
victim account balance rather than the actual one (which obviously has
less money since the browser rootkit fraudulently transfered money from
it), and secondly, by removing all fraudulent activity from the victims’
statements. This is achieved by exploiting DOM elements of the HTML
page. The fraudulent activity is kept hidden from the user no matter
when and how many times the user logs out and back in again. As long
the malicious extension is installed, the attack remains hidden.



4.3 Advantages

The biggest advantage of the developed browser rootkits is that they are
fully automated. Once they are successfully installed, they are capable
of performing fraudulent transactions and covering their traces at the
same time, without any further human intervention or instructions from
a remote C&C server, as in the case of Zeus and the like Trojans [5, 17,
21]. This is feasible since the attacks are against fixed banks, with the
browser rookits explicitly designed to attack the given OB systems of
the respective targeting banks. In addition, the adversarial bank account
numbers are stored in the browser rootkits code.

Additionally, no theft of banking information is necessary. Our browser
rootkits are clever enough to remain hidden and submit when successful
fraudulent transactions are possible.

Finally, in contrast with Trojans of black-hat hackers that create files
and modify the registry keys in the victims’ machines, our developed
browser rootkits are simple browser extensions written in a few hundred
lines of code. Browser rootkits are really hard detected by any antivirus
program, since once installed they become a part of the browser. In con-
trast, OS rootkits and Trojans are much easier to detect with an updated
antivirus or an Intrusion Detection System.

5 Future Work

Real deployments of two-factor authentication schemes suffer from secu-
rity issues as a result of bad design, underestimating client-side attacks
and lack of usability. An ideal scheme must accommodate for the trade-off
between usability and security. Clearly, new ideas that focus on security
with minimal user interaction are very important. For instance, in [11], a
low-cost hardware token based on PIN/TAN system is proposed for pro-
tecting e-banking systems against possible situations where the adversary
has full control over the user’s computer. Given that a secure element (i.e.,
something the user has) has become essential to reach the standards of
modern secure authentication schemes, the question of whether we can
get rid of them may no longer stand. However, whether a universal se-
curity device for all OBSs could be deployed still remains, and depends
on the willingness, effort and cooperation of the financial institutions. In
addition, as the use of smartphones has transformed our daily lives, it
is possible to use mobile phones to generate transaction authentication
signatures. Mobile phones are in fact used as a second authentication, but
the question is whether they can improve the current processes. Finally,



some advances that could be addressed in a future work may be the use of
Out-of-Band (OOB) communication channels [6]. In such a setting, the
device is able to communicate with the authenticating servers through
the secure OOB channel and display the information for confirmation.

6 Conclusions and Reflections

Two-factor authentication (excluding full transaction verification) is still
inadequate to deal with browser rootkit attacks. Although the original
user-unfriendly approach of Barclays shows that if criminals would auto-
mate their attacks, certain banks are ready to roll out their modifications
and annul most of the attacks, the hardware/software used by most banks,
as HSBC, NatWest and Bank A, may not allow them to switch quickly.
We finally observe that full transaction verification may not fully address
all security concerns. The information displayed on the PC including;
account numbers, name, balance and transaction details, do not remain
private! Indeed, a browser rootkit can leak all this information to an at-
tacker who could use it to physically target rich users, use identity theft
techniques, etc. To deal with this problem banks need to carefully con-
sider what they display on the browser. Finally, this study has multiple
precautions to ensure that no malware was released in the wild. No bank
servers were violated. A longer version of this paper is available in [12].
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