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Abstract. We show that the YAK protocol does not provide the key
control attribute, and is vulnerable to some attacks. We also propose
some improvements.

The YAK protocol [1, 2] is a variant of the two-pass HMQV protocol [3], but
uses zero-knowledge proofs for proving knowledge of ephemeral secret keys. It
is based on public keys, certified by certificate authorities. Although the YAK
protocol is claimed to be an authenticated key exchange (AKE) protocol [1,2], the
authentication is just zero-knowledge verification of a random number, generated
by the other party. There is no binding between entity identifiers and the session
key derivation function. Any AKE protocol should provide several security
attributes, and it should withstand well-known attacks [4].

There are claims for security and efficiency of the YAK protocol [1,2], but we
show that it does not provide the key control attribute which is a requirement
for key exchange protocols. We also show that the YAK protocol is vulnerable to
an unknown key-share attack and a key-replication attack. The key confirmation
is left optional in the YAK protocol, but it is crucial to have it in order to avoid
an impersonation attack. In case of having the key confirmation, it is crucial
to verify that public keys are of prime order. Otherwise, the protocol will be
vulnerable to a small subgroup attack. In the YAK protocol, it is assumed that
such verification is part of any zero-knowledge proof technique.

The YAK protocol is not secure in any security model that allows the above
attacks. This includes the HMQV [3] and eCK [5] security models.
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